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Summary 

Public communication is a core component of democracies. It contributes to the formation of opinion, 
the social treatment of political issues and the legitimisation of political decisions. For a long time, 
public communication was largely shaped by the mass journalistic media. Journalism’s unique position 
entails special rights and obligations. 

⮚ New stakeholders from the digital sector (intermediaries) have fundamentally 
changed public communication  

In recent years, various online services (platforms) have established themselves alongside the mass 
media. Search engines (e.g. Google), social networking platforms (e.g. Facebook), multimedia 
platforms (e.g. YouTube) and micro-blogging services (e.g. Twitter) have expanded opportunities for 
public communication and the formation of opinion. A common theme of these new communication 
platforms is that their operators (intermediaries) do not produce any content for these platforms 
themselves, at least not regularly. Instead they facilitate information searches, provide private 
individuals and organisations with the potential to address a large audience with their own content and 
simplify the public exchange of communication between individuals and/or organisations. 

These platforms form a new communications infrastructure which is owned by a few globally active 
private companies and is based on constantly changing software. The operators set their own rules for 
communication and information searches on their platforms. The enforcement of these rules is largely 
automated, relying on algorithms and artificial intelligence. Ultimately, decisions about what can or 
cannot be said publicly in the digital space in Switzerland are made to a large extent by a few non-
Swiss organisations according to privately established and enforced rules outside the rule of law. 
These decisions include who gets to see or not to see what content, and who is excluded from public 
communication.  

The services of intermediaries are now used by large parts of the population in Switzerland and have 
become increasingly important for opinion-forming, especially among young persons. Platforms have 
come to have a significant impact on the forms, processes and quality of social information and 
communication. 

⮚ Positives: Intermediaries give more attention to freedom, equality and diversity 

The platforms offer opportunities for the further democratisation of public communication. A 
smartphone with internet access is all that is needed to address a very large potential audience. This 
makes it easier for persons and groups who would otherwise be marginalised in the the journalistic 
media to participate directly in public discourse, to contribute their points of view and to express 
criticism publicly. At the same time, the diversity of publicly available information and opinions is 
increasing. And search engines, like intermediaries in general, make it easier to find information 
according to personal preferences via search functions. 
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Figure 1: Positive potential for public communication 

Intermediaries therefore potentially promote freedom of expression and information for all people, and 
increase the diversity of publicly visible information. 

⮚ Negative: Intermediaries enable the spread of hate speech and false information, act 
with a lack of transparency and exercise quasi-censorship  

However, the combination of the openness of the platforms, the low technical barriers to access, the 
absence of editorial selection criteria and verification of information also has several negative effects. 

Figure 2: Negative potential for public communication 

Platforms offer individuals and organisations the opportunity to disseminate possibly harmful legal and 
illegal content such as hate speech and false information.  

Hate speech includes racist or sexist remarks, insults, slander, defamation and calls for or incitement 
to acts of violence. Publicly expressed hate speech can lead to the radicalisation of individuals and 
physical violence against persons. Moreover, vilified individuals and social groups often withdraw from 
public discourse, which robs them of their positions in the public sphere. Furthermore, public hate 
speech undermines the public's right to a safe digital space. 
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The spread of hate speech has increased in Switzerland in recent years. It is not only directed against 
vulnerable people and groups of people. For example, fedpol has recorded an increase in hate speech 
against senior public figures and parliamentarians in relation to the measures adopted to combat 
COVID-19.  

Some hate speech is already illegal under current legislation. However, enforcing the law in such cases 
is often difficult or virtually impossible due to the frequent anonymity of the perpetrators and the 
transnational nature of the internet.  

False information is also spread on intermediaries’ platforms. A distinction is often made between 
intentionally, manipulatively or deliberately spread false disinformation and unintentional 
misinformation. 

Mass disinformation campaigns are sometimes politically motivated and are used by various players 
around the world, for example with the aim of sowing mistrust towards political institutions or of creating 
or deepening social tensions. This can have serious consequences for democracies. False information 
can also endanger public goods, such as public health (e.g. the false suggestion that drinking bleach 
helps fight the coronavirus) and safety. False information can also affect the formation of political 
opinion in the run-up to elections and referendum. 

Another problematic issue in addition to the dissemination of illegal and dangerous content on 
platforms is the the fact that the latter are privately and independently regulated by the 
intermediaries with no social inclusion of the intermediaries: 

Intermediaries delete content according to their own rules. In many cases this may not pose any 
problem and may even be socially desirable, e.g. when intermediaries remove false reports which are 
harmful to health or content which is harmful to minors, and especially if this content is deleted in 
accordance with Swiss law. On the one hand, it is problematic if intermediaries systematically delete 
too much content or block too many user accounts (e.g. as a result of automated filters or inadequate 
communication guidelines). This 'overblocking' constitutes a limitation of freedom of communication 
and information. Moreover, if intermediaries delete content according to unobjective or discriminatory 
criteria, they violate the principle of equal treatment. On the other hand, it is also problematic if 
intermediaries do not delete enough content. This is particularly true of content which is illegal under 
Swiss law, but which is permissible from the point of view of the intermediaries.  

Lack of transparency. The intermediaries do not publish any reports on the extent of the deletion of 
content and blocking of accounts in Switzerland, and so there is no basis for discussion concerning the 
extent of the spread of hate speech and false information. Most intermediaries also severely restrict 
data access for the academic community. The lack of transparency of the selection criteria1 also 
jeopardises equality of opportunity for users and, together with a lack of access to data, prevents an 
assessment of whether content is deleted on a systematically discriminatory basis. A lack of labelling of 
paid content and bots has been identified in several cases.2 This makes it difficult to classify content, 
thereby hindering the free formation of opinion. 

Lack of user rights. Users often have no legally established procedures and procedural guarantees 
against decisions to delete content. The platforms’ terms of use are also often formulated imprecisely 
and are subject to rapid change. This poses a threat to users’ legal security and may discourage them 
from disseminating critical comments for fear of sanctions, even though such comments would be 
permissible. 

 

                                                      
1 Criteria which decide which content is displayed to whom as well as which content is displayed to many users and which to only a few.  
2 Bots are computer programs which perform largely automated repetitive tasks. In the field of communication, for example, they are 

programmed to participate in discussions and automatically react to certain input. 
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⮚ Negative: The decline in the use and advertising revenues of journalistic media 
threatens media quality 

The negative effects of the platforms directly affect their users and public communication. But they also 
have profound effects on mass journalistic media and therefore indirectly affect the public sphere and 
society. This is because the new communication platforms are not merely another communication 
channel alongside print, radio and television; instead they expand and change previous forms of 
communication. The intermediaries can also distribute traditional media content via their platforms, 
creating a new, hybrid media system which integrates old and new media.  

The consequences of this new competition are declining media use, declining revenue from the 
readership and falling advertising revenues, especially in print. Between 2007 and 2020, the 
advertising revenue of Swiss newspapers plummeted by around 75 per cent (from CHF 1.76  billion to 
CHF 432 million). 

The continuous decline in media usage, revenue from the readership and advertising revenues will 
sooner or later threaten the quality of journalism. Intensified competition for attention also tends to lead 
to the creation of provocative and sensational media content, because consumption of such content is 
greater. However there are no clear findings that this phenomenon, which is linked to the reaction of 
the users, has so far led to a reduction in the quality of political information. That said, the scope of 
topics and geographical area covered by the news media is contracting. 

⮚ Europe and the USA define general conditions for the activities of intermediaries 

The social importance of communication platforms and their great potential for damage has led to a 
growing conviction in other European countries that various duties of care must be imposed on 
intermediaries. In the USA, too, politicians are concerned about the negative consequences of the 
hitherto liberal legal practice. In 2018, the US Congress decided that platform operators can now be 
served with legal process for certain content (concerning human trafficking and sex trafficking). There 
is also an ongoing political and legal debate on further possible reforms to the current legislation, the 
aim being to combat hate speech and false information, as well as quasi-censorship and lack of 
transparency. 

In Europe, intermediaries are increasingly being required to take measures against the spread of hate 
speech and false information as well as to provide transparency. Furthermore, user rights vis-à-vis 
intermediaries are being strengthened. 

In relation to measures against the dissemination of illegal content, regulations for greater transparency 
and the strengthening of user rights, this duty of cooperation of intermediaries is to be defined in 
specific laws (e.g. in the Digital Services Act at EU level, as well as in national laws in Germany, 
Austria, France, the United Kingdom, Ireland and Belgium).  

The regulator usually prescribes the targets of such legislation, but leaves it to the discretion of the 
platform operators to take measures to achieve the goals and implement them on a technical level. The 
regulator then checks whether the desired results have been achieved.  

In the case of measures against the spread of false information, attempts at control tend to be made 
via recommendations without legally binding effect. However, reports intended as an impetus for future 
legislation are currently being written in various countries on behalf of ministerial and regulatory 
authorities in countries such as the UK and Germany. Measures are also being taken to allow the 
population to cope better with problematic developments (resilience), e.g. by improving media literacy. 

⮚ A broad discussion on the governance of intermediaries is necessary in Switzerland 

The internet is not a space in which the law is not enforced; it is subject to the same legal regulations 
as the analogue world. Calls to violence, infringements of personality rights and racial discrimination on 
the platforms of intermediaries are also prohibited by law in Switzerland. However, even beyond 
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legal provisions, the platforms are not free of regulation; they are regulated by the private community 
guidelines of the intermediaries. The decisive question is thus not whether the platforms should 
function according to rules, but rather who should set which rules, who should be taken into account in 
the formulation of such rules, which requirements should be placed on these rules, who is responsible 
for enforcing the rules and which requirements should be attached to this enforcement power.  

In Switzerland, there are currently neither specific legal regulations nor a meaningful legal practice in 
relation to the responsibility of intermediaries for any unlawful content found on their platforms in 
relation to hate speech and false information. Nor are there any regulations which strengthen user 
rights vis-à-vis intermediaries or which oblige intermediaries to be more transparent. Instead, the 
activities of intermediaries are covered by general legislation (such as protection of personality rights, 
competition and unfair competition law, data protection law, criminal law, etc.), and no specific legal 
regulations have as yet been enacted. The specific measures applied in Switzerland essentially 
concentrate on strengthening the resilience of the population and traditional law enforcement. 
However, traditional law enforcement is often difficult and cumbersome or virtually impossible due to 
the frequent anonymity of the perpetrators and the transnational nature of the internet.  

It is widely recognised that it will be problematic for democracies if the new communication 
infrastructure, which is dominated by just a few intermediaries, remains beyond societal control. 
Various studies commissioned by OFCOM also conclude that the population is entitled to effective 
protection against illegal hate speech and disinformation, and that user rights should also be better 
protected in relation to intermediaries.3 Various efforts are also being made in this direction in other 
countries. In this context, a broad discussion is on the issue of the social integration and governance of 
intermediaries is required in Switzerland. This discussion must take into account the international 
situation. 

  

                                                      
3 Cf. for the corresponding studies: https://www.bakom.admin.ch/bakom/en/homepage/electronic-media/studies/individual-studies.html 
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1. Initial situation and mandate 

The digital transformation has led to the emergence of a new digital communication infrastructure, 
comprising search engines (e.g. Google), social networking platforms (e.g. Facebook), multimedia 
platforms (e.g. YouTube) and micro-blogging services (e.g. Twitter). This provides more opportunities 
for private and public communication, as well as for accessing information. Although the providers of 
these platforms (intermediaries), unlike the mass journalistic media, do not produce content 
themselves (at least not on a regular basis), they do select, prioritise, filter, aggregate and disseminate 
third-party information according to their own rules and using algorithms. This is also how they decide 
which content they show to which users, which content they do not show to them and whom they 
exclude from public communication on their services (e.g. by blocking accounts).  

A report entitled 'Challenges of Artificial Intelligence' by the Swiss State Secretariat for Education, 
Research and Innovation (SERI) of 13 December 2019 for the attention of the Federal Council 
determined that although these new services can enrich public debate, they can also entail risks for 
public communication in Switzerland.4 On 13 December 2019, the Federal Council therefore instructed 
the Federal Office of Communications (OFCOM) and the Federal Chancellery (FCh) to draw up a 
report on the activities of intermediaries in relation to public communication as well as in the formation 
of opinion and the formation of political policy.5 Accordingly, this OFCOM report in cooperation with the 
Federal Chancellery explores the question of how the behaviour of communication platform operators 
and the use of their online services by the public affect public communication in Switzerland and the 
formation of opinion among the Swiss population.6 

This report consists of two parts. Part A addresses the significance of public communication and 
outlines the characteristics of the democratic public sphere as protected by the Federal Constitution 
(Section 2). In this context, opportunities (in the sense of the positive potential of digital platforms for 
public communication) are identified and findings on the changes in public communication which have 
been determined are processed, as far as the available findings allow (Section 3). The risks and 
negative effects associated with the new intermediaries are then discussed (Section 4). According to 
the current state of knowledge, hate speech (Section 5) and disinformation (Section 6) are considered 
particularly problematic for democratic public communication with particular regard to the dissemination 
of illegal content and content which constitutes a danger to democracy. It is also problematic that the 
intermediaries evade democratic control, particularly through a lack of transparency in relation to the 
implementation and enforcement of the rules which apply on their platforms and in their dealings with 
users (Section 7). Part B discusses measures which authorities and intermediaries in Switzerland and 
abroad have already taken or are considering in relation to hate speech, disinformation and lack of 
transparency (Sections 9–12) and looks at possible measures regarding legislation and enforcement 
against non-Swiss intermediaries (Section 13). The final section (Section 14) draws conclusions from 
the findings. 

  

                                                      
4 State Secretariat for Education, Research and Innovation, Challenges of Artificial Intelligence; see in more detail also Federal Office of 

Communications, Künstliche Intelligenz, Medien & Öffentlichkeitkeit. 
5 Federal Council decree of 13/12/2019 

6 Other essential questions about platforms, for example from the perspective of competition law, data protection or the ethics of artificial 
intelligence in general, are not explored in depth here. 
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Part A - Intermediaries and digital transformation of public communication in Switzerland 

The public sphere is a core component of democracies. In Switzerland it is protected by the 
fundamental rights of communication set out in the Federal Constitution. For a long time, the public 
sphere was primarily a creation of the mass media, which was integrated into society and was required 
to serve society, not least because it was sometimes criticised for its monopoly-like position as 
'gatekeeper' of the public sphere. In recent years, various online services (platforms) have become 
established alongside the mass journalistic media; these expand opportunities for public 
communication and opinion-forming. As well as presenting opportunities, this endangers the 
constitutionally guaranteed fundamental rights of communication and the democratic public sphere.  

2. The democratic public sphere and new players  

The public sphere can be understood as a sphere in which 'private persons gathered to form an 
audience'7 publicly exchange views on matters which concern everyone.8 'Public' refers to the freely 
accessible nature of knowledge and communication for all (in distinction to 'private' or 'secret').9 Public 
communication is a core component of democracies and connects society and state: information, 
values and proposed solutions for societal challenges are shared, discussed and evaluated in the 
public sphere.10 Public communication is expected to contribute to the formation of opinion, to dealing 
with political issues and to legitimising political decisions.11 

Various conditions must be met if public communication is to fulfil these functions. In this context, the 
Federal Constitution both protects the rights of individuals (e.g. the right to express oneself freely) and 
obliges the state to contribute to the realisation of a communication structure which allows the 
democratic formation of political policy and ensures the basis for decisions with the greatest possible 
legitimacy from a democratic point of view (Section 2.1).  

The mass journalistic media has played a unique role in this regard, and continues to do so. For a long 
time, it was the only player in society able to reach a large audience and was therefore particularly 
capable of taking on functions of informing and controlling society. This unique position entails special 
rights and obligations (see Section 2.2).  

In recent years, various software-based communication platform providers have fundamentally 
changed the conditions of public communication. They contribute to an expansion of the public sphere 
by, in principle, allowing all individuals and organisations to express themselves on their platforms. 
Unlike the traditional media, however, platform operators are largely removed from democratic control 
(Section 2.3). 

2.1 Legal protection of the democratic public sphere in Switzerland 

In Switzerland, public communicative exchange is protected by the fundamental rights of 
communication described in the Federal Constitution and the European Convention for the Protection 
of Human Rights and Fundamental Freedoms (ECHR). Freedom of expression (Art. 16 para. 2 of the 
Federal Constitution; Art. 10 ECHR; Arts 19 and 20 of the International Covenant on Civil and Political 
Rights) guarantees that citizens may communicate with each other without restriction and may use any 
lawful and appropriate means to do so. Political expression in particular is protected.12 Freedom of 
information (Art. 16 para. 3 of the Federal Constitution) guarantees the right of each and every 
individual to receive news and opinions intended for the public and to use the means necessary to do 

                                                      
7 Habermas, Strukturwandel der Öffentlichkeit, p. 42. 
8 Holznagel, Erosion demokratischer Öffentlichkeit? p. 419 f. 
9 Neuberger, Funktionale und defekte Öffentlichkeit in der Demokratie - Analyse und Anwendung am Beispiel der Schweiz, p. 13. 

10 See Dreyer/W. Schulz, Künstliche Intelligenz, Intermediäre und Öffentlichkeit, p. 6. 

11 Habermas, Faktizität und Geltung, p. 399ff. 
12 Schefer, Kommunikationsgrundrechte, 1413-1452, Margin number 86. 
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so.13 The intention is therefore that all persons are able to contribute information, ideas and opinions to 
public debate (freedom of expression) as well as to receive such from other persons (freedom of 
information).14 The freedom of the media (Art. 17 of the Federal Constitution) grants special protection 
to public expressions of opinion if they fulfil an essential opinion-forming and control function for 
democracy. This is particularly the case if this content is prepared in compliance with professional 
journalistic rules and disseminated within the framework of a certain organisational structure.15 The 
Constitution therefore takes into account the mass journalistic media’s unique role in relation to the 
formation of opinion.16 

The Federal Constitution also protects the freedom of the citizen to form an opinion and to give 
genuine expression to their will (freedom to vote in elections and referendums, Art. 34 para. 2 of the 
Federal Constitution) in the run-up to elections and referendums. It attaches particular importance to 
public discourse in the run-up to elections and referendums.17 According to the case law of the Federal 
Supreme Court, “(...) the aim is to guarantee that every person entitled to vote can make their decision 
on the basis of a process of opinion-forming which is as free and comprehensive as possible and 
express it accordingly with their vote.”18 To this end, the state must guarantee a framework of 
communication and conditions of communication which allow the free formation of political policy and 
the undistorted manifestation of political policy.19 This includes guaranteeing the necessary openness 
of debate or preventing distortion of the formation of political policy.In exceptional cases, the state has 
a duty to correct private false or misleading information.20 

Freedom of expression, including the freedom to hold opinions and to receive and impart information 
and ideas, is enshrined in Art. 10 of the European Convention for the Protection of Human Rights and 
Fundamental Freedoms. Like the scope of media freedom set out in Art. 17 of the Federal Constitution, 
increased protection is afforded to content which deals with topics of public interest addressed to the 
public and thus fulfils a 'public watchdog' function.21  

The purpose of these provisions is both to protect the rights of individual citizens and to protect the 
democratic functions of public communication as a whole.22 The state must therefore guarantee a 
democratic public sphere and, as the case may be, also ensure that the fundamental rights of 
communication among private individuals are effective (see also Section 7.1.1).23 To summarise: a 
public sphere which is functional for democracy must fulfil various requirements.24 It is essential for 
public communication as a whole to ensure that citizens can contribute their ideas and opinions to the 

                                                      
13  See Kley/Tophinke, Art. 16 of the Federal Constitution, SSHC Federal Constitution, Art. 16 of the Federal Constitution N 35 and Hertig, Art. 

16 of the Federal Constitution. 
14 For the international regulations to which Switzerland is bound, see in particular General Comment No. 34 of the UN Human Rights 

Committee, which is the central body concerned with the role of freedom of opinion and freedom of expression for individuals and 
societies, as well as the role of the media and the right of access to information (United Nations Human Rights Committee, General 
comment No. 34). 

15 See Brunner/Burkert, Art. 17 of the Federal Constitution, CSSH Federal Constitution, Art. 17 of the Federal Constitution N 3 and 30f and 
Zeller/Kiener, Art. 17 of the Federal Constitution. 

16  See Schefer, Kommunikationsgrundrechte, 1413-1452 margin numbers 23 ff. and 51 f. 
17 Schefer/Cueni, Öffentlichkeit im Wandel: Überlegungen aus grundrechtlicher Sicht, p. 33 
18 See Decision of the Swiss Federal Supreme Court 135 I 292, E. 2, p. 293 
19 Schefer/Cueni, Öffentlichkeit im Wandel: Überlegungen aus grundrechtlicher Sicht, p. 33. 
20 See Decision of the Swiss Federal Supreme Court 140 I 338, E. 5.3, p. 343 Schefer/Cueni, Öffentlichkeit im Wandel: Überlegungen aus 

grundrechtlicher Sicht, p. 73. 
21 For an example involving the press see European Court of Human Rights (ECtHR), Observer and Guardian v. the United Kingdom (26 

November 1991), 13585/88, margin number 59. 
22  See J. Paul Müller/Schefer, Grundrechte in der Schweiz, p. 347 and ; Kley/Tophinke, Art. 16 of the Federal Constitution. 
23 According to the concept of state duties to uphold and ensure fundamental rights (Art. 35 of the Federal Constitution), the state is obliged to 

uphold fundamental rights and to ensure that fundamental rights, where appropriate, apply to relationships among private persons (Art. 35 
para. 2 subpara. 2 and para. 3 of the Federal Constitution; see Waldmann, Art. 35 of the Federal Constitution 
Bevölkerungsschutzkonferenz (Citizens Protection Conference [BSK]) of the Federal Constitution, Art. 35 of the Federal Constitution, N9. 
This means that the state is obliged to take measures, namely when the effective exercise of fundamental rights is threatened by other 
stakeholders (see in detail ibid. N6 and N40), as well as in detail on the concept of duties to protect fundamental rights Egli, Drittwirkung 
von Grundrechten, 155 ff. 

24 See Neuberger, Funktionale und defekte Öffentlichkeit in der Demokratie - Analyse und Anwendung am Beispiel der Schweiz. 
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public discussion as freely as possible and, in particular, that criticism of state and private power is also 
possible (freedom of communication, criticism and control). Furthermore, all groups in a society must 
have the same fundamental opportunity to express themselves publicly and to be heard (equality); the 
systematic suppression of the expression of certain groups via the exercise of power is unacceptable. 
The public sphere should also be characterised by diversity and contribute to social integration. The 
free formation of opinion and political will is only possible if there is a sufficiently wide variety of topics 
and opinions, and if citizens are confronted with different (political) positions and can exchange views 
on them. Finally, demands are also made on the quality of information and discourse, because false 
information, manipulation and deception hinder the free formation of opinion and political will.  

2.2 The mass journalistic media: A unique contribution to the democratic public sphere 

For a long time, the mass journalistic media (television, radio, newspapers and magazines as well as 
their online services were the only media able to reach a broad public with their information. They 
therefore were and still are very capable of assuming information and control functions. They are 
expected to inform the population in a variety of ways as well as to monitor and, if necessary, criticise 
state and private power holders. This entails not only special rights (e.g. freedom of the media, see 
above) but also special obligations. The creation of the public sphere through mass media must not 
only adhere to the Swiss legal system in general; it also adheres to known, transparent, socially 
negotiable and enforceable rules. In Switzerland, the sector itself has set its own code of professional 
conduct, which require the journalistic mass media to 'respect the truth'.25  They are enforced by the 
Swiss Press Council.26 In the radio and television sector there are also the additional requirements of 
the Federal Act on Radio and Television of 24 March 2006 (RTVA; SR 784.40). 

2.3 Expanding options for public communication: Intermediaries as providers of a new 
communication infrastructure 

In recent years the digital transformation has led to various online services (platforms) establishing 
themselves alongside the mass journalistic media to expand the opportunities for public communication 
and the formation of opinion. Each individual typology brings different distinguishing features to the fore 
depending on the approach.27 The essential common feature of digital platforms, which include search 
engines (e.g. Google), social networking platforms (e.g. Facebook), multimedia platforms (e.g. 
YouTube) and micro-blogging services (e.g. Twitter), is that their operators do not produce content 
themselves; instead, the platforms allow private individuals and organisations to produce content and 
use the platforms to address a large potential audience.  

2.3.1 Intermediaries: Concept and social use 

Search engines make it possible to find information on people and organisations on the internet. 'Social 
media' is a collective term for the social networking platforms, multimedia platforms and micro-blogging 
services which allow exchanges between existing contacts ('friends', 'followers', etc.) and the 
publication of content to a potentially unlimited audience. Most platforms also allow reactions to 
published content ('likes', 'retweets', etc.). Communication on the platforms can also take place with the 
help of computer programs (known as 'bots').28 Depending on the service, content can be created, 
disseminated and used primarily in the form of text (e.g. on the microblogging service Twitter), images 
(e.g. on Instagram), or videos (e.g. on YouTube). A mixture of content forms is generally also possible 
(e.g. a photo with accompanying text). 

                                                      
25  See Swiss Press Council Code of Conduct. 
26  See Swiss Press Council Code of Conduct. 
27 OECD, An introduction to online platforms and their role in the digital transformation . 
28 Bots are computer programs which perform largely automated repetitive tasks. In the field of communication, for example, they are 

programmed to participate in discussions and automatically react to certain input. 
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Platforms are therefore intermediaries between the people and organisations which produce and 
receive content on the platforms. Because of this mediating function, the platforms are also known as 
'intermediaries' or 'information intermediaries'.29  

Intermediaries’ services are widely used and they have a considerable effect on the formation of 
opinion.30 In Switzerland, this is particularly true for young persons. For Swiss citizens between the 
ages of 15 and 29 in French-speaking Switzerland, social media is almost as important for the 
formation of opinion as all journalistic media combined.31  

Figure 3:  Largest social media platforms in Switzerland in 2020 (by reach) 
Example: In the third quarter of 2020, 85 per cent of internet users in Switzerland used YouTube at least once. 

Own graph after Statista: Largest social media platforms in Switzerland in 2020 (by reach) 

2.3.2 Social functions of intermediaries 

Intermediaries perform some similar functions to the mass journalistic media: both select, prioritise, 
filter, aggregate and disseminate information. On the platforms, this selection and distribution is largely 
automated and uses algorithms and artificial intelligence. Like traditional mass media, intermediaries 
influence the perception of the world, the formation of opinion and human behaviour. Furthermore, the 
selection and dissemination of information in both mass media and intermediaries is not random; 
instead it follows a certain logic.  

When selecting information to disseminate, the mass journalistic media looks at such things as news 
factors, i.e. relevance criteria such as the geographical proximity of an event, the intensity of a conflict 
or the prominence of those involved. Furthermore, the mass journalistic media is committed to the truth 
and at least to some extent has the goal of social utility32. Media production is also subject to internal 
quality controls such as source checks.33 There are also sector-specific control institutions such as 

                                                      
29  See on the terminology e.g. Dreyer/W. Schulz, Künstliche Intelligenz, Intermediäre und Öffentlichkeit, p. 5. 
30 Neuberger, Kommunikationswissenschaftliche Analyse der Meinungsbildung, Meinungsmacht und Vielfalt im Internet, 15, 68ff, or on the 

justification for supranational jurisdiction: Recitals 4 and 5 AVMSD. 
31 Television, radio, print, online; see Thommen/Steiger/Eichenberger Raphael, Medienmonitor Schweiz 2017. 
32 For example, the Swiss Declaration of the Duties and Rights of Journalists states: “Journalists’ responsibility to the public must come before 

any they bear towards a third party, notably employers and public authorities” Swiss Press Council, Declaration of the Duties and Rights of 
Journalists.  

33 This means neither that the media landscape is homogeneous nor that it should be. Different media take different positions on different 
issues and in so doing contribute to public debate and diversity of opinion. The quality of the individual titles and articles also varies: 
personalisation and scandalisation dominate daily reporting, and the media system as a whole is repeatedly accused of failing, particularly 
in times of crisis. See Hahn (ed.), Öffentlichkeit und Offenbarung. 
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the Swiss Press Council, which is responsible for all professional journalistic publications of the entire 
Swiss media (print, online, radio and television). The RTVA provides for complaints to be lodged with 
the Independent Complaints Authority for Radio and Television (ICA) for radio and television 
broadcasts as well as for the other journalistic offerings by the Swiss Broadcasting Corporation (SRG 
SSR). Journalistic publications must also observe the general legal system, otherwise legal action may 
be taken against the publishers/broadcasters. 

The situation is different with intermediaries. Their selection logic is largely non-transparent, is 
frequently changed and is predominantly one-sided, i.e. it is oriented towards achieving the greatest 
possible attention for the shared content. The overriding priority of the intermediaries is not journalistic 
or socio-political, but economic. Intermediaries measure the behaviour and preferences of users as 
precisely as possible in order to make (advertising) capital out of this data.34 They do not operate any 
editorial control of the content disseminated on their platforms, and there are great challenges involved 
in the imposition of sanctions for any illegal and harmful content published on the platforms. The Swiss 
courts have only limited access to the platform operators, as most are domiciled outside Switzerland. 
The existing instruments of international law enforcement are often ineffective in this context (see 
Section 10.2.3). 

2.3.3 Platforms as the new private ommunication infrastructure  

Communication platforms have become a global communication infrastructure35 used by billions of 
people worldwide. Although this infrastructure is provided by just a few globally active private 
companies, their decisions have both a local effect and an impact on the public sphere in different 
countries.36 The platforms are based on software whose source code is constantly changing and is 
largely kept secret. Communication on the platforms is not fundamentally free or democratically 
legitimised; instead it follows rules which the intermediaries themselves establish and enforce privately. 
Consequently, US and Chinese companies determine what Swiss users (as participants in 
Switzerland’s digital public discourse) are allowed to say on the platforms and what they are not, as 
well as what content is displayed to them and what is not.  

3. Positive potential and positive effects of platforms for public communication in Switzerland 

Key points 
− Freedom and equality: The new intermediaries potentially make it easier for all individuals and organisations 

to express and inform themselves publicly.  

− Forum for criticism: Simplified access to the public sphere means that actors who are low in resources can 
also publicly criticise and control actors who are rich in resources. 

− Greater diversity: Digital platforms lead to a greater diversity of publicly accessible information and opinions. 

Public communication must meet certain requirements in order for it to fulfil its services for democracy. 
The digital revolution in public communication through the internet was initially seen as an opportunity 
for further democratisation. It was believed it would lower barriers to access, simplify exchange 
between people and expand diversity of opinion.37 This section explores the positive potential of 
intermediaries. It examines what positive effects the new communication platforms have on public 
communication in Switzerland and specifically what this means for the constitutionally guaranteed 
freedoms of communication and the possibilities for the free formation of opinion and formation of 
political policy.  

                                                      
34 D. M. J. Lazer et al., Science 359 (2018) 1094. 
35 Jarren, Invasive Akteure: Macht und Einfluss der neuen Intermediäre auf die gesellschaftliche Vermittlungsstruktur. 
36  See Saurwein/Spencer-Smith, Inhaltsregulierung auf Internet-Plattformen. Optionen für verantwortungsorientierte Governance auf 

nationaler Ebene, p. 47. 
37 Bimber, Information and American democracy: Technology in the evolution of political power, Rheingold, The Virtual Community, revised 

edition: Homesteading on the Electronic Frontier. 
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Intermediaries fundamentally lower the hurdles for individuals and organisations to gain public visibility. 
They allow individuals and organisations to gain profound knowledge and to exchange their positions, 
views and arguments across geographical and political borders. Social media platforms offer social 
movements and their organisations new possibilities for articulating criticism and protest against 
political and social grievances as well as for mobilising a wider public to this end. Intermediaries thus 
contribute to an improved realisation of freedom of expression and freedom of information, as well as 
(at least potentially and partially) to social integration. The use of their services also leads to an 
increase in diversity of information and opinion. As such, they “organise” the digital communication 
sphere: the software they use is what makes it possible to find information on the internet in the first 
place. 

Below is a description of the opportunities which come about as a result of the “platformisation”38 of the 
public sphere. These opportunities are compared with those effects which are actually ascertainable 
and have been scientifically researched. The empirical state of research is summarised in each case 
with a special focus on the situation in Switzerland. The results of international research are taken into 
account where gaps in the research exist for the situation in Switzerland and in order to provide a more 
comprehensive picture of individual phenomena. 

3.1 Freedom, criticism and control 

The intermediaries’ platforms simplify access to the public sphere. A smartphone with internet access 
is all that is needed to address a very large potential audience. A smartphone therefore makes it easier 
for individuals and groups who are marginalised in the media to participate directly in public discourse 
and increases their chances of being heard in the public sphere. Social media in particular allows users 
low-threshold access and the ability to participate in the political process. Citizens are provided with 
more communicative freedom which extends beyond national borders, which makes communication 
within the public sphere broader and more dynamic. Intermediaries contribute to the realisation of 
freedom of expression and information. They also have a democratising potential which challenges 
communication systems in authoritarian states.39  

By operating outside the agenda of the traditional media, intermediaries can improve the public visibility 
of marginalised concerns and perspectives and help challenge the positions of powerful political and 
economic stakeholders. Criticism and control are as such no longer exercised only by the proverbial 
'fourth estate', i.e. the traditional media, but also increasingly by the 'fifth estate', i.e. digital networks 
and platforms. This 'fifth estate' comprises individual users, disclosure platforms (e.g. WikiLeaks), 
social movements, individual organisations and groups which provide access to information, articulate 
criticism and organise public rallies and protests.40 

In this respect, digital platforms such as Twitter play a central role for movements such as Black Lives 
Matter (BLM) in the USA. Intermediaries allow BLM to articulate its criticism of police violence against 
African Americans by providing a forum outside the traditional media, which has long marginalised 
such concerns or denied legitimacy to the protests.41 Because journalists are increasingly turning to 
digital platforms as a source of information42 (see Section 8), Black Lives Matter's criticism online 
generates media attention, which in turn can lead to reactions from political elites.43 Movements such 
as #MeToo also demonstrate that transnational collectives can be created using digital forms of 
articulation such as a hashtag from individual contributions on digital platforms, and this can publicly 

                                                      
38 Flew, Journal of Internet Law 22 (2019), 3. 
39 Garton Ash, Redefreiheit. Prinzipien für eine vernetzte Welt, p. 113 ff. 
40  W. H. Dutton, Prometheus 27 (2009), 1; Chadwick, The Hybrid Media System: Power and Politics; Allagui/Kuebler, International Journal of 

Communication 5 (2011), 1435. 
41  Kilgo/Mourao/Sylvie, Journalism Practice 13 (2019), 413. 
42  Broersma/T. Graham, Journalism Practice 6 (2012), 403. 
43  Freelon et al. 2018; Freelon/McIlwain/M. Clark, New Media & Society 20 (2018), 990. 
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address stigmatised topics such as sexual violence against women and in so doing initiate further 
social discourse.44 

3.2 Equality: Opportunities for access, participation and an audience 

Intermediaries simplify access to public communication not only for private individuals and 
organisations, but also for government agencies. They also make it easier to address certain 
population groups (see Section 3.1). The digital divide between those who use the internet and those 
who do not have access to digital platforms has fallen sharply in recent years, while mobile internet use 
(e.g. via smartphones) has increased sharply. 

3.2.1 Opportunities for access and participation 

Switzerland has a high level of internet use compared to other countries. 92 per cent of the population 
makes use of online communication and almost all users (97 per cent) research online content via 
search engines. The differences between the various regions of Switzerland are small.45 The use of 
social media platforms has risen sharply in recent years (from 53 per cent in 2011 to 71 per cent in 
2019). However, there is still an age gap in terms of use: While almost 92 per cent of 'digital natives' 
(persons between 14 and 34) use social network services, only 48 per cent of persons over 55 do.46 
The main barrier to access for these persons is the complexity of the digital applications.47  

3.2.2 An opportunity for resonance 

The low barriers to accessing the digital public sphere increase the diversity of both the stakeholders 
(some commentators call this 'centrifugal diversification')48 and the content, perspectives and positions 
in public discourse. These changes and expansions to opportunities of communication were initially 
associated with positive potential and ideas: the digital transformation was sometimes gushingly 
interpreted as an 'electronic arena'.49 Another associated concept was that the internet could lead to a 
further push for democratisation and level out inequalities in public visibility. However, this democratic 
vision proved to be a utopia and it has now been demonstrated that social power relations and 
inequalities are largely reproduced on digital platforms.50 Despite this, the new intermediaries certainly 
contribute to marginalised voices gaining a greater audience and occasionally exerting a decisive 
influence in public debates. 

Various international studies on the mobilisation of stakeholders in civil society in Spain, the USA and 
during the Arab Spring show that social movements repeatedly succeed in putting their issues on the 
public agenda.51 Similarly, individuals can sometimes intervene decisively in media debates and so 
influence public opinion.52 Study results show that individual digital actions on social media platforms 
can achieve a collective impact if they address current topics and concerns in a way that attracts public 
attention.53 The contribution of the new intermediaries to the digital public sphere lies primarily in new 

                                                      
44 Manikonda et al., #metoo through the lens of social media, 104; Hillstrom, The #MeToo Movement; Benedictis/Orgad/Rottenberg, European 

Journal of Cultural Studies 22 (2019), 718. 
45  Latzer/Büchi/Festic 2020. 
46 Statista, Nutzung von Social Media in der Schweiz nach Altersgruppen in 2015 und 2020 (Use of social media in Switzerland by age group 

in 2015 and 2020), https://de.statista.com/statistik/daten/studie/475238/umfrage/social-media-nutzung-in-der-schweiz-nach-
altersgruppen/. 

47 T. N. Friemel, New Media & Society 18 (2016), 313. 
48 Blumler/Kavanagh, Political Communication 16 (1999), 209. 
49 Kamps, Die “Agora” des Internet, 227. 
50 Zhou/Mondragón, IEEE Communications Letters 8 (2004), 180; Margolis/Resnick, Politics as usual. 
51 Bennett/Segerberg, The logic of connective action: Digital media and the personalization of contentious politics; Papacharissi, Affective 

publics: Sentiment, technology, and politics; Howard/Hussain, Democracy's fourth wave?; Shirky, Here comes everybody; Castañeda, 
Social Movement Studies 11 (2012), 309. 

52 Chadwick, The International Journal of Press/Politics 16 (2011), 3; Jackson/Foucault Welles, Information, Communication & Society 19 
(2016), 397. 

53 Margetts et al., Political turbulence. 
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and greater opportunities for articulation and participation, which in turn can influence the formation of 
opinion.54 

3.3 Diversity 

Democratic formation of opinion and of formation political policy requires diversity (of information): 
access to the public sphere must offer the lowest threshold possible if different points of view and 
arguments are to become part of the debate. Conversely, political decisions are distorted if certain 
positions or arguments are systematically excluded. 

In this context, the digital public sphere appears at first glance to be superior to traditional mass media 
in terms of diversity of information. Primarily search engines, but also the diverse options for interaction 
on social media platforms help form a wide range of opinions. They allow users to engage with a wide 
range of issues and positions, and to connect with actors who articulate different perspectives.55 It is 
therefore the users themselves who are largely responsible for shaping the movement of information 
away from the traditional media, allowing them instead to engage with the issues that interest them 
most.56 Similarly, search engines offer niche content and make it possible to discover minority 
viewpoints which are sometimes otherwise unrepresented in traditional media.57 In so doing, they allow 
users to compare different sources of information in relation to content and quality.58 Overall, the new 
communication infrastructure has led to an increase in the amount and variety of political information 
as well as to new forms and formats based on media such as short messages (Twitter) or videos 
(YouTube).  

Studies which explicitly focus on the role of social media platforms in the use of information usually 
paint a positive picture. They show that the new intermediaries can in particular lead persons who are 
less interested in politics to consume news unintentionally, since the personal “news feed” of most 
users consists of a mixture of entertainment and political news.59 At the same time, the data for 
Switzerland reveals that purely informative use of social media platforms is just 8 per cent for all 
individuals. The corresponding values for print media (22 per cent) and the general use of the internet 
outside of digital platforms (21 per cent) are significantly higher.60 

If diversity of content is also understood to mean the chronological sequence and arguments 
expressed, it becomes apparent that there is considerable overlap between the discourse on social 
media platforms and that in the traditional media. Events such as the Swiss women’s strike on 14 June 
2019 have led to increased activity on Twitter61 and have succeeded in connecting the Swiss Twitter 
community across language regions. Similarly, in discussions on the 2015 inheritance tax initiative 
there was substantial overlap regarding the existing core arguments between the traditional media and 
digital platforms.62 This suggests that the new intermediaries do not automatically lead to greater 
diversity in the public sphere overall. However, the situation is different from the perspective of 
individual users. Social media platforms and search engine searches offer users the opportunity to be 
confronted with new topics, arguments and information which go beyond what is offered by traditional 
media. 

                                                      
54 Perrin, “23% of users in U.S. say social media led them to change views on an issue; some cite Black Lives Matter”, 

https://www.pewresearch.org/fact-tank/2020/10/15/23-of-users-in-us-say-social-media-led-them-to-change-views-on-issue-some-cite-
black-lives-matter/. 

55 Barberá, Job Market Paper, New York University 46 (2014). 
56 Negroponte, Being digital. 
57 Webster, The marketplace of attention: How audiences take shape in a digital age. 
58 W. H. Dutton et al., The Internet and access to information about politics: Searching through filter bubbles, echo chambers, and 

disinformation, 228. 
59  Bode, Mass Communication and Society 19 (2016), 24; R. Fletcher/Nielsen, New Media & Society 20 (2018), 2450; 

Boczkowski/Mitchelstein/Matassi, New Media & Society 20 (2018), 3523; Valeriani/Vaccari, New Media & Society 18 (2016), 1857. 
60 Publicom AG, Mediennutzung nach Interessenorientierung. 
61 Vogler et al., Qualität der Medien 2019, 47. 
62 Puppis/Schenk/Hofstetter, Medien und Meinungsmacht. 



 

 

Intermediaries and communication platforms 

19/109 

BAKOM-D-23643401/234 

4. Negative potential and negative effects of platforms for public communication in 
Switzerland: An introduction 

The hopes of further democratisation of public communication through the emergence of intermediaries 
were primarily based on easier access to the public sphere. This initially optimistic view later gave way 
to a more pessimistic assessment. On the one hand, the openness of the platforms has a downside: 
freedom of communication is also abused to spread hate speech (see Section 5) and false information 
(see Section 6).  

On the other hand, freedom of communication is also restricted on the platforms: intermediaries 
organise the digital space and make it accessible. To achieve this, they must select certain content 
from a wide range of information and decide what content they want to show to whom and what 
content they do not want to distribute or distribute less frequently. From the users’ point of view, this 
unequal treatment is at first desirable because it increases the probability that the information displayed 
will be of interest to them. However, this can become problematic if the selection criteria are not clearly 
formulated and change rapidly, if the intermediaries block socially desirable (e.g. critical) lawful content, 
if their selection is discriminatory (e.g. if posts with a certain political slant are systematically displayed 
less frequently) or if there are no adequate options to appeal against decisions to delete content or 
block accounts. It is also essential for users to be able to correctly assess the trustworthiness of 
information to achieve an undistorted formation of opinion and formation of political policy. This 
requires transparency in various areas including the labelling of advertising and bots (see Section 7).  

5. Hate speech 

Key points 
− The new intermediaries enable and facilitate the public dissemination of derogatory and discriminatory 

communication (known as hate speech). 

− Hate speech on digital platforms affects both specific social groups and individuals. 

− Hate speech has increased in recent years. It can radicalise people and lead to direct violence against 
victims. These victims of hate speech may withdraw from public communication. 

The sometimes mass dissemination of hate speech and the denigration and defamation of individuals 
and entire population groups on digital platforms is increasingly a social problem. First, hate speech 
denigrates individuals and social groups, thus violating their dignity. Second, hate speech spreads 
extremist ideologies which threaten social cohesion by deeming certain social groups inferior. 
Misogyny, xenophobia and anti-Semitism promote unequal treatment as well as psychological and 
physical violence against the individuals and groups concerned. Third, individuals and groups who are 
confronted with hate speech sometimes withdraw from public debates. Hate speech thus threatens the 
very core elements of democratic systems.  

The effects of hate speech are not limited to the digital space, as demonstrated by the massacre in 
Christchurch, New Zealand, during which a far-right terrorist killed 51 people and broadcast the act live 
on Facebook.63 The attacker was proven to have become radicalised on the video platform YouTube, 
among others. A German study shows a clear link between hate speech against refugees on Facebook 
and physical acts of violence against refugees.64 Digital platforms are well aware of these 
circumstances. Facebook, for example, acknowledged such in light of its role in the genocide of the 

                                                      
63 Despite Facebook's automated monitoring of the platform, it took almost half an hour for the video to be deleted; the inactivity during those 

minutes was to prove crucial. It was enough time for the content to disseminate on forums such as 8chan and video platforms such as 
YouTube as well as on Facebook itself, where it was copied and shared 1.5 million times. Facebook's systems were able to prevent 
uploading in 1.2 million cases, and in 300,000 cases the video was only discovered after it had been uploaded. 

64 K. Müller/C. Schwarz, Journal of the European Economic Association 2020. 
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Rohingya by the military in Myanmar. This genocide was accompanied by a campaign of digital hate 
speech and disinformation against the ethno-religious Rohingya minority.65 

5.1 Definitions of hate speech 

Hate speech can generally be understood as those forms of speech which denigrate groups of people 
on the basis of ascribed physical, psychological or mental characteristics.66 Racist, sexist or 
homophobic statements, for example, constitute hate speech because they discredit social groups on 
the basis of their ethnic or gender affiliation or sexual orientation. Hate speech also extends to 
statements made towards individuals using group-specific insults such as 'faggot' or 'cripple'.67  

Hate speech should be distinguished from cyberbullying. Cyberbullying can be understood as the use 
of modern digital technology to attack a victim who is unable to defend themselves over an extended 
period of time.68 This behaviour can be carried out by a group or an individual. Cyberbullying includes 
defamation and harassment on digital platforms or the publication of confidential information such as 
sexual orientation.  

It is, however, apparent that there is no clear separation between these categories on digital platforms 
and cyberbullying has been empirically proven to often go hand in hand with hate speech. Moreover, 
some platforms do not differentiate between cyberbullying and hate speech, particularly as both aim to 
harm specific individuals or groups of individuals.  

The varying definitions/descriptions of 'hate speech' given below, taken from a number of different 
organisations, illustrate that there is general agreement on what this undesirable behaviour involves, 
but some nuance can be seen in certain aspects of it.  

− The United Nations (UN) presented an action plan against hate speech in 2019. In it, the UN 
highlights that there is no uniform, internationally recognised definition of hate speech. The UN 
states that in the context of the document, hate speech is understood as “any kind of 
communication in speech, writing or behaviour, that attacks or uses pejorative or discriminatory 
language with reference to a person or a group on the basis of who they are, in other words, 
based on their religion, ethnicity, nationality, race, colour, descent, gender or other identity 
factor.”69 

− The Committee of Ministers of the Council of Europe first defined hate speech in general 
terms as 'all forms of expressions that spread, incite, promote or justify racial hatred, xenophobia, 
anti-Semitism or other forms of hatred based on intolerance.'70 The Committee of Ministers of the 
Council of Europe provides a more detailed definition in its 2020 draft recommendation to member 
states. First, it identifies the difference between the everyday understanding of hate speech, 
which as an umbrella term covers a wide range of phenomena, and its narrower use as a legal 
term. In the legal sense, hate speech includes “expressions that are punishable by law or are 
subject to civil or administrative sanctions”. In particular, hate speech is understood as “the 
advocacy, promotion or incitement, in any form, of the denigration, hatred or vilification of a 
person or group of persons, as well as any harassment, insult, negative stereotyping, 
stigmatisation or threat in respect of such a person or group of persons and the justification of all 
the preceding types of expression, on the ground of "race", colour, descent, national or ethnic 

                                                      
65 M. Smith, Time, 18/08/2020; United Nations Human Rights Council, Report of the independent international fact-finding mission on 

Myanmar. 
66 Sirsch, Die Regulierung von Hassrede in liberalen Demokratien, 165, 169. 
67 Sirsch, Die Regulierung von Hassrede in liberalen Demokratien, 165, 169  
68 Campbell/Bauman, Cyberbullying: Definition, consequences, prevalence, 3. 
69 United Nations, Strategy and plan of action on hate speech, p. 2. 
70 Council of Europe, Hate Speech, https://www.coe.int/en/web/freedom-expression/hate-
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origin, age, disability, language, religion or belief, sex, gender, gender identity, sexual orientation 
and other personal characteristics or status.”71 

− The Swiss Federal Council dealt with hate speech in more detail in its report in fulfilment of the 
postulate by Glanzmann-Hunkeler entitled “Griffige Instrumentarien gegen Gewaltextremisten” 
(Effective Instruments against Violent Extremists): “The phenomenon of hate speech has no 
single definition. In general, it is understood to mean a disparagement or defamation of persons 
which are associated with a group-related characteristic. Their aim is to exclude these groups and 
segregate them from society. They are therefore in direct contradiction to the values of a liberal 
democracy (legal equality of all persons). Hate speech may use incitements to violence, but does 
not necessarily have to. Hate speech can fall under various offences of the Swiss Criminal Code, 
e.g. incitement to hatred (Art. 261bis para. 1 SCC), insult (Art. 177 SCC), threatening behaviour 
(Art. 180 SCC) or attack on the freedom of faith and the freedom to worship (Art. 261 SCC). 
Extremist ideas and conspiracy theories can inspire hate speech. However, action by the Federal 
Intelligence Service is only possible in cases where hate speech, due to its content and/or 
context, has a reference to violence in the sense of the Intelligence Service Act”.72 

− In a comprehensive review of existing research, a recently published literature review defines 
hate speech as “any communication that disparages a person or a group on the basis of 
characteristics such as race, color, ethnicity, gender, sexual orientation, nationality, religion, or 
political affiliation”.73 

The intermediaries themselves articulate different views.  

− Facebook, for example, formulates a very comprehensive understanding of hate speech in its 
community standards: “We define hate speech as a direct attack against people — rather than 
concepts or institutions — on the basis of what we call protected characteristics: race, ethnicity, 
national origin, disability, religious affiliation, caste, sexual orientation, sex, gender identity and 
serious disease. We define attacks as violent or dehumanizing speech, harmful stereotypes, 
statements of inferiority, expressions of contempt, disgust or dismissal, cursing and calls for 
exclusion or segregation.”74  

Other characteristics such as age are not protected in their own right unless they occur together 
with one of the protected characteristics mentioned. Facebook is vague about other categories: 
refugees, migrants, immigrants and asylum seekers are only protected from the most serious 
attacks and it is not clear what constitutes less serious attacks. Comments and criticism of 
immigration policy, on the other hand, are generally permitted. 

Facebook uses various categories to distinguish individual forms of hate speech more precisely 
and illustrates them with examples. The first category includes statements such as disparaging 
comparisons between groups of people and animals or bacteria and diseases, anti-Semitic 
conspiracy theories and Holocaust denial. The second category includes generalised 
disparagement of persons and groups of persons in terms of their state of mind, hygiene or 
character traits. The third category includes calls for segregation or the exclusion of certain groups 
from political participation. At least some of these examples represent instances of cyberbullying 
rather than hate speech as defined above.  

As a digital platform, Facebook also faces the difficulty of distinguishing actual hate speech from 
critical engagement with hate speech. The former violates community standards, while the latter 
does not.  

− Twitter does not refer to hate speech, but 'hateful conduct', which it considers a form of violence. 
The community standards explicitly define what content is prohibited in this sense: “You may 
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not promote violence against or directly attack or threaten other people on the basis of race, 
ethnicity, national origin, caste, sexual orientation, gender, gender identity, religious affiliation, 
age, disability, or serious disease. We also do not allow accounts whose primary purpose is 
inciting harm towards others on the basis of these categories.”75 Images and ad names which 
incite hatred are also prohibited. 

− YouTube follows a similar line as Twitter and Facebook, but distinguishes actual hate speech 
from the category of harassment and cyberbullying. This category includes insults as well as 
implicit threats. As with the other platforms, exceptions exist if the context of the action has, for 
example, a documentary nature, an educational character or if public figures are involved. In 
contrast to the other platforms, YouTube is not only aware of the deletion of content and blocking 
of accounts but also the demonetisation of the operators of YouTube channels. As producers of 
original content, account holders can generate revenue through YouTube. If content violates the 
guidelines, YouTube can block individual video clips or entire accounts from accessing advertising 
revenue.76 

5.2 Social consequences of hate speech: Findings for Switzerland and international research 
results 

5.2.1 Hate speech as a silencing strategy and ideology 

Hate speech is often not a single phenomenon by isolated individuals; instead it takes place in a 
coordinated form as 'networked harassment'. Denigrating attacks by cybermobs, which often target 
individuals and sometimes publish personal information77 (known as 'doxing'), also serve to silence the 
voices of individuals and entire social groups and to exclude them from the public sphere ('silencing').78 
The more hate speech is spread publicly, the more extremist, discriminatory ideologies become 
entrenched in the public sphere. 

5.2.2 Legal relevance of hate speech 

Information or ideas which offend, shock or disturb are initially covered by the scope of protection of 
freedom of expression (see, for example, the corresponding case law of the ECtHR79). If the state 
restricts speech, the requirements for the justification of interference with fundamental rights (Art. 36 of 
the Federal Constitution and Art. 10 para. 2 ECtHR) must be met: The restriction must be based on a 
sufficiently precise legal basis, be in the public interest or serve to protect the fundamental rights of 
third parties, and be proportionate (see also Section 10.2). 

In Switzerland, hate speech is partly regulated by criminal and civil law. Examples of regulation under 
criminal law can be found in the Swiss Criminal Code: Art. 135 (representations of acts of violence), 
Art. 173ff. (offences against personal honour), Art. 180 (threatening behaviour) and Art. 258ff. (causing 
fear and alarm among the general public), including in particular Art. 259 (public incitement to commit a 
felony or act of violence), Art. 261 (attack on the freedom of faith and the freedom to worship) and Art. 
261bis (discrimination and incitement to hatred). In civil law, Art. 28ff. of the Swiss Civil Code (SCC) 
also addresses protection against the violation of personal rights. The dissemination of hate speech 
can also be qualified as an activity in the sense of Art. 73 of the Intelligence Services Act and Art. 23i 
para. 2 of the Federal Act on Measures to Safeguard Internal Security (not yet in force). Hate speech in 
relation to a reference to violence can also fall under violent extremist or terrorist activities within the 
meaning of Art. 19 No. 2 lit a and e ISA. If the (punishable) online defamation or incitements are aimed, 
for example, at Federal Councillors or members of the Federal Assembly, the Federal Security Service 
(or, if necessary, the competent cantonal police) can carry out a cease-and-desist order (Art. 23 
para. 3bis of the Federal Act on Measures to Safeguard Internal Security). Furthermore, according 
                                                      
75 Twitter, Hateful Conduct Policy, https://help.twitter.com/de/rules-and-policies/hateful-conduct-policy 
76 YouTube, Harassment and Cyberbullying Policies, 
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77 See Eckert/Metzger‐Riftkin, The International Encyclopedia of Gender, Media, and Communication 2020, 1. 
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79 McGonagle, The Council of Europe against online hate speech: Conundrums and challenges. 
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to federal criminal court case law, the dissemination of certain videos may constitute criminal support of 
a criminal or terrorist (i.e. prohibited) organisation (Art. 260ter SCC).80 It should be pointed out here that 
it is very difficult to enforce the law on the internet if the offence is committed via a platform which is 
based abroad and the perpetrator can only be identified if the foreign company provides the relevant 
evidence (by way of mutual legal assistance) (See Section 10.2.3). 

5.2.3 Increase in hate speech online 

Only a few studies are available regarding the problem of hate speech in Switzerland. These suggest 
that although hate speech on intermediary platforms is also a widespread phenomenon in Switzerland, 
it is “rarely reported”.81 Among young people, almost half are exposed to sexual harassment, with girls 
being affected significantly more often than boys.82 An analysis of court practice in relation to racism 
and racial discrimination (Art. 261bis) concludes that racist statements on the internet and especially on 
social media have increased considerably.83 It can also be concluded from the existing surveys of 
various organisations that hate speech on platforms is an increasing problem, even if the reported 
numbers of cases are low depending on the study.  

The annual statistics of the Federal Commission against Racism (FCR), for example, show that 
convictions for racist offences have continued to rise over the long term, with an increasingly important 
proportion of cases involving social media.84 Evaluations of figures from the Beratungsnetzes für 
Rassismusopfer (Counselling Network for Victims of Racism) also show an increase in both the 
absolute number of incidents and the per centage of racist incidents which took place online between 
2015 and 2019. Finally, monitoring by the Swiss Federation of Jewish Communities (SIG)85 and the 
Coordination intercommunautaire contre l'antisémitisme et la diffamation (Inter-community co-
ordination against anti-Semitism and defamation CICAD)86 reveals a high proportion of corresponding 
online incidents. It should be noted, however, that these statistics are based on different survey 
methods and also do not survey exactly the same phenomena. Evaluations by the SIG show that anti-
Semitic incidents in the digital space outnumber those in the physical offline space by a factor of ten 
and are specifically a phenomenon which manifests itself on social media platforms.87  

5.2.4 Normalisation of hate speech and connection to physical violence 

Although hate speech is not exclusively illegal, it is often on the borderline of legal. This form of hate 
speech can also be problematic. If offered a permanent public forum with potentially wide distribution, 
initially subtle forms of discrimination can over time turn into open hate speech and subsequently 
sometimes into violence,88 especially if other factors are added (e.g. private problems, feelings of 
powerlessness, economic hardship). Research shows a clear link between online violence in the form 
of hate speech on social media platforms and acts of violence against persons from corresponding 
population groups.89  

In Switzerland, fedpol has also noticed an increase in the denigration of magistrates and members of 
parliament, particularly on social media, not least in the wake of the measures adopted to combat the 
COVID-19 pandemic. Whether the victims are vulnerable minorities or prominent individuals, hate 
                                                      
80 See statement of the Federal Council on the Interpellation by Grüter 17.3751. 
81 Stahel, Status Quo und Massnahmen zu rassistischer Hassrede im Internet: Übersicht und Empfehlungen, p. 15. 
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83 Leimgruber, Die Rassimusstrafnorm in der Gerichtspraxis, 19 and 46-47. 
84 See Stahel, Status Quo und Massnahmen zu rassistischer Hassrede im Internet: Übersicht und Empfehlungen, p. 58f. 
85 Swiss Federation of Jewish Communities, Antisemitismusbericht für die Deutschschweiz 2020. 
86 Coordination intercommunautaire contre l'antisémitisme et la diffamation, Antisémitisme en Suisse romande. 
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speech threatens the public’s right to a safe digital space. The elementary rights of the persons 
concerned, in particular the right to physical and mental integrity (Art. 10 para. 2 of the Federal 
Constitution), must also be protected in the digital space. Individuals’ freedoms of communication can 
also be affected by hate speech (Art. 16 f. of the Federal Constitution). This can be observed in 
phenomena such as “digital withdrawal” by people who are exposed to hate speech.90  

5.2.5 Intermediaries as a dissemination channel for hate speech 

Like Switzerland, there is a lack of systematic research internationally. Hate speech on social media 
platforms such as Twitter or Facebook varies between approximately 1 per cent (Ethiopia, USA) and 
15 per cent (Italy) of the data collected, depending on the country.91 Different social groups are 
targeted by hate speech92. In addition to individual online forums such as 4chan or 8kun (formerly 
8chan), on which racist groups organise themselves, social media platforms such as Facebook, Twitter 
and YouTube in particular contribute to the spread of racist and misogynist content as well as content 
which glorifies violence. This content circulates not only among like-minded people on such sites; it is 
also noticed by other users.93 Often, denigrating or racist incidents which have taken place on social 
media platforms are subsequently picked up by traditional media, which provides the incidents with 
wider circulation regardless of the journalistic stance of the media.94  

When hate speech and disinformation meet, false information and conspiracy theories are deliberately 
spread in order to discredit certain individuals and social groups and thereby justify behaviour which 
fuels hate.95 One example of this is when violent acts were committed against Asian-Americans in the 
USA due to conspiracy theories which were spread about the origin of the coronavirus pandemic.96 

6. False information 

Key points 
− False information can be spread deliberately or unknowingly via communication platforms. False information 

causes harm especially if it is shared on a large scale. 

− The coronavirus pandemic shows that certain actors spread disinformation in order to undermine trust in 
democratic institutions and increase social tensions. 

− Although Swiss actors who deliberately spread false information achieve less resonance than the 
conventional media, these actors are embedded in transnational networks through which disinformation is 
shared. 

− 84 per cent of the Swiss population consider false information to be a growing problem. 

The first time that the phenomenon of online false information became a real problem was primarily in 
relation to elections and referendums. One example is the activities of Russian accounts on Facebook 
and Twitter which surrounded the British Brexit referendum and the US presidential elections.97 In 
Myanmar, the persecution of the Rohingya in 2018 was preceded by a massive disinformation 
campaign on Facebook by Buddhist nationalists as well as members of the military.98 
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The coronavirus pandemic and its associated pressures has led to an intensification of the discussion 
of the dissemination of false content. It has also extended the discussion to other areas of society. 
False information can not only have negative consequences for the formation of political opinion and 
the formation of political policy; it can also threaten the health of the population and fuel social 
conflict.99  

False information is an urgent problem in terms of a democratic public sphere. It hinders argumentative 
exchange on the basis of reliable information, which makes the formation of opinion more difficult. As 
such, it threatens the democratic self-determination of states, which is guaranteed by free, fair 
elections and referendums, as well as the free, fair exchange of opinions.100 If false information 
becomes a dominant component of public communication, it threatens to hinder the formation of 
opinion, especially before elections and referendums. It therefore ultimately threatens to undermine 
democratic self-determination. This importance has led the topic of false information to become a 
primary focal point of the Federal Council's security policy report.101 

6.1 Definitions 

False information is often used as a generic term for untrue information. False information can be 
differentiated with reference to terms such as “disinformation”, “misinformation”, “computational 
propaganda” and “fake news”. A report by the German media regulatory authorities distinguishes seven 
different forms to capture the complexity of the phenomenon. They can be described more precisely on 
the basis of how true the information is and the intention of the authors. According to Möller et al.102, the 
following forms can be distinguished: 

(1) Inaccurate or unintentionally decontextualised information with no intention to deceive, e.g. the 
image of the burning Amazon rainforest attributed to a current tweet but originating from the 
previous year. The inaccurate illustration deviates only slightly from the truth and the deviation 
between false information and reality is not very serious. 

(2) Unintentionally misleading content, e.g. alleged eyewitness accounts which are shared without 
further verification of the statements. Here the divergence between reality and disinformation is 
more serious. 

(3) Deliberate decontextualisation of real information, i.e. true information in the wrong context. 
This form of disinformation differs from the inaccurate information under (1) in the deceptive 
intention behind it. The aim is often to promote an ideological or economic goal. Under the 
hashtag #filmyourhospital, for example, social media users disseminate real videos of empty 
hospitals to cast doubt on the real extent of the coronavirus pandemic. The recordings, 
however, came from other departments in the hospitals. 

(4) Deliberate false information. In contrast to (3), there is a complete lack of factual basis here. 
These stories have been freely invented to mislead the audience or to influence individual and 
public opinion. Such behaviours include the practices of internet scammers promoting 
alternative health tips or investment strategies, as well as the dissemination of a fabricated 
study which established a causal link between the occurrence of the coronavirus virus and 5G 
network coverage. 

(5) Manipulative (political) advertising with the intention of directly influencing the electoral 
decisions of citizens or generating donations for an election campaign. The advertisement on 
the side of the Leave campaign bus in the run-up to the Brexit referendum falls under this form 
of disinformation. The campaign claimed in large letters that Britain was making payments of 
£350 million a week to the EU, which is demonstrably false. 

(6) Inauthentic and misleading pseudo-journalism (fake news). This information imitates 
established news sources in its presentation without adhering to the appropriate journalistic 
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standards. It includes such content as fabricated reports about the Pope’s alleged support for 
Donald Trump’s candidacy in the 2016 US presidential election campaign, which first appeared 
on the pseudo-journalistic website WTO5 News and spread from there across the various 
social media platforms. 

(7) Propaganda: intentional manipulation of the public by governments and actors in positions of 
power. This is where both the intention to deceive and the discrepancy between disinformation 
and reality are greatest. Rather than short-term (electoral) successes, this concerns long-term 
disruption of the social order. One example is anti-Semitic or xenophobic narratives which 
spread on social media channels, which can reinforce corresponding resentments and even 
lead to diplomatic tensions between states. 

Although some publications use the term “disinformation” as an umbrella term for these different 
phenomena,103 this term lacks the necessary analytical discriminatory power. Specifically, it becomes 
unclear whether the dissemination of factually incorrect information is intentional or unintentional. 
Disinformation is often understood as intentional, manipulative false information and distinguished from 
unintentional false information (“misinformation”).104  

6.2 Social consequences of false information: Findings for Switzerland and international 
research results  

6.2.1 Threats to political processes, health and safety 

False information can cause public harm, i.e. it can affect democratic political processes and 
policymaking, as well as endanger public goods such as public health105 and public safety.  

False information can cause social harm, especially if it is disseminated en masse via the digital 
platforms of the new intermediaries.106 This can be seen not least in the erroneous information 
surrounding the COVID-19 pandemic, which the World Health Organisation (WHO) has called an 
'infodemic' by analogy with the spread of the coronavirus.107  

As a subtype of false information, targeted disinformation campaigns are used by various actors 
around the world, often with the aim of sowing mistrust in political or other institutions and creating or 
deepening social tensions. As the Federal Council’s security policy report for Switzerland notes,108 this 
can have serious consequences for democracies in that it can drive phenomena such as social 
polarisation.109 Disinformation campaigns by third countries can also be part of hybrid threats to 
internal security, e.g. in the context of electoral processes, especially in combination with cyber-
attacks.110 But they can also have serious consequences for other public goods. For example, 
disinformation can lead people to ignore health advice from official bodies and behave in a manner 
which constitutes a health risk. It can also have a negative impact on a country’s economic and 
financial situation. During the course of the coronavirus pandemic, targeted disinformation campaigns 
by foreign and domestic actors were identified in the EU. These attempted to achieve such aims as 

                                                      
103 See e.g. European Commission, A multi-dimensional approach to disinformation, 11. 
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undermining the credibility of national and regional authorities.111 In Switzerland, the National COVID-
19 Science Task Force has pointed to the role of digital platforms in spreading false information, as 
well as the associated diminishing trust in institutions and the risk of increasing social division.112 

6.2.2 False information and digital platforms: Findings for Switzerland 

Recent research has also examined the phenomenon of false information in the context of fake news, 
i.e. deliberately manufactured pseudo-journalistic false information. In a representative survey of the 
Swiss population in 2018, around 84 per cent of respondents said that fake news was a current or 
imminent problem in Switzerland. Just under 40 per cent of respondents believed that attempts are 
being made in Switzerland to manipulate elections and referendums by deliberately spreading false 
information.113 This opinion is shared in particular by persons who frequently use social media 
platforms, messenger services such as WhatsApp or Telegram and online services operated by non-
established media. They report encountering false information significantly more often than people who 
use more traditional media.  

Persons who are heavy users of alternative media such as Breitbart News or Sputniknews and 
messaging apps such as WhatsApp or Telegram rate the truth of conspiracy theories higher than users 
who mainly use digital journalistic content and podcasts for their information.114 Social media platforms 
do not play a significant role in this case. This may be due to the fact that they cover very different 
needs, of which information consumption is only one.  

A recent study from 2020, which used a comprehensive Twitter dataset to examine communication 
concerning the coronavirus, concluded that disinformation related to COVID-19 is a marginal problem 
in the Swiss Twitter sphere. According to this study, the few tweets with false information received 
almost no attention.115 Instead, information media and authorities are the central actors. They, together 
with scientists, are able to disseminate their concerns and views with prominence. The individual 
findings of this study are consistent with the finding that Switzerland, together with other countries, 
especially in Northern Europe, can be classified as relatively resilient to disinformation.116 Reasons for 
this include the strong position of public broadcasting, a low degree of polarisation in society and the 
relatively high level of trust in traditional media.  

From a regulatory point of view, a double deficiency is evident in relation to false information. First, 
there are far fewer research results available for social media platforms other than Twitter. This is 
because many platforms have prevented or never enabled data access for science. Second, the 
platforms themselves publish almost no data which provides information on the extent to which, and 
how successfully, false information is identified and deleted.  

6.2.3 False information and digital platforms: Results of international research 

The results of international research are more ambivalent than the findings for Switzerland. On the one 
hand, studies show that false information is deliberately propagated (by persons and entities including 
foreign actors) to influence public opinion, especially during election campaigns. The combination of 
the sensational presentation of such disinformation and the digital architecture of social media 
platforms causes this disinformation to spread faster and further than ordinary information.117 In 
countries such as the USA, the political polarisation of the de facto two-party system and the increasing 
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loss of public trust in the traditional media are fuelling the growing attention given to disinformation 
campaigns.118 As a result, previously peripheral, alternative media organisations such as Breitbart 
News are increasingly taking a central position in the digital public sphere.119 Even countries such as 
the UK, which are considered resistant to disinformation,120 become more vulnerable to the spread of 
false information during highly polarising votes e.g. the Brexit referendum.121 On the other hand, fake 
news only reaches a small proportion of social media users on a larger scale, and the proportion of 
users who spread disinformation is even smaller.122 The majority of users therefore come into contact 
with disinformation relatively rarely. However, research also shows that social media platforms, rather 
than traditional media organisations, are the main channels for dissemination of false information.123 

6.2.4 The formation of political opinion in the run-up to elections and referendums 

The formation of political policy prior to a ballot represents a particularly sensitive area of social 
opinion-forming in terms of time.124 The free formation of opinion presupposes a broad and open 
political debate in which false information is also permissible in principle. The precise purpose of the 
public debate in this regard is to separate accurate from false information. 

Empirically, it is unclear how intermediaries’ platforms specifically influence the formation of political 
opinion and how well voters are informed in the run-up to elections and referendums in Switzerland. 
The full extent of such interactions is far from being well understood.125 The spread of false information 
via social media platforms, however, does not seem to have yet been of significant relevance for the 
formation of political opinion. At the same time, there is some positive correlation between the use of 
digital media and the individual’s level of political knowledge.126 

The analyses of elections and popular votes which are regularly carried out in the wake of federal 
ballots provide an indication of the actual relevance of social media platforms in the formation of 
opinion.127 In the context of popular votes, the proportion of voters who say they use social media, as 
well as films and video clips on the internet as sources of information rose from around a quarter to a 
third between 2016 and 2020. Despite this increasing influence, traditional sources of information such 
as explanations by the Federal Council, newspaper articles and television broadcasts demonstrate a 
relatively stable and still significantly higher usage share (over 80 per cent).128 In the follow-up survey 

                                                      
118 Tucker et al., Social media, political polarization, and political disinformation: A review of the scientific literature. 
119 Benkler/Faris/Roberts, Network propaganda: Manipulation, disinformation, and radicalization in American politics. 
120 Humprecht/Esser/van Aelst, The International Journal of Press/Politics 25 (2020), 493-516. 
121 Howard/Kollanyi 2016. 
122 Grinberg et al., Science 363 (2019), 374. In this context, research also addresses the phenomena of 'echo chambers' and 'filter bubbles' 

(Sunstein, # Republic: Divided democracy in the age of social media; Pariser, The Filter Bubble: What the Internet is Hiding From You). 
Behind this is the fear that users interact predominantly with like-minded people on digital platforms and that the possibility therefore exists 
that they come into contact predominantly with false information or exhibit information consumption in which traditional media content 
almost never features. The research findings are ambivalent: On the one hand, they show that echo chambers occur mainly at the 
extremes of the political spectrum (Benkler/Faris/Roberts, Network propaganda:): Manipulation, Disinformation, and Radicalization in 
American Politics; Bright, Available at SSRN 2839728 2017). On the other hand, users of digital platforms are confronted with a wider 
range of opinions and political positions overall (Barberá, Job Market Paper, New York University 46 (2014); J. 
Möller/Helberger/Makhortykh 2019; Bruns, Are filter bubbles real?). The few studies that deal with Switzerland show that on digital 
platforms it is almost impossible to find communication spaces which are sealed off from each other in the sense of the echo chamber 
hypothesis (Keller, Computational Communication Research 2 (2020), 175; Rauchfleisch/Metag, New Media & Society 18 (2016), 2413; 
Rauchfleisch/Vogler, #NoBillag on Twitter: Grabenkämpfe zwischen Gegnern und Befürwortern; Arlt/Rauchfleisch/Schäfer, Environmental 
Communication 13 (2019), 440). 

123 Allcott/Gentzkow, Journal of Economic Perspectives 31 (2017), 211. 
124 Schefer/Cueni, Öffentlichkeit im Wandel: Überlegungen aus grundrechtlicher Sicht, p. 61. 
125 Gilardi/Dermont/Kubli, Die digitale Transformation der Demokratie, 42, 44. 
126  Bieri et al., (forthcoming). Digitalisierung in der Schweizer Politik – Wie sich Politik und Technologie neu arrangieren, p. 192. 
127 In the case of referendums, these are the Voto (https://www.voto.swiss/ [only available in French, German and Italian) and VOX 

(https://vox.gfsbern.ch/de/publikationen/ [only available in French and German]) analyses commissioned by the Federal Chancellery, and 
in the case of elections, the Selects election studies (https://forscenter.ch/projects/selects/). 

128  Milic/Feller/Kübler, VOTO-Studie zur eidgenössischen Volksabstimmung of 27 September 2020, p. 15; Milic/Kübler, VOTO-Studie zur 
eidgenössischen Volksabstimmung of 25 September 2016. 
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to the 2019 federal elections, 13 per cent of voters said they had used websites, blogs or social media 
as sources of information.129  

For the candidates, too, internet-based tools were significantly less relevant overall than traditional 
campaign tools such as the distribution of printed campaign materials. However, the low relevance 
does not apply to all platforms. Facebook, for example, was used by two thirds of the candidates and 
around 40 per cent rated this tool as important.130 Analyses by Medienmonitor Schweiz in 2019 show 
that Facebook and YouTube are ranked third and fourth behind 20 Minuten (free daily newspaper) and 
SRF 1 (TV channel), which shows that they have substantial power in the formation of opinion.131 In the 
medium and longer term, the importance of the new intermediaries in elections and referendums is 
likely to continue to increase, especially since they are platforms through which third-party content is 
disseminated. Informative or disinformative content gains prominence, depending on how the user’s 
individual news feed is configured. This is because both the offerings of traditional media such as the 
SRG channels and alternative providers such as Breitbart News and Les Observateurs are increasingly 
being disseminated via platforms such as Facebook, Instagram, Twitter and YouTube.132 

7. Private control of public communication and lack of transparency 

Key points 
− Platforms create their own communication rules. They often change these and they are sometimes unclear. 

− Platforms delete or block content at their own discretion or due to economic or political pressure. 

− There is a significant lack of transparency regarding the rules for political and commercial advertising, 
especially in relation to labelling. 

− The algorithms of the intermediaries are not neutral; instead they sometimes discriminate against certain 
sections of the population and they can make false information appear to be true. 

− It is problematic that research institutes have almost no access to the relevant data. The extent of hate 
speech and false information, the number of deleted posts and blocked user accounts, and the way that the 
algorithms work therefore remain a mystery. 

− Users cannot or cannot sufficiently defend themselves against decisions by intermediaries to delete content 
or block accounts. 

Intermediaries organise the digital space and make it accessible. From an over-abundance of 
information, the algorithms of digital platforms such as Facebook, YouTube and Google select content 
which could have particular relevance for the respective user, reflects the respective user’s previous 
behaviour and has already been shared frequently by other users. In contrast to journalistic media, in 
the case of intermediaries this selection and prioritisation is personalised and largely automated. 
Selection always means unequal treatment: certain content is shown to one user but not to another; 
certain content is shown to one user at the top of the feed and to another user further down.  

From the users’ point of view, this unequal treatment is at first desirable because it increases the 
probability that the information displayed will be of interest to them. However, this can become 
problematic if the selection criteria are not clearly formulated, if they change rapidly, if the 
intermediaries block socially desirable (e.g. critical) lawful content, if selection is discriminatory (e.g. if 
posts with a certain political slant are systematically displayed less frequently) or if there are no 
adequate options to appeal against decisions to delete content or block accounts (see Section 7.1).  

                                                      
129 Tresch et al., Eidgenössische Wahlen 2019. Wahlteilnahme und Wahlentscheid, p. 57. 
130 Tresch et al., Eidgenössische Wahlen 2019. Wahlteilnahme und Wahlentscheid, 53ff. 
131 Thommen/Steiger/Eichenberger Raphael, Medienmonitor Schweiz 2019, 62ff. Medienmonitor Schweiz defines the power to influence 

opinion as the product of two influencing variables: the qualitative brand performance, understood as the evaluation of media brands by 
their users, and the quantitative market power of the media titles and publishers in terms of daily contact. 

132  For the general importance of digital platforms for accessing news websites, see N. Newman et al, Reuters Institute Digital News Report 
2020, p. 23. 
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Digital platforms’ selection decisions are largely made by algorithms. However, this process is 
susceptible to various forms of bias which run counter to information diversity and impair information 
quality (Section 7.2). The most serious distortions are those which promote prejudice against social 
groups and those which give false information a status equal to that of proven facts.  

It is also essential that users can correctly assess the trustworthiness of information so that formation 
of opinion and of political policy is undistorted. This requires transparency in various areas (Section 
7.3). This includes, for example, labelling advertising as such (Section 7.3.1) and ensuring that users 
are aware of whether they are communicating with other people or with bots (Section 7.3.2).  

7.1 Private and non-transparent rulemaking and rule enforcement without minimal procedural 
guarantees 

7.1.1 Global communication rules of private organisations 

The rules which apply to communication on the platforms and which determine, for example, which 
content is permissible and which is not, are largely decided out of the public sphere. Although (expert) 
consultations are conducted sporadically, it remains unclear who is consulted and to what extent the 
input of third parties is taken on board. Moreover, these rules are developed centrally for companies 
such as Google, Facebook, YouTube, Instagram and Twitter, and as such are developed according to 
US-American values and ideas of publicity. Rules developed for TikTok, WeChat and Sina Weibo are 
decided according to Chinese values. However, they are implemented globally and therefore also 
apply to Switzerland. National or even regional values are therefore not taken into account by the 
intermediaries as long as they are not prescribed by law.  

One illustration of this issue is Facebook’s removal of a photo in 2016 because it violated Facebook’s 
community standards. The photo in question is that of Phan Thị Kim Phú, then nine years old, fleeing a 
US army napalm attack in 1972 during the Vietnam War. The Pulitzer Prize-winning photo violated 
Facebook’s ban on depicting nudity. Journalist Tom Egeland of the Norwegian newspaper Aftenposten 
had shared the picture along with other photographs of the Vietnam War which are considered 
historical documents of the time.133 It took an open letter from Editor-in-Chief Espen Egil Hansen on the 
front page of his paper, the republication of the photo by the Norwegian Prime Minister Erna Solberg 
and a public campaign before the image was allowed back on Facebook.134 

From a legal point of view, private platform providers are in principle free to set their own rules within 
the framework of their private or contractual autonomy and to stipulate rules of use which go beyond 
the applicable law (e.g. inadmissibility of any depiction of violence).135 Unlike the state, private 
individuals are in principle not bound by fundamental rights. However, the state is obliged to contribute 
to the realisation of fundamental rights and to ensure that, depending on suitability, fundamental rights 
are also effective among private individuals (Art. 35 para. 2 and 3 of the Federal Constitution). This 
obliges the state to take measures when the effective exercise of fundamental rights is threatened by 
other actors.136 This is particularly the case when qualified protected interests (e.g. the freedom of 
communication of a large number of persons) are threatened by socially powerful private parties.137 

A further problem is that intermediaries who exert a strong influence on the formation of opinion do not 
formulate the criteria for the inadmissibility of content in their community standards or formulate them 
imprecisely (e.g. using vague terms such as 'harmful or dangerous content') and keep changing them. 
Intermediaries often change their internal rules abruptly for reasons such as reacting to the current 
                                                      
133 Shahani, “With ‘Napalm Girl,’ Facebook humans (not algorithms) struggle to be editor”, https://text.npr.org/493454256; Süddeutsche 

Zeitung, Berühmtes Vietnam-Foto gelöscht - Aftenposten angreift Facebook, https://www.sueddeutsche.de/digital/napalm-girl-beruehmtes-
vietnam-foto-geloescht-aftenposten-greift-facebook-an-1.3154517. 

134  Shahani, “With 'Napalm Girl,' Facebook humans (not algorithms) struggle to be editor”, https://text.npr.org/493454256. 
135 Schefer/Cueni, Öffentlichkeit im Wandel: Überlegungen aus grundrechtlicher Sicht, p. 24, Masmejan, Débat public en ligne et protection 

des libertés de communication, p. 30. 
136 See Waldmann, Art. 35 of the Federal Constitution, N 6, 9 and 40. 
137 See Waldmann, Art. 35 of the Federal Constitution, N 71 on the recognition of general freedom of opinion as a qualified protected right on 

the basis of its fundamental function for a functioning democracy Supreme Court Decision 96 I 586, E. 6, p. 592; see also Hertig, Art. 16 of 
the Federal Constitution, Art. 16 of the Federal Constitution, N 4.  
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political situation or individual incidents which provoke major reactions. Examples of such ad hoc 
changes to the internal rules include the inconsistently regulated blocking of user accounts of 
prominent persons (as in the case of Twitter and Facebook blocking Donald Trump’s account), the 
handling of false information during the coronavirus pandemic (as in the case of YouTube deleting 
false information videos) and Facebook’s action against conspiracy theories (as in the case of the 
QAnon movement). These examples illustrate that, in relation to fundamental rights of communication, 
it is not so much the fact that private intermediaries establish and apply communication rules which is 
problematic, but how these rules are set and enforced: non-transparently, inconsistently and without 
minimal procedural guarantees. 

As a result, users may refrain from sharing critical comments even though this may be permissible 
(known as the 'chilling effect'), because the rules of communication are unclear to them and they fear 
sanctions such as having their account blocked by the intermediary.138 This leads to undesirable 
restrictions on freedom of communication and variety of information.  

7.1.2 Danger of quasi-censorship 

Intermediaries not only determine the rules of communication on their platforms, they also enforce 
them on their own and without democratic control. For example, they delete certain content and 
sometimes block users. Decisions on the permissibility of content in public communication are 
therefore no longer made by independent national regulatory authorities and courts according to 
democratically legitimised legal norms; instead a few internationally active organisations which exert a 
strong influence on the formation of opinion make these decisions according to their own standards. 
Although intermediaries are also subject to Swiss law, the enforcement of law against them often 
proves difficult due to the international nature of the internet (see Section 10.2.3). 

This may in many cases not pose any problem and may even be socially desirable, e.g. if 
intermediaries remove false reports which are harmful to health or content which is harmful to minors, 
and especially if this content is deleted in accordance with Swiss law. However, this potentially 
constitutes a limitation of freedom of communication and information. There is a threat of quasi-
censorship of content and of individuals if, for example, their accounts are permanently deleted due to 
violations. Intermediaries may be tempted to delete too much information ('overblocking') in order to 
prevent possible negative reactions by the public, policymakers or business, or to avoid potential legal 
problems. The threshold of what constitutes false information and hate speech is sometimes set so low 
that even unproblematic content or accounts are removed. From a Swiss point of view, this is 
particularly true if the intermediaries base their practice of deleting content and blocking accounts for 
Switzerland on more restrictive foreign legislation (e.g. German legislation).  

Sometimes, however, the platforms’ own guidelines lead to unproblematic posts being removed and 
accounts being blocked. For example, when Twitter introduced its civic integrity and election fraud 
policy in the run-up to the 2019 European elections to counter possible false information and 
manipulation on the platform, this briefly led to a wave of overblocking.139 Intended as a reaction to the 
EU Code of Practice on Disinformation (see Section 11.1.1.1), the platform’s blocking activities went far 
beyond the actual goal and blocked accounts including that of the Berlin State Secretary Sawsan 
Chebli, the Jüdische Allgemeine Wochenzeitung and those of numerous other politicians, lawyers and 
satirical accounts.140 The debacle was partly due to the reporting function which was introduced, and 
which was abused by some political opponents.141 

The intermediaries do not disclose to Switzerland how many accounts or how much and which content 
has been deleted or, if applicable, which content has been restored (see also Section 12.3). It is 
therefore not currently possible to discuss whether or not the influence on public communication in 
                                                      
138 Schefer/Cueni, Öffentlichkeit im Wandel: Überlegungen aus grundrechtlicher Sicht, S. 54, Saxer, Neue Zürcher Zeitung vom 18.01.2021. 
139 C. Schwarz, "Gut gemeint, schlecht umgesetzt", https://taz.de/Expertin-ueber-Overblocking-bei-Twitter/!5593230/. 
140 Köver, #twittersperrt: Twitter hat Satire-Tweet zu Unrecht gelöscht, https://netzpolitik.org/2019/twittersperrt-twitter-hat-satire-tweet-zu-

unrecht-geloescht/. 
141 Deutsche Welle, "Stolz auf den Twitter-Missbrauch", https://www.dw.com/de/stolz-auf-den-twitter-missbrauch/a-48734597-0. 
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Switzerland, and with it interference in potential formation of opinion by the intermediaries, can be 
deemed adequate. 

7.1.3 Danger of discrimination 

The criteria according to which intermediaries redistribute, block or delete certain content are largely 
non-transparent. This is problematic because without at least minimal transparency in relation to 
selection criteria, users have almost no idea why they receive certain information in their feed and not 
other information. Without this opportunity for contextualisation, however, they lack an essential 
prerequisite for their individual role in the formation of opinion (see also for the relation to advertising 
and automated communication Sections 7.3.1 and 7.3.2).142  

From a legal perspective, the unequal treatment of content by intermediaries which exert a strong 
influence on the formation of opinion can also be problematic if there is no legitimate objective reason 
for it.143 Discriminatory selection can occur if, for example, content which is linked to certain 
personality-related characteristics such as age, gender, ethnicity, religion or political views is 
systematically treated unequally, for example, if it is not displayed at all or only displayed at the bottom 
of a feed.144 This would ultimately endanger equality of communication for the users.145 

The question of whether or to what extent intermediaries systematically select and display content 
according to unobjective criteria remains largely unanswered at present because the intermediaries 
neither disclose their selection logic in sufficient detail, nor are the effects examined by independent 
bodies. It is therefore either impossible or very difficult to detect any discriminatory practices by 
intermediaries, which means that the actual extent of the potentially harmful effects caused by the 
specific design of the algorithms remains largely unknown to the public.  

However, it is possible to demonstrate that discrimination is not just a hypothetical problem. For 
example, it has been shown that Google’s search engine algorithms systematically portray certain 
ethnic groups differently (e.g. image hits for the search term 'black girls' were heavily sexualised in 
comparison to hits for the search term 'white girls').146 This unequal representation in search results 
perpetuates discrimination against social groups. 

7.1.4 Lack of procedural guarantees 

The aforementioned dangers in relation to private and non-transparent rulemaking and rule 
enforcement are exacerbated by the fact that intermediaries are not bound by any minimum procedural 
principles when deleting content or blocking accounts. This means that users do not have access to 
any established legal procedures or procedural guarantees against decisions to delete content.147  

While some intermediaries allow the reporting of potentially inadmissible content (see Section 
12.4.1.1), the authors of deleted posts and holders of blocked accounts are generally not heard and 
cannot complain.148 This situation also brings with it the danger that the fundamental democratic rights 
to freedom of expression and equal treatment are compromised. Blocking accounts or users in 
                                                      
142 Schefer/Cueni, Öffentlichkeit im Wandel: Überlegungen aus grundrechtlicher Sicht, p. 68ff., Masmejan, Débat public en ligne et protection 

des libertés de communication, p. 27 ff. 

A lack of labelling of paid third-party content can also make it difficult or impossible for users to adequately assess the content (see Section 
7.3.1). However, intermediaries can also intervene in the formation of political opinion and the formation of political policy or influence 
political processes for economic or political interests. One example is the experiment of prompts to vote (the Facebook 'vote button', 
Fichter, Republik 16 May 2018), where there is no clarity about the criteria used to show users whether their friends have already voted. 

143 Only intermediaries with a declared idealistic orientation have a different status. See Schefer/Cueni, Öffentlichkeit im 
Wandel: Überlegungen aus grundrechtlicher Sicht, 57-59 and 67f., Cornils, Designing platform governance: A normative perspective on 
needs, strategies and tools to regulate intermediaries, p. 64, Masmejan, Débat public en ligne et protection des libertés de 
communication, 29f. 

144 Schefer/Cueni, Öffentlichkeit im Wandel: Überlegungen aus grundrechtlicher Sicht, pp. 57-59 and 67-68. 
145 See Schefer/Cueni, Öffentlichkeit im Wandel: Überlegungen aus grundrechtlicher Sicht, p. 66. 
146 Noble, Algorithms of oppression: How search engines reinforce racism. 
147 See Schefer/Cueni, Öffentlichkeit im Wandel: Überlegungen aus grundrechtlicher Sicht, p. 38f. 
148 See Schefer/Cueni, Öffentlichkeit im Wandel: Überlegungen aus grundrechtlicher Sicht, p. 56, Saxer, medialex 2020. 
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particular constitutes a significant encroachment on the freedom of communication because 
(depending on the monopoly position of the intermediaries) it is tantamount to far-reaching exclusion of 
people and opinions from the digital public sphere.149 In relation to the principle of proportionality, 
various legal scholars therefore demand that accounts or users should only be blocked as a last 
resort.150  

7.2 Distortion of public communication through algorithmic selection 

Algorithms are used at every level in the digital communication process and have therefore risen to 
become powerful gatekeepers in the digital environment. On social media platforms, they decide which 
content is visible at all, how prominently it is placed and which users get to see which advertisements. 
They also determine which content violates community standards and is removed or reduced in terms 
of reach. In the case of search engines such as Google, algorithms tap into a global database, make it 
accessible to users, provide support in formulation of search terms and rank the results according to 
certain criteria. However, the functioning and logic of the algorithms remains largely opaque and it is 
therefore difficult to assess their impact on the digital public sphere and the democratic formation of 
opinion.  
Research on algorithms reveals that there are four particularly prominent problems.151 They are all 
related to the fact that digital platforms such as Google, Facebook and YouTube refer to their 
algorithms as being neutral, objective and unbiased, while the truth is that they have distorting or 
discriminatory effects on communication in the digital public sphere. The main reasons for this are 
various forms of bias: bias in the database and categorisation (Section 7.2.1), bias due to resonance 
(Section 7.2.2), and bias in the sorting of content (Section 7.2.3). As a result, certain content, persons 
and population groups are excluded or stigmatised, while content such as proven false information is 
given prominent placement. Finally, there is the question of the quality and democratic responsibility of 
automated decision-making systems (Section 7.2.4), which is closely linked to this problem area.  

7.2.1 Bias in the database and classification  

The database, and in particular its size and quality, is of crucial importance to the quality of algorithmic 
services such as the processing of search engine queries. If the database quality is poor, there is a 
direct impact on the performance of the algorithm and the outcome of the process. On ImageNet, for 
example, which is one of the world’s largest image databases, 45 per cent of the images come from 
the USA, which represents a fraction of the world's population (4 per cent), while although India and 
China together have a global population share of 36 per cent, they are represented by only 3 per cent 
of images152 in the database. As a result, content from the US is much more reliably rendered with 
correct classifications than content from the Indo-Chinese region. For example, images of brides and 
grooms from the USA were reliably recognised as such, while depictions of Asian brides and grooms in 
traditional dress were classified as 'chain mail', 'some kind of armour' or 'academic robe'.153 
Even more obvious is an incident from 2015, when Google’s facial recognition algorithm classified 
photos of the African-American girlfriend of software engineer Jacky Alcine as a 'gorilla'. Three years 
later, the company had made no further progress in its attempts to solve the problem than disabling 
gorilla detection.154 

Additional consequences of automated classification may arise on social media platforms. Facebook, 
for example, classifies platform users according to whether they are politically interested or not – 
regardless of their actual interest. If users are identified as not being politically interested, they 
automatically see less political content than those who the algorithms have classified as politically 
                                                      
149 See Schefer/Cueni, Öffentlichkeit im Wandel: Überlegungen aus grundrechtlicher Sicht, p. 53ff., Masmejan, Débat public en ligne et 

protection des libertés de communication, p. 30. 
150  See, for example Schefer/Cueni, Öffentlichkeit im Wandel: Überlegungen aus grundrechtlicher Sicht, 56/57 and 68/69. 
151 Bradshaw, Internet Policy Review 8 (2019), 1. 
152 Zou/Schiebinger, Nature 559 (2018), 324, 325. 
153 Shankar et al. 2017. 
154 Vincent, Google ‘fixed’ its racist algorithm by removing gorillas from its image-labelling tech, 

https://www.theverge.com/2018/1/12/16882408/google-racist-gorillas-photo-recognition-algorithm-ai. 
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interested.155 In this case, bias is revealed in differing algorithmic topic selection and consequently in 
the provision of different content for the users, even if they have identical preferences. This can have 
consequences for the discussion of current political issues and the formation of opinion.  

7.2.2 Distortion through responsivity 

The algorithms of search engines and social media platforms are based on such phenomena as user 
behaviour, i.e. they are responsive. In the case of Google’s autocomplete function, for example, the 
algorithm suggests additions to user searches based on similar queries from other users. This can 
increase the diversity of topics and perspectives because this mode of operation can increase the 
visibility of topics and perspectives which tend to be marginalised by the traditional media. Search 
engines and social media platforms also use the same logic to prioritise content which is in high 
demand and therefore popular, but has been proven to be factually inaccurate or demonstrably false. 
Positions which are actually refuted and discriminatory content can therefore attain a high degree of 
prominence as a result of the way in which the algorithm functions.  

A well-known victim of Google’s autocomplete logic is Bettina Wulff, the wife of former German 
President Christian Wulff. For years, the search engine added to her name the terms 'escort' and 
'prostitute', which led to a “cycle of negative attention”.156 Wulff took legal action against the US 
company, which succinctly replied that “all terms displayed in auto-complete were previously entered 
by Google users” and not by the search engine itself. The rumours about Bettina Wulff had been 
deliberately spread by opponents of Christian Wulff in the CDU a few years earlier and had then 
spread via internet portals and blogs without being checked for their veracity.157 Google picked up on 
these rumours and the search engine’s autocomplete feature led to further amplification of them. 

7.2.3 Content-sorting bias 

Content-sorting bias is particularly relevant when dealing with issues on which there is consensus but 
for which sorting algorithms give the impression that consensus has yet to be reached. When 
searching for information on the Holocaust, for example, the neo-Nazi website Stormfront, on which 
users deny the Holocaust, was for a long time among the most relevant hits on Google. Google 
expressed concern, but maintained its ranking of search results: “We are saddened to see that hate 
organisations still exist. The fact that hate sites appear in search results does not mean that Google 
endorses these views”.158 The advertising policy of the digital platforms also plays a role here. This is 
because supporters of rejected positions can buy advertising space around specific keywords on 
search engines such as Google in order to spread their views. The climate-sceptic website DefyCCC, 
for example, placed a prominent advertisement above Google search results which denied climate 
change. When searching for 'global warming', some users were confronted with the false information 
that “not a single distinguished US scientist agreed with the UN global warming agenda”, which is 
demonstrably untrue.159 The potential for negative consequences on the formation of opinion is clear if 
it is taken into account that most users usually trust the results of search queries and select those hits 
which rank highest on the hit list.160 

In this context, however, research estimates the effect of search engine optimisation to be even 
stronger than that of advertising. Search engine optimisation refers to strategies which make it easier 
for search engine algorithms to find a website and which increase its visibility in corresponding search 
terms by users so that it appears as prominently as possible on the hit list. These strategies are used 
by parties including actors who want greater visibility for discredited positions and, more generally, by 

                                                      
155 Thorson et al., Information, Communication & Society 36 (2019), 1. 
156  Trenkamp, “Bettina Wulff gegen Google”, https://www.spiegel.de/netzwelt/web/bettina-wulff-klagt-gegen-google-a-854710.html. 
157  Lichtenberg, “Former German president's wife sues Google”, https://www.dw.com/en/former-german-presidents-wife-sues-google/a-

16230823. 
158 Cadwalladr, The Observer 17/12/2016. 
159 Tabuchi, New York Times 29/12/2017. 
160 Unkel/Haas, Journal of the Association for Information Science and Technology 68 (2017), 1850. 
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websites which disseminate junk news161, i.e. sensationalist news consisting mainly of trivia and 
curiosities. While in the first case it is usually political intentions which are in the foreground, in the 
second the intentions are usually economic, as the websites can convert increased data traffic into 
higher advertising revenues. An episode from the 2016 US presidential election campaign 
demonstrated where these economic incentives for search engine optimisation can lead. A group of 
young people in the small Macedonian town of Veles established over a hundred websites which 
published sensational articles about Donald Trump and the election campaign.162 The content was 
mostly copied from radical right-wing sites in the USA and was complemented as they saw fit in order 
to generate clicks from the USA and, as a result, advertising revenue.163 The algorithmic logic and 
business models of Google and Facebook in particular turned out to be a lucrative source of income. 
These young Macedonians generated several thousand dollars of income per month in a region where 
the average monthly salary is just over 370 US dollars.164 

This episode from the 2016 US election campaign is emblematic of a now established and vibrant fake 
news industry.165 The existence of this industry is testament to the fact that profits can be generated 
through sensational false information on current political issues which generate high click-through rates 
and consequently advertising revenue. In the current context of the COVID-19 pandemic, a report by 
the Oxford Internet Institute reveals that junk news websites are very good at marketing themselves, 
that their primary source of income is Google Ads, and that their content is sometimes inadvertently 
disseminated by quality media outlets.166 

7.2.4 Algorithmic quality and responsibility 

Algorithmic selection mechanisms can, through their modes of operation and logic, contribute to 
perpetuating prejudice, normalising discrimination and presenting false information and rejected views 
as being equal to well-founded positions. Another problem area in this context appears to be the 
sometimes inadequate quality of the data basis, decision-making systems and results. The digital 
platforms are well aware of the social responsibility of algorithmic systems and try to take precautions 
by adapting their algorithms. This usually happens in the context of individual incidents and scandals; 
however, from the user’s point of view, it tends to make the functioning of the algorithms even more 
opaque.167 The exact way in which algorithms function remains a strictly guarded secret of all digital 
platforms. 

Digital platforms’ algorithms are designed to make customised, personalised decisions for users. 
Paradoxically, the complexity of algorithmic decisions and the resulting lack of transparency (see also 
Section 7.3) undermines user autonomy. Fewer and fewer decisions are made by the individuals 
themselves; more and more are made for them. Although this means that content is personalised and 
individualised, it also means that individual autonomy is reduced. 

In academic discussion, the term 'black box society'168 is used to describe the powerful position of 
platforms and their algorithms as gatekeepers. Although publishing the programming of the algorithms 
(source code) would admittedly be of no use to most people (because they lack the necessary 
specialised knowledge to gain a better understanding of the automated decision systems), 
independent experts could play an important role as mediators between the platforms and the users if 
they had access to the algorithms. Recent discussion has also included various approaches which do 
not call for comprehensive transparency, but instead work towards quality standards for the 
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underlying data sets and quality checks for the mode of operation of search engine algorithms in order 
to make them more robust against phenomena such as bias ('algorithm auditing').169 

7.3 Lack of transparency 

It is also essential for users to be able to correctly assess the trustworthiness of information to achieve 
democratic opinion forming and formation of political policy. This includes labelling advertising as such 
(Section 7.3.1) and users being aware of whether they are communicating with other human users or 
bots (Section 7.3.2). The largely inaccessible data basis and the lack of reporting by the intermediaries 
are also problematic for Swiss research institutes and policymakers (Section 7.3.3).  

7.3.1 Lack of transparency regarding commercial and political advertising 

The classic business model of the mass journalistic media is based on income from subscriptions and 
on selling the attention of their users to third parties (advertisers). This is also true for many 
intermediaries. However, intermediaries’ data allows much more precise targeting of the individual 
target groups than was possible with traditional media. While such 'micro-targeting' is directed at 
products and services in the economic sphere, political advertising aims at influencing the opinion of 
individual citizens. If paid content is not labelled as such, users lack an essential basis for assessing 
whether they wish to trust the content or not. 

In the case of intermediaries, commercial and political advertising also appears in part as 'dark ads'. 
These are not visible to all users; instead they are only visible in users’ private news feeds. They are 
there only for those users whose personality traits correspond exactly to the campaign profile. As 
targeted political advertisements, these dark ads often focus on polarising topics for the respective 
target group and are able to exert greater influence on users on an individual level than more general 
forms of advertising.170 This leads to the electorate being deprived of a common basis for discussion 
and being isolated in spaces which are segmented according to subject.171 The result of this is that 
there is a risk of target-group-specific election campaigns which address only certain sections of the 
electorate with specific content and positions, but prevent discussion of common issues. 

Depending on existing national regulations, these options for political advertising are available to all 
interested (especially foreign) actors, as demonstrated by activities such as those of the Russian 
Internet Research Agency during the 2016 US presidential election campaign.172  

7.3.2 Lack of transparency of automated communication: Bots and propaganda 

Bots are computer programs which perform largely automated repetitive tasks. In relation to 
communication, for example, they are programmed to participate in discussions and automatically 
react to certain input. Social bots often act in a network, are sometimes human-controlled and are used 
for purposes such as intense spreading of certain (political) messages. To achieve this, social bots 
often target their efforts at users who have numerous contacts in order to spread information via these 
multipliers. Such activities should be subject to critical analysis, especially if bots are used in an 
attempt to spread false information or hate speech.173  

The main focus of investigation into the activity and impact of bots has been in relation to propaganda 
during election campaigns.174 During the referendum campaign on whether the UK should leave the 
EU, for example, a small proportion of social bots, the majority of which supported Brexit, 
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generated much of the content on Twitter.175 Similar communication patterns were observed during the 
2016 US presidential election campaign.176  

However, the problematic effect of social bots goes beyond the spread of disinformation. If users on 
Instagram, YouTube, Facebook or Twitter are confronted with a supposed majority opinion which is 
suggested by bot activity and which contradicts their own position, they tend to censor themselves and 
withdraw from public discourse.177 This proven dynamic can make majority positions appear smaller 
and minority positions appear larger than they actually are. It can also lead to false information going 
unchallenged.178 It may therefore not initially be possible to see the direct effect of social bots on the 
formation of opinion; instead their use seems to indirectly influence the structure of public debate and 
consequently the perception of public opinion. 

It is possible to demonstrate a certain amount of automated activity on Twitter in the context of the 
voting campaign for the Swiss “No Billag” initiative. Although the right-wing political spectrum was 
heavily represented in this activity, social bots played a subordinate role in the digital networks 
overall.179 Almost all bot activities were on German accounts, while posts on Swiss accounts were 
written by real people. It can be assumed that public communication in Switzerland currently is of a 
rather weak (semi-)automated nature. 

7.3.3 Insufficient data access: implications for research and policy 

When discussing the consequences of platforms for public communication, a distinction must be made 
between potential (opportunities and risks) and effectively identified effects. The situation for the 
empirical findings is ambivalent in this case. This is at least partly due to different approaches to 
research and different conditions in the various countries.180 Investigation into many phenomena is also 
incomplete. This, in turn, is largely due to the fact that many intermediaries have made their platforms 
almost inaccessible to research institutions181 and rarely publish any reports themselves on 
problematic phenomena (e.g. hate speech and disinformation) or how they deal with these phenomena 
- certainly not specifically for Switzerland. The actual extent of harmful effects for the public therefore 
inevitably remains largely unknown.  

This lack of transparency is not a necessary part of the architecture of digital platforms. Instead, it is a 
result of the corporate policy of the technology companies and it has far-reaching consequences. While 
the performance of traditional media can be measured and evaluated by society through reach, content 
selection and editorial stance, this is not possible for intermediaries. However, this means that the 
increasingly important part of public communication which takes place on intermediaries’ platforms is 
itself withdrawn from public discussion and ultimately from Switzerland’s democratic self-determination. 
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8. Negative impact on journalism 

Key Points 

− Digital platforms are expanding and changing the existing public communication into a “hybrid media 
system”, in which information from a hugely diverse range of sources is disseminated on an equal footing: 
e.g. information produced according to journalistic standards, the opinions of users and false information 
disseminated by propaganda outlets. 

− The traditional media are losing advertising revenue and audience share to the intermediaries. 

− Media production companies are making adjustments in order to improve their perception in the “new public 
sphere”. In some cases, the quality of reporting suffers as a result. 

The negative effects of the platforms directly affect their users and society (see Sections 5- 7). But they 
also have profound effects on mass journalistic media as well as an indirect effect on the public sphere 
and society. This is because intermediaries are not merely another communication channel alongside 
print, radio and television; instead they expand and change previous forms of communication. They 
can also distribute traditional media content via their platforms, creating a new, hybrid media system182 
which integrates old and new media. The consequences for the hitherto dominant traditional media, 
above all print media, are manifold and drastic: they are losing their gatekeeper monopoly and a large 
share of advertising revenues, as well as a readership whose willingness to pay for media content and 
whose trust in media content is also declining.183 The traditional media has been in a downward spiral 
since the advent of the internet (even more so since the use of digital platforms has increased). This 
trend is global and poses major challenges for the industry. 

8.1 Increased competition for attention with potentially negative consequences for the quality 
of journalism 

For a long time, the traditional media determined which issues, actors, positions and arguments 
achieved public visibility. Through this power of selection184 they became the gatekeepers of the public 
sphere: those who wanted to achieve visibility for their concerns had to jump the media’s selection 
hurdle. In other words, anyone who was not part of the coverage did not exist for the public (“if you 
don't exist in the media, you don’t exist politically”).185 This constellation is changing fundamentally with 
the digital revolution, and even more so with the advent of digital platforms. What can be understood as 
democratisation from the perspective of the digital transformation (see Section 3) has weakened the 
position of the media in the long term. First, the digitalisation of the public sphere is leading to other 
actors joining the traditional media as new sources of production and selection: political actors, NGOs, 
bloggers, etc. can address their audience directly, without having to divert through the media. They are 
breaking the monopoly of the media as the sole selection authorities. Second, users of digital platforms 
both contribute their own content and disseminate journalistic content. In this way, media consumers 
themselves become “secondary gatekeepers”: their “likes” and “shares” on social media platforms are 
increasingly co-determining how and how far journalistic content spreads as well as the extent of the 
reputation of an article and a media organisation.186  

Media organisations are being persuaded to distribute their content via these channels due to factors 
including the increasing use of the platforms. However, in doing so, they render themselves dependent 
on the platforms and their algorithms, which can have negative consequences, especially if the 
algorithms are changed. For example, when Facebook experimented with changes to its algorithm in 
2017 in order to separate the display of posts from individual users and those from specific “pages” 
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(including those of media organisations), the number of hits on external media websites dropped by up 
to 75 per cent.187 

Traditional media content can no longer be disseminated in complete form (e.g. as a newspaper) via 
social media platforms such as Facebook; instead, each individual post competes for attention in the 
user’s news feed. Moreover, this attention can be measured for each individual piece of content. Click 
rates, “likes” and “retweets” can therefore influence the form and content of journalistic content, 
because this creates incentives for “clickbait” journalism, i.e. journalistic content which is intended to 
attract attention through presentation and content and in so doing increase the number of hits.188  

There are no clear findings that this logic, which is linked to the reaction of the users, has so far led to a 
reduction in the quality of political information.189 For Switzerland, however, individual findings show 
that at least some media production companies are increasingly disseminating soft news and 
emotionally charged content on platforms such as Facebook.190 This fits with the finding that Swiss 
politicians receive the most reactions on social media when they publish provocative and sensational 
content.191 This means that socially and politically relevant issues are increasingly threatening to 
become victims of the attention economy: reporting could increasingly focus on topics which trigger a 
significant response on the platforms and not necessarily on topics which are of social importance.  

8.2 Declining trust in news 

The logic of “clickbaiting” is also used by the alternative news media192. These outlets are often on the 
fringes of the political spectrum and have established themselves as serious competitors to traditional 
journalistic providers in countries such as the USA. The primary focus of organisations such as 
Breitbart News is sensational articles and conspiracy theories, which make a substantial contribution to 
the spread of false information (see Section 6.2.3). This has further consequences for the users of 
digital platforms. This is because content on an extremely diverse range of topics appears side by side 
in varying quality on an equal footing in users’ news feeds.  

Users of social media platforms have obviously developed a sense that they are also confronted with 
problematic and sometimes illegal content on the platforms. They trust the news they receive via social 
media only 19 per cent and information conveyed via search engines 29 per cent. News journalism, on 
the other hand, is trusted by 44 per cent of respondents.193 This is problematic in that access to news 
via intermediary platforms is steadily increasing. In a large comparative annual study, the Reuters 
Institute Digital News Report showed that in all countries studied (including Switzerland) direct access 
to news sites is steadily declining and is now only 28 per cent (among young people: 16 per cent), 
while indirect access to media content via the platforms is 72 per cent – and rising.194  

8.3 Decline in media use and advertising revenues 
In this context, it may be asked who consumes news content and who does not in the digital 
oversupply. Findings for Switzerland suggest that the new intermediaries have an influence on 
audience behaviour. In 2021, access to online news as the main source of information outstripped 
traditional news sources for the first time in Switzerland.195 The proportion of people who rarely 
consume news journalism rose from 21 per cent to 36 per cent between 2009 and 2019. In the same 
period, the importance of digital platforms increased significantly: they are now the most important 
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source of information for this audience group.196 However, the intermediaries have also caused 
changes in behaviour among other sections of the audience: access to journalistic content via the “side 
door” of digital platforms is not only becoming more frequent, it is also leading to a decrease in the time 
spent on individual pages and to less news content being consumed overall.  
 

Finally, the economic changes which accompany the emergence of digital platforms have a serious 
impact on media publishing companies. The systematic evaluation of the digital traces which users 
leave behind on the platforms allows intermediaries to record and reach the target audiences more 
precisely than is possible for mass journalistic media. This is leading to the media losing audience 
share and having to accept significant declines in advertising revenue.197 In 2007, the advertising 
revenue of Swiss newspapers amounted to CHF 1.76 billion. This revenue has fallen continuously 
since then and in 2020 amounted to just CHF 432 million – a decrease of around 75 per cent.198  

Figure 4: Development of net advertising revenues of daily, regional weekly and Sunday press in CHF (in millions). 
Source: Stiftung Werbestatistik, Werbeaufwand Schweiz 2008–2021. 

Although some publishers are attempting to compensate for these losses through online advertising, 
according to estimates, 70 per cent of these advertising revenues in Switzerland are primarily 
accounted for by Google, Facebook and Instagram and therefore do not reach publishers; instead they 
go to intermediaries and abroad.199 Although it has increased, the willingness to pay for online news 
content is notoriously very low. In 2021, only 17 per cent of respondents in Switzerland were willing to 
pay for online news services. Although this corresponds to an increase of 4 per cent compared to the 
previous year and can be explained not least by the reporting in the coronavirus pandemic, this is far 
from compensating for the decline in advertising revenues.200  

From the point of view of the digital public, the problem of declining advertising revenues for the mass 
media and the lack of willingness to pay on the part of the public could become a serious social 
problem, particularly if the diversity and quality of journalistic information decreases due to funding 
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deficits at the media publishing companies. News media coverage in particular focuses on fewer and 
fewer topics and geographical areas.201 
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Part B - Approaches to the design of intermediary governance 

The increasing importance of intermediaries and their platforms for public communication has led to 
intense political debate in Europe. The focus of these discussions has recently been the various risks 
of the new communication infrastructure for the democratic public sphere and the possibilities for 
democratic governance of the intermediaries.  

Overall, governance can be understood as “the totality of all coexisting forms of collective regulation of 
social circumstances: from the institutionalised self-regulation of civil society and various forms of 
cooperation between state and private actors to sovereign action by state actors”.202 Broadening the 
perspective to include other stakeholders and forms of coordination is all the more important in the 
media sphere, because it is here that the state is required to exercise restraint due to the importance of 
the public sphere for a functional democracy. Furthermore, traditional state regulatory mechanisms 
alone do not extend far enough to encompass the new digital intermediaries.203  

The discussion about the governance practice of intermediaries dates back to reactions to Section 230 
of the Communications Decency Act, which was passed in the USA in 1996. Section 230 states that 
platform operators cannot be served with legal process for the content of their users. It has been 
interpreted by US courts to give platform operators in the US a free hand in dealing with content in both 
directions: they cannot be held liable for the content of their users, but neither can they be served with 
legal process for unjustified or arbitrary interference in the content of their users.204 Section 230 has 
thus entrenched a liberal 'laissez-faire' culture among US-based intermediaries, the consequences of 
which are also reflected in Europe and Switzerland: in the course of their global expansion, US 
technology companies have been and continue to be primarily oriented towards US rules and 
standards. 

In recent years, US policymakers have become increasingly concerned with the negative 
consequences of the maximum liberal governance interpretation codified in Section 230. In 2018, the 
US Congress passed the FOSTA-SESTA amendment to Section 230, which for the first time allows 
platform operators to be served with legal process for content relating to human trafficking and sex 
trafficking.205 A political and legal debate is also currently taking place on possible additional reforms to 
Section 230 in order to combat three key problems: hate speech and online abuse,206 misinformation 
and disinformation,207 quasi-censorship and lack of transparency.208 The three negative potential 
situations outlined in the previous sections are therefore also the impetus for the US governance 
debate. 

The fact that there is a debate in the US about reforms to Section 230 makes it clear that the three 
potential negative aspects of hate speech, false information, quasi-censorship and non-transparency 
pose major challenges. The problem must be serious if even US politicians across party lines are 
willing to reform the previously sacrosanct liberal Section 230. The US debate also demonstrates that 
there is an acute need for forward-looking governance approaches in order to effectively combat the 
potential negative aspects. 

From a European perspective, the spectrum of measures taken to date or currently planned in relation 
to governance of the new intermediaries ranges from recommendations without any binding character 
to national laws. It is likely that particular importance will be attached to the Digital Services Act, 
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which has to date been presented as a legislative proposal by the EU Commission and is to become 
the new authoritative legal act for all EU countries in relation to information society services. 

There follows a presentation of the European and Swiss legal frameworks for the governance of 
intermediaries (Section 9), supplemented by two recommendations by the Council of Europe. There 
then follows a discussion of the measures against hate speech (Section 10) and false information 
(Section 11) as well as measures for improved democratic control and transparency of the new 
communication infrastructure (Section 12). 

9. General conditions for governance of intermediaries: Differences between the European 
Union and Switzerland 

In contrast to Switzerland, the European Union already has special regulations for the criminal and civil 
liability of intermediaries (e-Commerce Directive). Recently, the EU Commission presented a legislative 
proposal with the Digital Services Act, which is intended to revise the e-Commerce Directive and 
provides for a number of new obligations for intermediaries. The EU has also recognised obligations for 
video-sharing platforms such as YouTube with the Audiovisual Media Services Directive (AVMSD).209 
Last but not least, the Council of Europe has addressed the impact of intermediaries on society and 
published recommendations. (Section 9.1). Switzerland, on the other hand, does not have any special 
regulations for intermediaries (Section 9.2). 

9.1 Legal provisions in the EU, case law of the European Court of Human Rights and 
recommendations by the Council of Europe 

9.1.1 The EU legal framework: e-Commerce Directive and Digital Services Act  

The e-Commerce Directive210 has been the authoritative legal act in relation to online services within 
the European Union to date. It regulates the competences of the European Commission and the EU 
member states in relation to online services and defines the framework within which European member 
states can include intermediaries in national laws. 

Twenty years after the e-Commerce Directive entered into force, several of its elements appear to be 
no longer up to date. The associated case law over the years has also led to a heterogeneous and 
sometimes contradictory legal picture. The European Commission has therefore been working on a 
revision of the e-Commerce Directive. The main focus is the adjustment of the rights and obligations of 
intermediaries. In this context, the European Commission is focusing more on the social and 
democratic responsibility of intermediaries. The Commission presented the draft for the Digital Services 
Act 211 on 15 December 2020. The purpose of this legislative proposal is to create more responsibilities 
for intermediaries by means of duties of care. 

9.1.1.1 Essential provisions of the e-Commerce Directive 

Two key provisions of the e-Commerce Directive are likely to remain in place even after any future 
entry into force of the Digital Services Act. These are the limitations of liability for intermediaries and 
the prohibition of a general monitoring obligation.  

The provision on limitation of liability states that intermediaries fundamentally cannot be held liable for 
content made available to them by a user. However, this is only the case as long as the intermediary 
has no knowledge of specific illegal activities or information on its platforms and if it takes immediate 
action as soon as it becomes aware of such activities or information. This limitation of liability primarily 
refers to claims for damages and not to the claims for removal or deletion and injunctive relief, 
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which are much more important in practice and which are expressly reserved in the e-Commerce 
Directive.212  

Article 15 of the e-Commerce Directive also prohibits EU member states from imposing a general 
monitoring obligation on intermediaries regarding the content shared on their platforms. They 
accordingly cannot be forced to proactively detect illegal content or information across the board. 
However, member states are permitted to apply duties of care on intermediaries “in order to detect and 
prevent certain types of illegal activities”.213 Specific and targeted monitoring obligations are therefore 
permissible on a case-by-case basis and in accordance with national legislation.214  
   

Once a service provider is deemed compliant in the regulated area in its country of origin, it is 
automatically deemed compliant in this area in all other EU member states. 

9.1.1.2 Digital Services Act 

The Digital Services Act (DSA),215 which has so far been presented as a legislative proposal by the EU 
Commission, is part of a comprehensive digital strategy by the European Union.216 It is designed as a 
directive and would therefore be directly effective. Insofar as it affects intermediaries, it is limited to 
combating the distribution of illegal content, establishing procedural standards and transparency. 

The Digital Services Act generally applies to information society services217 and thus also to providers 
of intermediary services. Intermediary services include hosting services and hosting providers. These 
are defined as services which “consists of the storage of information provided by, and at the request of, 
a recipient of the service”.218 An online platform is defined in the Digital Services Act as a “provider of a 
hosting service which, at the request of a recipient of the service, stores and disseminates to the public 
information [...]”.219  

The Digital Services Act stipulates that all intermediary services must: 

• appoint a legal representative in a member state of the EU. It is envisaged that this person 
can be served with legal process for misconduct on the part of the intermediary.  

• write a report at least once a year providing information about the content moderation which 
took place during the reporting period.220 

Online platforms must additionally: 

                                                      
212 See Art. 14 e-Commerce Directive. 
213 Recital 48 of the e-Commerce Directive 
214 See Recital 47 of the e-Commerce Directive. 
215 Proposal for a Regulation of the European Parliament and of the Council on a single market for digital services (Digital Services Act) and 

amending Directive 2000/31/EC, COM(2020) 825 final. 
216 European Commission, A Europe Fit for the Digital Age, https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age_en. 

Other main strands of this digital strategy include the proposal for a Regulation of the European Parliament and of the Council on 
contestable and fair markets in the digital sector (Digital Markets Act), COM(2020) 842 final, a Commission communication on a European 
data strategy (European Commission, Communication from the Commission to the European Parliament, the Council, the European 
Economic and Social Committee and the Committee of the Regions) and an AI strategy (European Commission, Communication from the 
Commission; European Commission, White Paper) with, inter alia, a Proposal for a Regulation of the European Parliament and of the 
Council laying down harmonised rules on the Artificial Intelligence Act (AI Act), COM (2021) 216 final. 

217 According to Directive (EU) 2015/1535, an information society service is defined as "any service normally provided for remuneration, at a 
distance, by electronic means and at the individual request of a recipient of services”. 

218 Art. 2f. Digital Services Act, see also for the other two types: "providers of mere conduit" such as email providers and "caching services". 
219 Art. 2 lit. h of the Digital Services Act. 
220 Small and micro enterprises are exempt from this reporting obligation. Small enterprises employ fewer than 50 people and have an annual 

turnover or annual balance sheet not exceeding EUR 10 million. Micro enterprises employ fewer than 10 people and have an annual 
turnover or annual balance sheet not exceeding EUR 2 million (Commission Recommendation of 6 May 2003 concerning the definition of 
micro, small and medium-sized enterprises, 2003/361/EC). 
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• implement a reporting system for users. The reported content must be checked quickly and 
removed if necessary;  

• cooperate with national authorities on orders to take action against specific illegal content; 

• justify any removal of content; 

• take measures against abusive users;  

• establish an internal complaints handling system and an out-of-court mediation system. 

• introduce fast-track procedures for 'trusted flaggers', i.e. private users, regulatory authorities 
and NGOs who report critical content to the platforms;221 

• be subject to a reporting obligation to the national authorities in the event of suspected criminal 
offences against the life or safety of persons;  

• establish transparency in relation to political and commercial advertising. In doing so, they 
must ensure that users can see the following for each individual advertisement: 1) that the 
information displayed is advertising, 2) the natural or legal person on whose behalf the 
advertising is displayed, 3) meaningful information on the key parameters for determining the 
users to whom the advertising is displayed;  

• fulfil further transparency and reporting obligations. 

Operators of large platforms with over 45 million active users per month in the EU must additionally:  

• be subject to an obligation to report more extensively; 

• introduce a risk assessment; 

• submit to independent reviews; 

• disclose the key parameters of their recommender systems and outline options for changing 
these parameters;  

• grant the competent regulatory authorities and, if necessary, researchers, access to the data 
relevant for monitoring and complying with the regulation and assessing systemic risks;  

• appoint one or more compliance officers;  

• be subject to more far-reaching transparency obligations in relation to advertising. 

The stipulated sanctions include fines of up to six per cent of annual turnover.  

In terms of liability privileges for intermediaries, a minimum of the aforementioned provisions from the 
e-Commerce Directive should be adopted (see Section 9.1.1.1). A 'Good Samaritan clause' is now also 
stipulated. This is to ensure that intermediary services are not held responsible and penalised for 
measures (or non-measures) taken in good faith against illegal content. 

The geographic scope of application is newly defined in terms of an impact or market place principle. 
The regulation thus covers providers of services which have an impact in an EU country (for example, 
due to heavy use by the population of a country) and no longer only those providers which are based in 
an EU country.222  

                                                      
221 The platforms have different conditions and procedures as to how interested parties can become a 'trusted flagger'. In some cases, they 

must have expertise in a topic area, such as disinformation on COVID-19, and they must also have reliably reported critical content before 
being accepted into the programme. Admission is usually concluded with training on the community guidelines of the platforms.  

222 Swiss law also has corresponding provisions in the areas of criminal law and the protection of personality rights. The new Swiss Data 
Protection Act is also applicable to its public service provisions (which include data protection supervision by the FDPIC) in accordance 
with the impact principle, if the data processing has an impact in Switzerland (Art. 3 para. 1 nFADP). The territorial scope of application of 
the private law and criminal law provisions of the Data Protection Act is governed by the Federal Act on Private International Law and the 
Swiss Criminal Code respectively (Art. 3 para. 2 nFADP). In addition, the Data Protection Act now stipulates that certain foreign 
companies which process data of persons in Switzerland are obliged to designate a representation in Switzerland (see Art. 14 nFADP and 
Métille, Evaluation de la régulation existante des options de la régulation concernant les intermédiaires d'information en Suisse, Margin 
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Currently, the Digital Services Act has entered into the regular EU legislative process and is being dealt 
with by both the European Parliament and the European Council. It is quite likely that the text of the act 
will undergo several (possibly fundamental) changes in the course of this process. This therefore also 
concerns the measures provided for in the text. The Digital Services Act is not expected to enter into 
force before 2023.  

9.1.2 Audiovisual Media Services Directive (AVMSD) 

The Audiovisual Media Services Directive 2010/13/EU (AVMSD) sets EU-wide standards for linear 
television and non-linear (video) on-demand services. In this sense, the AVMSD initially regulates 
electronic media formats which assume editorial responsibility for the compilation and selection of 
content.  

In the version revised on 19 December 2018,223 the AVMSD provides for the extension of the previous 
scope to video sharing platforms and consequently to those sections of the intermediaries which 
predominantly facilitate the uploading and downloading of videos (e.g. YouTube).224  

The AVMSD stipulates an extensive catalogue of measures for providers of video-sharing platforms, 
whereby co-regulation is to be promoted in the implementation of the regulations.225 As with the Digital 
Services Act, the measures are to be adapted to factors including the damage potential of the various 
services and take into account the size of the video-sharing platform.  

The objectives of the directive include the protection of the general public and especially of minors from 
audiovisual content which incites violence or hatred or whose dissemination constitutes a criminal 
offence, as well as the enforcement of existing rules in relation to advertising (including the 
transparency of advertising, the absence of health hazards and compliance with bans on tobacco, 
alcohol and medicinal product advertising). 

To do this, the platforms must take measures including:  

• introducing user-friendly reporting, plus rating and complaint mechanisms to report and deal 
with harmful content  

• introducting age verification and parental control systems  

• defining processes for impartial out-of-court redress in the event of any dispute between users 
and platforms.  

• implementing measures to promote media literacy. 

9.1.3 European Court of Human Rights 

In its case law, which is binding for Switzerland, the ECtHR has also dealt several times with the 
question of the extent to which operators of internet platforms may be held legally responsible for the 
third-party content in view of their fundamental rights.  

For the ECtHR, the following aspects of the individual case are particularly relevant in assessing 
whether a provider’s liability for third-party content is proportionate: the distance to the content, the size 
and professionalism of the service provider, the foreseeability, obviousness and seriousness of the 
infringement (e.g. incitement to violence), the suitability of the precautions taken (e.g. 

                                                      
number 225. Recent legislative projects also head in this direction, see e.g. the dispatch on the protection of minors in the areas of film 
and video games (Federal Act on the Protection of Minors in the Areas of Film and Video Games, BBI 2020 8295). 

223 Directive (EU) 2018/1808. 
224 Video-sharing platforms which would fall under this definition include YouTube, Vimeo, Hulu and Twitch. Social media such as Facebook 

only falls under this definition if an essential function of the social network is to provide broadcasts and user-generated videos. It is up to 
the member states to assess the criterion of “essential function” on a case-by-case basis (see the EU Commission for the relevant criteria: 
Commission Communication, 2020/C223/02)).  

225 See Art. 4a and Recital 49 AVMSD. 
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establishment of rules of conduct and provision of reporting systems for users) and the length of time 
before the content is deleted. In the case of a large, professional news portal as the operator of a 
discussion forum, the ECtHR has judged liability for third-party content to be proportionate even without 
knowledge of the content (selective obligation to monitor). This was in particular due to the very low 
distance to content (the portal was able to influence the selection of authors and comments) and the 
obvious and foreseeable infringement.226 However, in the case of a provider with greater distance to 
the content (in this case Google as operator of the blogging platform blogger.com) the ECtHR 
considered Google’s liability for comments on the blogging platform to be disproportionate because it 
was a less serious libel and Google had taken appropriate precautions ('notice-and-action' by providing 
a 'report abuse' function and forwarding the report to the blogger, who then deleted the post and the 
comments).227  

Conversely, it can be concluded from the case law of the ECtHR that the less suitable precautions the 
intermediary has taken against the dissemination of illegal content, the more likely it can be assumed 
that even intermediaries with greater distance to the content are liable for third-party content. In turn, it 
can be concluded that states may require intermediaries (even those which have greater distance to 
the content) to take appropriate measures such as implementing a reporting and verification system, 
especially if the intermediaries involved are of a certain size and professionalism. In relation to the 
fundamental rights of those affected by the violation of rights, whether the state has a duty to require 
intermediaries to take certain measures in order to ensure sufficient protection of the fundamental 
rights of those affected might also become a subject of discussion. At the same time, the ECtHR holds 
that any obligation to systematically monitor or filter content is a disproportionate obligation and risks 
creating a surveillance system which undermines freedom of expression.228 

9.1.4 Council of Europe 

The Council of Europe has dealt with the impact of intermediaries on society and in particular on 
human rights and fundamental freedoms on various occasions, and has adopted corresponding 
recommendations. While these are not binding for member states, the ECtHR repeatedly relies on 
certain recommendations in its case law, which gives these recommendations higher status.  

A more recent recommendation of the Committee of Ministers “on the roles and responsibilities of 
Internet intermediaries”229 addresses a number of demands to both member states and intermediaries.  

It recommends that member states ensure the protection and promotion of human rights and 
fundamental freedoms in the digital environment. It explicitly recognises that member states have an 
obligation to enforce the protection of individual fundamental rights vis-à-vis intermediaries, including 
by means of regulation, if necessary.230 However, it also stipulates that in taking such measures, 
intermediaries must ensure (1) that legality and proportionality are maintained, (2) that transparency 
and predictability rules, (3) that safeguards to ensure freedom of expression exist, and (4) there is 
access to effective legal remedies and procedural processes for all actors.  

According to the Council of Europe, intermediaries should, for their part, minimise restrictions on the 
expression of opinion and the flow of information (whether automated or not), impose these restrictions 
only on the basis of legitimate reasons, and define transparent and non-discriminatory processes. 

                                                      
226 See for the case of a major news portal operating a discussion forum, ECtHR, Judgement of 16/06/2015, No. 64569/09, Delfi AS vs. 

Estonia; Swiss Federal Council, Zivilrechtliche Verantwortlichkeit, p. 69 f. 
227 See ECtHR, Admissibility Decision of 19/09/2017, No. 3877/14, Tamiz vs. the United Kingdom; see also concerning a discussion forum 

operator with high distance to content ECtHR, Judgement of 19/03/2019, No. 43624/14, Høiness vs. Norway. 
228 See, for example, ECtHR, Judgement of 02/02/2016, No. 22947/13, Magyar Tartalomszolgaltatok Egyesülete and Index.hu Zrt vs. 

Hungary, para. 82. 

229 Recommendation of the Committee of Ministers on the roles and responsibilities of internet intermediaries (Council of Europe, 

CM/Rec(2018)2). 

230 Committee of Ministers, Recommendation CM/Rec(2018)2 of the Committee of Ministers to member States on the roles and 

responsibilities of internet intermediaries. 
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Finally, the Council of Europe calls on intermediaries to publish regular transparency reports on their 
interventions in the expression of opinion and the flow of information.  

9.2 The Swiss legal framework 

In Switzerland, in the areas of hate speech and false information there are currently neither specific 
legal regulations nor a meaningful legal practice regarding the responsibility of intermediaries for 
unlawful third party-content found on their platforms. Nor are there any regulations which strengthen 
user rights vis-à-vis intermediaries or oblige intermediaries to be more transparent. Instead, the 
activities of intermediaries are covered by general legislation (such as criminal law and the protection 
of personality rights, etc.), and no specific legal regulations have as yet been enacted.  

In relation to the civil liability of providers for third-party content, in 2015 the Federal Council came to 
the conclusion that the formulation of a generally binding, general and abstract regulation was almost 
impossible in view of the large number of actors and the diverse, constantly developing technical 
constellations. Instead the Federal Council decided that case-by-case consideration by the court on the 
basis of the existing general regulations was preferable.231 In the context of the general principles of 
liability under criminal and civil law, Swiss legal opinion in principle advocates gradation of the duties of 
care according to the provider’s distance to content or according to the opportunities for editorial 
influence, taking into account the respective circumstances of the individual case. A distinction is often 
made between hosting providers with low distance to content (e.g. social media) and providers with 
high distance to content (e.g. search engine providers). Hosting providers with low distance to content 
are typically responsible for the architecture and design of the communication platform; they make 
decisions on both the opportunities for interaction and the distribution of content. Operators can specify 
what content or forms of behaviour are undesirable or prohibited via the terms of use.232 Providers with 
high distance to content, as operators of technical infrastructure, are only concerned with the 
automated placement of information and do not perform any editorial activities, which is why they are 
subject to the same legal treatment as conventional hosting providers, i.e. services which merely make 
storage space available on the internet.233 

9.2.1 Criminal liability of intermediaries for third-party content 

As far as the criminal liability of providers who have greater distance to content (e.g. search engine 
providers) is concerned, current legislation does not contain a general obligation to intervene on the 
basis of certain indications of the existence of an infringement (“notice-and-action” obligation). Such an 
obligation would have to be justified by specific legal standards.234 However, criminal liability may come 
into question if the provider remains inactive despite a concrete indication (“notice”) of the existence of 
an infringement and it is a clear infringement (possibly criminal liability for aiding and abetting a felony 
or misdemeanour under Article 25 SCC).235 

The legal situation is less clear for hosting providers with lower distance to content (e.g. social media 
platforms), which are typically responsible for the architecture and design of the communication 
platform and accordingly decide on the opportunities for interaction and the distribution of content. 
Operators can specify which content or behaviour is undesirable or impermissible via the conditions of 
use, whereby content can (usually) be removed afterwards (ex-post control). This gives such services 
increased 'preventive power' (similar to that of an editor). Accordingly, (subsidiary) criminal liability for 
failing to prevent a criminal publication (Art. 28 para. 2 and Art. 322bis SCC) would not be ruled out 
even without specific indications or a selective monitoring obligation in individual cases if an 

                                                      
231 See Swiss Federal Council, Die zivilrechtliche Verantwortlichkeit von Providern, p. 19; Zeller, Commentary on Art. 28 of the Swiss Criminal 

Code, N 103a. 
232 See Swiss Federal Council, Die zivilrechtliche Verantwortlichkeit von Providern, p. 19; Zeller, commentary on Art. 28 of the Swiss Criminal 

Code, N 103a. 
233  Swiss Federal Council, Die zivilrechtliche Verantwortlichkeit von Providern; Zeller, commentary on Art. 28 of the Swiss Criminal Code, N 

103. 
234 See with references to differing doctrinal opinions Zeller, commentary on Art. 28 of the Swiss Criminal Code, N 103; see for example the 

obligation of telecommunications service providers under Art. 86 of the Federal Act on Gambling (Gambling Act, GamblA, SR 935.51) to 
block access to online gaming services which are not authorised in Switzerland and are included on a blocked list. 

235 See Zeller, commentary on Art. 28 of the Swiss Criminal Code, N 102; Métille, Evaluation de la régulation existante des options de la 
régulation concernant les intermédiaires d'information en Suisse, Margin number 74. 
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infringement of the law were to appear likely due to specific circumstances and the platform operator 
therefore could be expected to anticipate the infringement (e.g. after repeated, serious infringements of 
the law by certain users).236  

9.2.2 Civil liability of intermediaries for third-party content 

As far as the civil liability of hosting providers for third-party content is concerned, hosting providers can 
be served with legal process as contributors to an infringement of personality rights since they enable 
the publication of the content in question. This specifically concerns the action for removal of content 
which violates personality rights (Art. 28a CC). Since the action for removal, unlike the action for 
damages, does not require fault, intermediaries can also be obliged to remove the content which is in 
violation of personality rights without knowledge or prior notice to the intermediary. However, the courts 
must observe the principle of proportionality when ordering measures: it must be possible to remedy 
the violation of personality rights by reasonable means.237  

In the first Federal Supreme Court decision on the liability of a hosting provider with lower distance to 
content (the blog hoster Tribune de Genève), the Federal Supreme Court came to the conclusion that a 
blog hoster can be obliged to remove the content of a blog even if it knew nothing about the content.238 
In its reasoning, the Federal Supreme Court referred to the wording of Article 28 paragraph 1 CC, 
according to which action can be taken against any person who participates in a violation of personality 
rights. The Federal Supreme Court also stated that it was up to the legislator to correct any inadequacy 
in the application of the current law to the internet and blog hosters. The decision was critically 
received by legal scholars. Although the authors agreed with the result of a removal claim against the 
Tribune de Genève, they criticised the Federal Supreme Court for failing to impose possible restrictions 
by affirming the obligation to across-the-board deletion of content as the responsibility of any 
contributor to a violation of personality rights. They claimed that this creates an unsatisfactory 
predicament for hosting providers. Their reasoning for this is that hosting providers would have to 
monitor all the content they publish in order to avoid litigation risks, and that this ultimately amounts to 
an obligation to generally monitor content, which is problematic from the perspective of fundamental 
rights.239 

In the wake of this decision (not published in the Official Compilation), the Federal Council dealt with 
the civil liability of providers in a detailed report from 2015 and rejected a legal limitation of liability for 
certain categories of providers.240 At the time, the Federal Council came to the conclusion that in view 
of the large number of actors and the diverse, constantly developing technical constellations it was 
almost impossible to formulate a generally binding, general and abstract regulation. Under current law, 
the courts already have a range of instruments at their disposal to restrict the circle of those 
responsible to what is desirable in terms of legal policy.241 The Federal Supreme Court followed this in 
a recent landmark decision on copyright law and denied the liability of (internet) access providers 
based on the lack of an adequate causal contribution to the offence.242 The Federal Supreme Court 
has not yet had to judge the extent to which social media or search engine operators are responsible 
for unlawful third-party content. In general, according to the Federal Council and legal opinion, the 

                                                      
236  See Zeller, Commentary on Art. 28 of the Swiss Criminal Code, N 103a. 
237 Swiss Federal Council, Die zivilrechtliche Verantwortlichkeit von Providern, p. 30f; cf. Métille, Evaluation de la régulation existante des 

options de la régulation concernant les intermédiaires d'information en Suisse, Margin number 96f. 
238 Swiss Federal Supreme Court, Judgement of 14/01/2013, 5A_792/2011 (also known as the Tribune de Genève decision).  
239 See the report of the Federal Council entitled 'Die zivilrechtliche Verantwortlichkeit von Providern' of 11 December 2015, No. 3.2.2. and the 

references in Footnote 88; Kernen, Jusletter 2013, para. 24f. 
240 See the Federal Council report entitled 'Die zivilrechtliche Verantwortlichkeit von Providern' of 11 December 2015, No. 3 and 7.1. In particular, 

adopting the limitation of liability from the e-Commerce Directive would have had barely any effect on the initial situation, as this primarily 
refers to claims for damages (e.g. compensation) and not to the much more important claims for negation (e.g. removal [deletion] or 
elimination), which are in part expressly reserved in the e-Commerce Directive (see Art. 12 para. 3, 13 para. 2 and 14 para. 3 of the e-
Commerce Directive). See also the SICL’s expert opinion on the civil liability of internet service providers in Germany, France, Denmark, 
the United Kingdom and the United States of America of 29 September 2015, p. 12 ff, available at: 
http://www.ejpd.admin.ch/dam/data/bj/aktuell/news/2015/2015-12-110/gutachten-sir-d.pdf). 

241 See the Federal Council report entitled “Die zivilrechtliche Verantwortlichkeit von Providern” of 11 December 2015, No. 7.1 regarding 
claims for negation (e.g. removal or omission) and No 7.2 regarding claims for damages (e.g. compensation). 

242 Decision of the Swiss Federal Supreme Court 145 III 72. 
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distance to content and the opportunities for editorial influence must always be taken into account in 
the examination of the duties of care which exclude liability in the case of providers.243 

In general, in the view of the Federal Council and legal opinion, the distance to content or the 
opportunities for influencing the content must always be taken into account when examining the extent 
to which providers are held liable for third-party content or what suitable precautions against the 
dissemination of unlawful content may be demanded of them.244 In the case of the revision of the 
Copyright Act (CopA, SR 231.1), a special provision was inserted in relation to the civil liability of 
hosting providers for copyright infringements. In order to improve the effectiveness of measures to 
combat piracy on the internet, Art. 39d CopA provides for a new 'stay-down' obligation for hosting 
providers: they must now ensure that any copyright-infringing content which has been removed after a 
notice from the owner is not illegally made accessible again using their platform. However, the stay-
down obligation only applies to hosting providers which create a particular risk of copyright 
infringement (particularly piracy sites). It therefore does not apply to common social media or search 
engine operators.  

                                                      
243 See Swiss Federal Council, Die zivilrechtliche Verantwortlichkeit von Providern, p. 27 and p. 32f; Métille, Evaluation de la régulation 

existante des options de la régulation concernant les intermédiaires d'information en Suisse, margin number 78. 
244 See Swiss Federal Council, Die zivilrechtliche Verantwortlichkeit von Providern, p. 27 and p. 32f; Métille, Evaluation de la régulation 

existante des options de la régulation concernant les intermédiaires d'information en Suisse, margin number 78. 
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10. Hate speech governance 

Key points 
− Certain forms of online hate speech (see Section Fehler! Verweisquelle konnte nicht gefunden werden.) 

directly affect basic democratic rights and rights of participation. It is for this reason that most European 
countries have legal protection provisions.  

− In Switzerland, for example, defamation, discrimination and incitement to hatred (Art. 173 ff. of the Swiss 
Criminal Code, Art. 261bis of the Swiss Criminal Code and Art. 28 of the Swiss Civil Code) are prohibited. 
However, law enforcement and especially prosecution of often anonymous perpetrators proves difficult on 
the internet. 

− The EU (Digital Services Act), Germany, Austria, France, the UK, Ireland and Belgium have enacted or are 
discussing legislation against hate speech on platforms.  

10.1 Measures against hate speech in Europe 

10.1.1 European Union and Council of Europe 

In addition to the legislative proposal on the Digital Services Act published on 15 December (see 
Section 9.1.1), the EU has a legal basis for regulating hate speech in the form of the EU Council 
Framework Decision on combating certain forms and expressions of racism and xenophobia by means 
of criminal law,245 adopted on 28 January 2008. Building on this, the EU adopted a series of codes and 
recommendations which are not legally binding.246 With the Digital Services Act, some of these 
recommendations are now to be put into a legally binding framework and intermediaries can, for 
example, be obliged to rapidly check and, if necessary, remove illegal content upon notification (see 
Section 9.1.1). Obligations for video-sharing platforms to combat hate speech were also defined in the 
revised AVMSD (see Section 9.1.2). Finally, the Regulation on combating the dissemination of terrorist 
content online (TERREG), which was adopted at the beginning of 2021, requires intermediaries to 
delete propaganda content which incites terrorism.247 

The Council of Europe and its European Commission against Racism and Intolerance (ECRI) have 
also repeatedly addressed the issue of hate speech.248 An instrument with legally binding effect is the 
Additional Protocol to the Convention on Cybercrime, concerning the criminalisation of acts of a racist 
and xenophobic nature committed through computer systems, which was opened for signature on 28 
January 2003.249 It extends the scope of the Cybercrime Convention to offences of racist or 
xenophobic propaganda. The goal is to standardise the criminal law classification of such acts and 
statements. One of the purposes of this is to make it easier for parties to use the ways and means of 
international cooperation provided for in the convention. As a contracting state of the Cybercrime 
Convention, Switzerland has signed, but has not yet ratified, this additional protocol.  

                                                      
245 Council of the European Union, Council Framework Decision 2008/913/JHA of 28 November 2008 on combating certain forms and 

expressions of racism and xenophobia by means of criminal law. 
246 These include the Code of Conduct on Countering Illegal Hate Speech Online of 30 June 2016 (European Union, Code of Conduct on 

Combating Illegal Hate Speech on the Internet) to various intermediaries such as Facebook, Twitter, YouTube and Snapchat are 
signatories, the Communication on Tackling Content Online Towards an Enhanced Responsibility of Online Platforms COM(2017)555 final 
(European Commission, Tackling Content Online Towards an Enhanced Responsibility of Online Platforms) and the Recommendation on 
Measures to Effectively Tackle Illegal Content Online (European Commission, Commission Recommendation (EU) 2018/334 of 
01/03/2018 for effective measures to deal with illegal content online, OJEU L63, 06/03/2018, p. 50). 

247 An order from an authority in an EU country suffices as a request for deletion; no court must be involved (Regulation (EU) 2021/784 of the 
European Parliament and of the Council of 29 April 2021 on Combating the Dissemination of Terrorist Content Online (TERREG). 

248 See, for example, European Commission against Racism and Intolerance, ECRI General Policy Recommendation No. 15 on Combating 
Hate Speech; see also for an overview of the case law of the European Court of Human Rights (ECtHR) in the area of tension between 
permissible expression under freedom of expression according to Art. 10 of the European Convention on Human Rights (ECHR) and 
prohibited racist and discriminatory hate speech McGonagle, The Council of Europe against online hate speech: Conundrums and 
challenges. 

249 Council of Europe, Additional Protocol (ETS 189) to the Convention on Cybercrime, concerning the criminalisation of acts of a racist and 
xenophobic nature committed through computer systems. See also Committee of Experts on Combating Hate Speech, Background 
Document. 
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10.1.2 European Hate Speech Laws 

The goal of hate speech laws and legislative proposals in most countries is to protect the population 
(often children and young persons in particular), as well as national security and fundamental rights in 
general (in countries including Germany, Austria, France, the United Kingdom, Ireland and Belgium). 
Germany and Austria also explicitly intend to improve the enforcement of criminal law.  

The material scope of application of most laws or legislative proposals therefore builds on existing 
fundamental rights and criminal offences for the respective country. This is also the case in the DSA 
legislative proposal, which explicitly refers to the laws of the member states and EU law. The 
catalogues of offences are correspondingly broad and differ due to their anchoring in the criminal law of 
the respective countries. However, they typically include the following elements: (1) Incitement to 
violence or hatred as well as insults against persons on the basis of origin, nationality, ethnicity, 'race', 
religion, gender, sexual identity, sexual orientation or disability, (2) Excusing, relativising or justifying 
crimes against humanity, (3) Calls or excuses for terrorist acts. 

Three countries (Austria, Ireland and the UK) are also planning to create new criminal offences related 
to hate speech on platforms. In Austria, for example, certain types of cyberbullying have been 
criminalised.  

Regulatory approaches are based on the realisation that traditional prosecution and detainment of 
offenders is inefficient due to the frequent anonymity and transnational nature of the internet, the mass 
and rapid dissemination of content on platforms, and the limited resources of the judicial authorities 
(see for Switzerland Section 10.2.3). The approach is therefore to hold intermediaries more 
accountable in the fight against hate speech. 

The following regulatory measures are essentially envisaged: 

Reporting obligations for intermediaries: Intermediaries must report content to authorities (e.g. law 
enforcement authorities) and provide all relevant information available if there is any suspicion “that a 
serious criminal offence involving a threat to the life or safety of persons has taken place, is taking 
place or is likely to take place.”250 The purpose of the provisions is to prosecute offenders more 
efficiently. 

Reporting systems for users: Intermediaries must establish a system which allows users to report 
content which they believe is illegal in a direct and simple manner.251 Intermediaries must check 
reported content and decide on whether to delete it. They must communicate this decision to the users.  

Deletion obligations: Intermediaries must delete “obviously illegal content” within 24 hours. Content 
which is not obviously illegal must be edited within a maximum of seven days.252  

Reporting obligations towards authorities: intermediaries are obliged to regularly show what efforts 
they are making to stop the dissemination of illegal content, how much content of what kind they have 
deleted, how many complaints there have been regarding deleted content or accounts, how much time 
they have taken to process reports and what decision-making criteria have been used.253 

                                                      
250 Art. 21 (1) of the Digital Services Act. Ireland stipulates a similar obligation. Germany and Austria, for example, stipulate alternative (in 

some cases additional) obligations to secure evidence. 
251 Envisaged or implemented in the DSA in Germany, Austria, Ireland and Belgium. Ireland also stipulates a special complaints mechanism 

for “trusted flaggers” (see Section 9.1.1). 
252 For example, the Network Enforcement Act (NetzDG) in Germany or the Ministerialentwurf für das Kommunikationsplattformen-Gesetz 

(Ministerial Draft for the Communication Platforms Act) in Austria. 
253 DSA, the Network Enforcement Act (NetzDG) (Germany), the Communication Platforms Act (KoPl-G) (Austria) and a proposal by the 

relevant regulator (French-speaking Belgium). 
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10.2 Measures against hate speech in Switzerland 

In Switzerland, in contrast to the EU and European countries such as Austria, Germany and the United 
Kingdom, there are neither specific legal regulations nor meaningful precedents for the specification of 
the duties of care of intermediaries regarding the unlawful content of their users. Against the 
background of the general principles of liability under criminal and civil law, prevailing Swiss legal 
opinion in principle advocates gradation of the duties of care according to the provider’s distance to 
content,254 taking into account the respective circumstances of the individual case (see Section 9).255 

Of course, any state regulation of public communication must always be questioned and weighed in the 
context of the freedom of communication.256 Information or ideas which offend, shock or disturb are 
initially covered by the scope of protection of freedom of expression (see, for example, the 
corresponding case law of the ECtHR257), independently of the true or false nature of the content.258 If 
the state restricts speech, the requirements for the justification of interference with fundamental rights 
(Art. 36 of the Federal Constitution and Art. 10 para. 2 ECtHR) must be met: The restriction must be 
based on a sufficiently precise legal basis, be in the public interest or serve to protect the fundamental 
rights of third parties, and be proportionate. There have accordingly been various warnings that the 
Network Enforcement Act (NetzDG) could tempt intermediaries to delete too much content as a 
precautionary measure (risk of overblocking).  

Conversely, this does not mean that all state control of intermediaries is unlawful from the outset. In the 
case of hate speech, it is rather a matter of balancing the protection of the freedom of expression of the 
person making offensive, disturbing or shocking statements against the effective protection of 
individuals against (illegal) hate speech and the collective interest on the other. The elementary rights 
of the persons concerned, in particular the right to physical and mental integrity (Art. 10 para. 2 of the 
Federal Constitution), must also be protected. Individuals’ freedoms of communication can also be 
affected by hate speech (Art. 16 f. of the Federal Constitution). This can be observed in phenomena 
such as 'digital withdrawal' by people who are exposed to hate speech.259 Individuals should not 
withdraw from public communication for fear of being confronted with statements which violate their 
personality, especially since there is also a collective interest in a diverse discourse. 

10.2.1 Reporting content 

Information on criminal internet content can be reported to the police and prosecution authorities. 
There are also various online options for reporting illegal internet content at federal and cantonal levels. 
An electronic reporting form for cyber incidents is available from authorities such as the Zurich 
Cantonal Police260 and the Canton of Geneva.261 The National Cyber Security Centre (NCSC) also 
receives reports regarding prohibited internet content, among other things.262 Prohibited pornography 

                                                      
254 While social media providers, for example, are in principle considered to be “inhaltsnäher” hosting providers (providers with lower distance 

to content) (see Swiss Federal Council, Die zivilrechtliche Verantwortlichkeit von Providern, p. 19; Zeller, commentary on Art. 28 of the 
Swiss Criminal Code, N 103a), search engines can in principle be described as "inhaltsferner” providers (providers with high distance to 
content) and are to be equated with traditional hosting providers (see ibid.: 55-56) 

255 On the status of "hate crimes" in Switzerland, see the comments in Section 5.2.2. 
256 See, for example, European Commission against Racism and Intolerance, ECRI General Policy Recommendation No. 15 on Combating 

Hate Speech; Council of the European Union, Council Framework Decision 2008/913/JHA of 28 November 2008 on combating certain 
forms and expressions of racism and xenophobia by means of criminal law. 

257 McGonagle, The Council of Europe against online hate speech: Conundrums and challenges. See also European Court of Human Rights, 
Handyside v. the United Kingdom, Application No. 5493/72, Judgement of 7 December 1976, para. 49. 

258 Human Rights Committee, General Comment No. 34 (2011), paras. 47 and 49; see also European Court of Human Rights, Salov v. 
Ukraine, Application No. 65518/01, Judgement of 6 September 2005, para. 113, in which it is stated that Article 10 ECHR does not 
prohibit the discussion or dissemination of information received, even if there is a strong suspicion that this information may not be true. 

259  See on this phenomenon Stahel, Status Quo und Massnahmen zu rassistischer Hassrede im Internet: Übersicht und Empfehlungen, p. 
31f. 

260 Kantonspolizei Zürich, Ereignis melden [report an event] 
261 République et canton de Genève, Dénoncer un cas de criminalité sur internet [reporting internet crime] 
262 National Cyber Security Centre (NCSC), Help us to detect dangers on the internet. 

https://hudoc.echr.coe.int/eng#%7B%2522appno%2522:%5B%25225493/72%2522%5D%7D
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can be reported using a form provided by fedpol.263 In international cybercrime cases, fedpol can act as 
a central office to ensure coordination with partner authorities in other countries. 

Other organisations have also established or are planning to establish hotlines. Most of these hotlines 
are aimed at combating racist remarks. For example, the Federal Commission against Racism (FCR) 
wants to further simplify the reporting of racism online and to this end cooperate with existing reporting 
centres (e.g. Those of the Foundation against Racism and Anti-Semitism [GRA] and the Swiss 
Federation of Jewish Communities [SIG]264). In 2020, the women’s umbrella organisation alliance F 
launched the Stop Hate Speech project265, which aims to use algorithms to improve the identification of 
hate speech on the internet and countering it with “counterspeech”.  

10.2.2 Deletion and prosecution 

In its role as a coordinating body, fedpol contributes to the creation of processes which facilitate the 
removal of illegal content. It is considered a “trusted flagger” by one intermediary (YouTube) and 
maintains contacts with Twitter and Facebook. Reports from fedpol regarding illegal content are given 
priority by YouTube.266 However, in its own view, fedpol is dependent on obtaining as much information 
as possible about illegal content from intermediaries. 

Furthermore, in relation to propaganda material, fedpol can order the deletion of the website in 
question in accordance with Article 13e of the Federal Act on Measures to Safeguard Internal Security 
(BWIS) after consulting the Federal Intelligence Service (FIS) if the propaganda material is located on 
a Swiss server. It is, however, very rare that such content is stored on Swiss servers. If the propaganda 
material is not on a Swiss server, fedpol can still recommend that the Swiss provider block the website 
in question. It is also possible to revoke a Swiss domain name if violent propaganda material is 
disseminated via this domain name. 

Another measure related to illegal content is law enforcement. If a Swiss prosecution authority 
suspects an offence punishable under Swiss law and suspects that the offence in question may have a 
connection to Switzerland (if the location of the offence is Switzerland or if the alleged offender or 
victim is a Swiss national), the authority may open criminal proceedings. 

10.2.3 Problems of law enforcement (especially prosecution) 

Since potentially illegal content is often disseminated anonymously or under a false identity,267 the 
competent authorities rely on the intermediaries to provide them with information on the identity of the 
suspect (access data as well as the IP address of the account holder). If the server through which the 
suspicious content was disseminated is located in Switzerland, the local law enforcement authorities 
have sanctions at their disposal under Swiss law (Swiss Criminal Procedure Code, Federal Act on the 
Surveillance of Post and Telecommunications [SPTA]) to collect the personal data. However, most 
suspicious content discovered or reported in Switzerland is located on foreign servers.268 The principle 
of territoriality makes it more difficult to enforce rights on the internet: if foreign law permits, Swiss 
prosecution authorities can directly approach the intermediary concerned in such (exceptional) cases. 
However, if the intermediary does not disclose the relevant data to the law enforcement authorities, 
and in all other cases, the mutual legal assistance route must be taken in order to compulsorily collect 

                                                      
263 Federal Office of Police (fedpol), Reporting illegal pornography. 
264 Swiss Federation of Jewish Communities, Report an anti-Semitic incident. 
265 Alliance F, Stop Hate Speech 
266 From November 2016 to November 2020, fedpol reported 365 videos on YouTube, the majority of which (311) were restricted or removed. 

According to fedpol estimates, at least 90 per cent of the reported videos concerned terrorist content and associated depictions of 
violence. The remaining reports concerned e.g. suicide videos, animal cruelty, sextortion videos and videos with racist content (see 
Federal Council statement on the Interpellation by Grüter 17.3751, “Löschung dschihadistischer Videos” [Deletion of Jihadist Videos]). 

267  Swiss Federal Council, Rechtliche Basis für Social Media: Erneute Standortbestimmung, p. 47 
268  Swiss Federal Council, Rechtliche Basis für Social Media: Erneute Standortbestimmung, p. 47. 
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the data. To achieve this, a request for legal assistance must be made to the country in which the 
server in question is located. This is often Ireland or the USA.269  

Most illegal internet content discovered or reported in Switzerland comes from anonymous authors and 
is located on foreign servers.270 This makes it more difficult to enforce the law. In 2016, the Federal 
Supreme Court ruled in connection with a defamatory entry on Facebook that only owners or holders of 
the data or those who at least have control over the data can be obliged to hand over data (including 
the identity, access data and the IP address of the account holder). Accordingly, the Federal Supreme 
Court held that the data was to be requested from Facebook Ireland and not from Facebook 
Switzerland.  

A frequent difficulty encountered in mutual legal assistance (in addition to long proceedings and an 
occasional lack of effectiveness due to strict formalities) is the requirement of dual criminality.271 The 
US has a very broad understanding of freedom of expression: hate speech is not prohibited per se; it is 
only prohibited if it contains an immediate threat of violence. Accordingly, although requests for mutual 
legal assistance are approved by the USA when threats to life and limb or terrorist activities are 
involved, when the Swiss judicial authorities require information on the authors or creators of racist or 
violent content, they rarely receive it even if “named persons [...] are threatened with death”.272 Foreign 
data protection law may also prevent the disclosure of data.  

Although the Council of Europe’s international convention on cybercrime (Budapest Convention,273 see 
Section 10.1.1) helps with cross-border prosecution, it only does so within precisely defined limits274. 
The convention does not directly impel foreign providers to surrender data. A direct claim to faster 
(electronic peripheral or traffic) data output against internet service providers is under discussion as 
part of the work on the Second Additional Protocol to the Budapest Convention, which is to be opened 
for signature at the end of 2022.275 Switzerland is playing a key role in the negotiations in this regard. 
However, the restructuring of Swiss mutual assistance law towards more direct cooperation in relation 
to electronic evidence (e-evidence) is associated with complex challenges. Any steps taken by 
Switzerland are not only associated with expanded access opportunities for Swiss law enforcement 
agencies; they also lead to corresponding access opportunities for foreign law enforcement agencies to 
data from Swiss providers (e.g. Threema or Protonmail) due to the reciprocity of mutual legal 
assistance law. In addition, constitutional guarantees such as the right to be heard (Art. 29 para. 2 of 
the Federal Constitution) or the guarantee of access to the courts (Art. 29a of the Federal Constitution) 
- but also the standards of Swiss data protection law - must be preserved for the person affected by the 
data disclosure (i.e. not just for the intermediary). Signing the Second Additional Protocol would 
therefore result in Switzerland no longer having its own (mutual assistance) proceedings, as Swiss 
providers would have to participate directly in foreign proceedings. This requires a high degree of trust 
in the legal system of the foreign country concerned as the protection of the rights of the Switzerland-
based person affected by the measure is dependent upon this foreign legal system.276 Overall, it is 
not currently possible to foresee the extent to which the result of the work on more direct 
                                                      
269 See Decision of the Swiss Federal Supreme Court FSC Judgement of 16/11/2016, 1B_185/2016, 1B_186/2016, 1B_188/2016  Swiss 

Federal Council, Rechtliche Basis für Social Media: Erneute Standortbestimmung, p. 47f. 
270  Swiss Federal Council, Rechtliche Basis für Social Media: Erneute Standortbestimmung, p. 47. 
271 Walder, cybercrime. 
272  See, for example Baumgartner/Schoop, Neue Zürcher Zeitung vom 13/2/2019 and in general: the Federal Council statement on the 

Interpellation by Grüter 17.3751, “Löschung dschihadistischer Videos” (Deletion of Jihadist Videos). 
273 https://www.admin.ch/opc/de/classified-compilation/20100537/index.html (only available in French, German and Italian).  
274 See Walder, cybercrime. 
275 It is also expected that negotiations on a global convention on cybercrime will begin in January 2022 within the framework of the United 

Nations. Switzerland will also participate in these negotiations. In 2019, the UN General Assembly (UNGA) adopted a resolution entitled 
“Countering the Use of Information and Communication Technologies for Criminal Purposes” (United Nations General Assembly, 
Resolution adopted by the General Assembly on 27 December 2019). The resolution, which was introduced by Russia, establishes an ad 
hoc committee to draft a new international convention on cybercrime. The context of the debate is that while the signatories to the 
Budapest Convention are of the opinion that the convention provides a sufficient legal framework for combating cybercrime, some states 
do not want to submit to the convention. 

276 This might be a primarily European issue, as Switzerland shares a legal tradition with its neighbouring states and is linked by common 
legal protection instruments such as the ECHR. However, as a global convention, the Budapest Convention is also open to non-European 
states and numerous states from all continents have already made use of the opportunity to join. The question of whether legal protection 
by “foreign judges” is sufficient has been the subject of debate in the past.  

https://www.admin.ch/opc/de/classified-compilation/20100537/index.html
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cooperation in relation to electronic evidence will ease international law enforcement in the medium 
term. The FOJ is currently preparing a report detailing the legal challenges outlined in relation to e-
evidence. 

In some cases, foreign intermediaries cooperate well and voluntarily provide personal registration data 
such as e-mail addresses. However, this does not necessarily help law enforcement. First of all, the 
foreign law must allow the Swiss authorities to directly access the intermediary in question. If this is not 
the case, the legal assistance route must be taken, otherwise significant questions will arise as regards 
to the admissibility of the information obtained as evidence in criminal proceedings. Registration data 
can also be fictitious, especially in the case of more serious offences, because providers do not carry 
out any identity checks. The additional data necessary for establishing identity must then again be 
obtained as part of the mutual legal assistance procedure, which includes the hurdles described above. 
In this context, an obligation for intermediaries to designate a domestic legal representative for service 
of process should indeed help them to better contact foreign stakeholders. However, for the reasons 
just described, this will not necessarily make prosecution simpler, especially if the company does not 
voluntarily hand over the necessary data. In such cases, it is necessary to follow the mutual legal 
assistance route.277 It is not currently possible to assess the extent to which a provision such as that in 
the planned Digital Services Act (according to which the appointed legal representative can also be 
served with legal process for misconduct by the intermediary [see Section 9.1.1]), can lead to more 
effective law enforcement. 

The problems described above also exist in the context of civil and criminal proceedings against 
foreign intermediaries as distributors of third-party content: in particular, if the company in question 
does not comply with an official order, the legal assistance route must be taken.278 There are also 
deterrent hurdles in the form of legal costs in relation to civil proceedings.279 

10.2.4 Preventative measures, education and counselling 

In Switzerland, the Confederation and the cantons, but also private organisations, have taken a 
number of separate or joint measures which address the population as communicators and users. Most 
of these measures relate to preventing and combating hate speech. 

Since 2020, the Service for Combating Racism (SCRA) has been supporting cantonal, communal and 
civil society initiatives which deal with racism online. Funding is provided in particular for projects in the 
areas of activity of prevention and awareness-raising, counselling, counter-speech and monitoring. The 
aim of this funding is to provide a platform for the exchange of knowledge and experience as well as 
coordination between those in charge of the projects. The aim is to contribute to the development of 
effective measures against digital hate speech and to actively combat digital hate speech. In addition, 
the SCRA has had state-of-the-art approaches to combating digital hate speech analysed in a review 
report.280 In this context it should be mentioned that knowledge is being disseminated within the 
framework of the Counselling Network for Victims of Racism,281 a joint project by humanrights.ch and 
the Federal Commission against Racism (FCR). The FCR operates a network of 23 specialised centres 
which offer counselling in cases of racist discrimination. Thanks to the training supported by the SCRA 
and the development of a guideline, the counselling centres should be able to provide adequate 
counselling in cases of racist online hate speech. The cantons are obliged to implement measures for 
protection against discrimination as part of the Cantonal Integration Programmes (CIP), which are 
agreed between the State Secretariat for Migration (SEM) and the cantons. This includes measures 
against racist discrimination on the internet. In addition, the National Action Plan to Prevent and 
                                                      
277 See the Federal Council's response to the Motion by Glättli 18.3306 and Métille, Evaluation de la régulation existante des options de la 

régulation concernant les intermédiaires d'information en Suisse, margin number 233. 
278 See statements of the Federal Council on the Motions Levrat 16.4082 and Schwaab, 16.4080, as well as Swiss Federal Council, 

Rechtliche Basis für Social Media: Erneute Standortbestimmung, p. 48. 
279 See Métille, Evaluation de la régulation existante des options de la régulation concernant les intermédiaires d'information en Suisse, para. 

229. 
280 See Stahel, Status Quo und Massnahmen zu rassistischer Hassrede im Internet: Übersicht und Empfehlungen, p. 60. 
281 See  http://network-racism.ch/de/index.html (only available in French, German and Italian) 

http://network-racism.ch/de/index.html
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Counter Radicalisation and Violent Extremism (NAP) stipulates 26 measures aimed at countering 
radicalisation and violent extremism at an early stage by offering alternatives and networking 
stakeholders.282  

Furthermore, as part of its national Youth and Media platform, the FSIO will focus on the topic of Hate 
on the Net in 2020–2022. In this way, the Confederation is committed to effective youth media protection 
by means of promoting media literacy.283  

10.3 Self-regulatory measures by intermediaries against hate speech 

Major platforms such as Twitter, Facebook and YouTube are well aware that defamation, 
discrimination and bullying are a problem on their platforms. One example is the blunt admission at an 
internal forum in 2015 by Dick Costolo, Twitter’s CEO at the time, that: “We suck at dealing with abuse 
and trolls on the platform and we’ve sucked at it for years. It’s no secret and the rest of the world talks 
about it every day.”284 Vijaya Gadde, Twitter’s Chief Legal Officer, highlighted the platform's 
inadequacy in a Washington Post article: “[...] our response times have been inexcusably slow and the 
substance of our responses too meager. This is, to put it mildly, not good enough: freedom of 
expression means little as our underlying philosophy if we continue to allow voices to be silenced 
because they are afraid to speak up.”285 

However, combating hate speech still poses several challenges for intermediaries six years after these 
statements. Intermediaries’ self-regulatory measures essentially pursue the enforcement of different 
national laws; but only if these laws explicitly call on them to act. Where this is not the case, as in 
Switzerland, intermediaries implement their own internal rules or community standards. Such 'terms 
and conditions for content'286 have been introduced by most intermediaries. YouTube, Facebook and 
Instagram have set up internal policy teams to continuously monitor and develop or modify these 
policies.  

However, the intermediaries are guided by their own definitions of permitted/unpermitted content and 
not by legal standards. This leads to situations such as the fact that Facebook only began deleting 
Holocaust-denying content and groups on its pages towards the end of 2020. Twitter followed shortly 
afterwards, while YouTube had changed its guidelines accordingly a year earlier.287 

Most major platforms (including Facebook, Instagram, YouTube and Twitter) have introduced reporting 
systems to report content which potentially violates the internal rules (known as 'flagging'). In response, 
the intermediaries check the content in question and apply appropriate sanctions (notice-and-action 
mechanism).  

The flagging process is essentially identical for the major platforms: there is a button next to individual 
content (posts, videos and comments) which can be used to report problematic content. A reason for 
the reporting must be given; for example: “this tweet: a) is suspicious or spam, b) is abusive or hurtful, 
c) indicates intent to self-harm or suicide”. 

All users can submit such messages, at least all users with a user account. Various intermediaries (e.g. 
YouTube, Facebook and Twitter) have also appointed certain organisations or individuals as 'trusted 
flaggers'. Content reported by such trusted flaggers are investigated as a priority. In Switzerland, 

                                                      
282 See https://www.ejpd.admin.ch/ejpd/de/home/aktuell/news/2017/2017-12-04.html (only available in French, German and Italian) 
283 See https://www.jugendundmedien.ch/experten-und-fachwissen/schwerpunkte/hass-im-netz-2020-2021 (only available in French, German 

and Italian) 
284 Tiku/Newton, Twitter CEO: 'We suck at dealing with abuse', https://www.theverge.com/2015/2/4/7982099/twitter-ceo-sent-memo-taking-

personal-responsibility-for-the,  
285 Gadde, Washington Post 16/04/2015. 
286 Stahel, Status Quo und Massnahmen zu rassistischer Hassrede im Internet: Übersicht und Empfehlungen, p. 60. 
287 Shead, Twitter follows Facebook on removing posts that deny the Holocaust, https://www.cnbc.com/2020/10/15/twitter-follows-facebook-

on-removing-posts-that-deny-the-holocaust-.html; Paresh, "YouTube reversal bans Holocaust hoaxers, stops pay for borderline creators", 
https://www.reuters.com/article/us-alphabet-youtube-hatespeech-idUSKCN1T623X. 

https://www.ejpd.admin.ch/ejpd/de/home/aktuell/news/2017/2017-12-04.html
https://www.jugendundmedien.ch/experten-und-fachwissen/schwerpunkte/hass-im-netz-2020-2021


 

 

Intermediaries and communication platforms 

58/109 

BAKOM-D-23643401/234 

fedpol, the Swiss Federation of Jewish Communities (SIG) and the International Committee of the Red 
Cross (ICRC) have had trusted flagger status on Google, while the Foundation against Racism and 
Anti-Semitism (GRA) have had trusted flagger status on Facebook. Facebook also has an external 
body, the Oversight Board, which independently takes up interesting, difficult, landmark cases and 
makes decisions which are binding for Facebook.288 It recently decided to maintain the blocking of 
Donald Trump’s Facebook accounts.289 Facebook also maintains the Counterspeech initiative, which 
incorporates various programmes, collaborative models and resources to counter hate speech through 
counter-speech.290 

The major intermediaries at least do not only react to flagging; they also look for possible violations of 
their community standards themselves. To achieve this they have built teams which look for content 
against which sanctions need to be applied. At the same time, intermediaries are increasingly using 
software programs to automatically identify and sometimes delete unwanted and illegal content. In the 
case of YouTube, the proportion of removals resulting from such programs was 95 per cent in the third 
quarter of 2020, while reports from users, individual trusted flaggers, NGOs and regulatory authorities 
together accounted for the remaining five per cent.291 The amount of content shared on platforms 
necessarily lead to platform providers having to develop predominantly algorithmic solutions to identify 
and remove hate speech. 

However, these figures are not very meaningful when it comes to determining the actual share of 
unauthorised content, what proportion of it has been correctly identified and removed in the first place, 
and which content and accounts have been wrongly deleted or blocked. It is, for example, still a 
challenge for Facebook to comply with its own new stance after its change of direction in relation to 
Holocaust denial and its adjustment of community standards in 2020.292 This is because while hate 
speech can be quickly detected and removed if the content is explicit, automated processes and 
content moderators struggle when it is implicit. Automated systems are definitely improving, and 
platforms are identifying more and more hate speech as a result: Facebook, for example, removed 
22.5 million pieces of content categorised as hate speech in the second quarter of 2020. This is more 
than double the 9.6 million posts which the systems detected and removed in the first quarter.293 At the 
same time, however, it is precisely this circumstance which shows that machine methods lag behind 
the phenomenon, especially since there are considerable differences in how well individual targets of 
hate speech are detected.294 The Anti-Defamation League has awarded the major platforms relatively 
poor grades for their actions against Holocaust denial: D for Facebook; C for YouTube and Twitter (in a 
scale from A to E).295 

There is an additional aspect to consider in the fact that the predominantly automated approaches of 
the platforms (and the decisions of the moderators) are never completely accurate when it comes to 
hate speech and remove both too little of the problematic content (“underblocking”) and too much of 
the unproblematic content (“overblocking”). The self-regulation of platforms in relation to hate speech 
and false information (see Section 11) is always closely linked to the question of transparency 
regarding their approach to content and their procedures vis-a-vis users (see Section 12). 

                                                      
288 Oversight Board, Das Recht auf freie Meinungsäußerung achten – durch unabhängige Entscheidungsfindung, https://oversightboard.com/. 
289 Facebook, "Oversight board upholds Facebook’s decision to suspend Donald Trump’s accounts", 

https://about.fb.com/news/2021/05/facebook-oversight-board-decision-trump/. 
290 Facebook, "Supporting the voices that are engaged in Counterspeech", https://counterspeech.fb.com/en/. 
291 YouTube Community Guidelines enforcement - Google Transparency Report 
292 Guynn, "Facebook still has Holocaust denial content three months after Mark Zuckerberg pledged to remove it", 

https://eu.usatoday.com/story/tech/2021/01/27/facebook-holocaust-denial-zuckerberg-twitter-youtube-twitch-reddit/4269035001/. 
293 Paul/Vengattil, "Facebook removed seven million posts in second quarter for false coronavirus information", 

https://www.reuters.com/article/us-facebook-content-idUSKCN25727M. 
294 Nurik, International Journal of Communication 13 (2019), 21; Oliva/Antonialli/Gomes, Sexuality & Culture 25 (2021), 700. 
295 Guynn, "Facebook still has Holocaust denial content three months after Mark Zuckerberg pledged to remove it", 

https://eu.usatoday.com/story/tech/2021/01/27/facebook-holocaust-denial-zuckerberg-twitter-youtube-twitch-reddit/4269035001/. 

https://transparencyreport.google.com/youtube-policy/removals?hl=en&content_by_flag=period:Y2020Q4;exclude_automated:all&lu=content_by_flag
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11. Governance of false information 

Approaches to preventing and combating false information on the platforms are relatively new and a 
new wave has emerged in response to the increase in Russian propaganda activities in Eastern 
European states as well as the debates following the US elections in autumn 2016.296 Unlike in relation 
to hate speech, where measures are usually taken in the form of laws or other binding regulations (see 
Section 10), in the case of false information, most states currently rely on self-regulation, non-binding 
recommendations or round tables. This is probably due to the fact that false information is not illegal 
content - at least as long as it is not expressed as defamation or slander or crosses the line into illegal 
hate speech. Lying is legally permissible as a rule. However, various reports intended as an impetus 
for future legislation are currently being written on behalf of ministerial and regulatory authorities in 
countries such as the UK297 and Germany298.  

As early as 2017, the Joint Declaration on Freedom of Expression and Fake News, Disinformation and 
Propaganda identified important principles from international human rights law as guidance for states, 
companies and other stakeholders. The declaration was adopted by the UN Special Rapporteur on 
Freedom of Opinion and Expression; the OSCE Representative on Freedom of the Media; the 
Representative on Freedom of the Media of the Organization of American States (OAS); and the 
Special Rapporteur on Freedom of Expression of the African Commission on Human and Peoples’ 
Rights (ACHPR), and specifically addresses the role of digital intermediaries and the link between 
disinformation and hate speech.299  

Similarly, the UN Special Rapporteur’s 2021 report on the Promotion and Protection of the Right to 
Freedom of Opinion and Expression, which covers the topics of disinformation, freedom of opinion and 
freedom of expression, identifies that state and corporate responses to the digital transformation of the 
public sphere are inadequate and detrimental to human rights. In encourages states to rethink their 
approach to disinformation and to strengthen the position of free, independent media. It also calls on 
digital platforms to rethink their business models in relation to questions of transparency (see Section 
12) and human rights.300 

 

11.1 European measures against false information 

11.1.1 Supranational bases: European Union and Council of Europe 

11.1.1.1 European Union 

The European Union (EU) first reacted to the increase in false information on platforms with measures 
in 2015. A Council decision at the time led to the establishment of the East StratCom Task Force 
(StratCom)301 of the European External Action Service (EEAS). This task force was tasked with 
conducting educational campaigns on EU policies in Eastern Europe as well as creating better 
conditions for the media in Eastern Europe.302 Since then, the EU Commission has conducted wide-
ranging activities in this field and the activities are not always overseen by the same directorate 
general. As the relevant EU institutions, the European Council and the European Parliament have also 

                                                      
296  See Conclusions of the European Council of 19/20 March 2015, para. 13 and Swiss Federal Council, Rechtliche Basis für Social Media: 

Erneute Standortbestimmung, p. 11. 
297 Department for Digital, Culture, Media & Sport, Online Harms White Paper. 
298 J. Möller/Hameleers/Ferreau, Typen von Desinformation und Misinformation. 
299 United Nations Special Rapporteur on Freedom of Opinion and Expression et al., Joint declaration on freedom of expression and “fake 

news”, disinformation and propaganda. 
300 Kahn, Disinformation and freedom of opinion and expression. 
301 The East StratCom Task Force operates a website www.euvsdisinfo.eu, which features information on current disinformation campaigns 

(European External Action Service, Questions and Answers about the East StratCom Task Force, 
https://eeas.europa.eu/headquarters/headquarters-homepage/2116/-questions-and-answers-about-the-east-stratcom-task-force_en). 

302 European External Action Service, Questions and Answers about the East StratCom Task Force, 
https://eeas.europa.eu/headquarters/headquarters-homepage/2116/-questions-and-answers-about-the-east-stratcom-task-force_en. 

http://www.euvsdisinfo.eu/
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dealt intensively with this topic and published various papers. Some of these are discussed in the 
following. 

The EU first set regulatory standards for combating disinformation with the Code of Practice on 
Disinformation of October 2018.303 This code of practice was developed after discussions with various 
intermediaries. Participation is voluntary.304 Signatories are committed to such measures as 
establishing procedures to stop financial inducements related to misrepresentation, labelling political 
advertising and issuing guidelines on the misuse of automated bots. The platforms are also designed 
to facilitate research on the topic of false information.  

An Action Plan against Disinformation followed in December 2018.305 Unlike the code of practice, it 
obliges not intermediaries but member states and EU institutions to seek a proactive response to the 
problem of disinformation through enhanced cooperation.  

The COVID-19 pandemic has led to the increased dissemination of false information in Europe. The 
EU Commission published a communication on this on 10 June 2020.306 The communication calls for 
measures such as extended reporting obligations for intermediaries and increased cooperation with 
fact-checking and research institutions. 

The EU ultimately wants to combat disinformation, and in particular to guarantee free and fair elections 
in the future, by means of the European Action Plan for Democracy. The action plan provides for a set 
of legislative measures and recommendations intended to create greater transparency for sponsored 
content in political advertising and more obligations and accountability for online platforms. This came 
in response to the fact that various implementation problems had been identified in the implementation 
of the code of practice. Effective action against disinformation therefore requires clearer obligations 
and appropriate supervisory measures.307  

11.1.1.2 Council of Europe 

Although there is no separate recommendation of the Committee of Ministers of the Council of Europe 
on the subject of misinformation or disinformation, various ministerial recommendations deal with this 
issue alongside others.308 The Council of Europe has published expert reports on various subjects 
including one entitled Information Disorder: Toward an Interdisciplinary Framework for Research and 
Policy Making.309 This report identifies ways in which disinformation is spread and its impact. It also 
formulates 35 recommendations for measures to be taken by the platforms. These measures include 
making data available to researchers, providing transparency on algorithmic decisions such as 
prioritising/downgrading content, and providing fact-checking and verification tools. The report calls on 
governments to promote research into disinformation, to ensure transparency for Facebook advertising 
messages through regulatory means and to enforce a minimum level of public service information on 
platforms.  

                                                      
303  European Commission, EU Code of Practice on Disinformation. 
304 Signatories to the code of conduct currently include Facebook, Google, TikTok and Twitter.  
305 European Commission, Joint Communication to the European Parliament, the European Council, the European Economic and Social 

Committee and the Committee of the Regions. Action Plan Against Disinformation. 
306 European Commission, Joint Communication to the European Parliament, the European Council, the European Economic and Social 

Committee and the Committee of the Regions. Combating disinformation in the context of COVID-19 - facts not fiction. 
307 European Commission, Communication from the Commission to the European Parliament, the Council, the European Economic and 

Social Committee and the Committee of the Regions: European Democracy Action Plan. 
308 See, for example, Committee of Ministers, Recommendation CM/Rec(2018)2 of the Committee of Ministers to member States on the roles 

and responsibilities of internet intermediaries; Committee of Ministers, Recommendation CM/Rec(2018)1 of the Committee of Ministers to 
member States on media pluralism and transparency of media ownership, 
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=0900001680790e13. 

309 Wardle/Derakhshan, Information Disorder. 
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11.1.2 European measures in relation to false information 

Virtually all of the instruments for combating disinformation studied cite protecting the functioning of 
democracy, as well as free, transparent and fair democratic processes as the overarching goal. 
Various perspectives can be distinguished.  

From a civic perspective, disinformation affects citizens directly as participants in political, social and 
cultural debates. The declared aim is then first and foremost the protection of undistorted opinion and 
formation of political policy. 

However, combating disinformation is also a security policy objective. The focus here is on the state’s 
ability to function and defend itself as an institution against threats to internal and external security, for 
example if foreign states conduct targeted disinformation campaigns in order to create chaos and 
unrest. Some of the goals formulated in this context are the maintenance of social cohesion, the 
credibility of state organs and the strengthening of the resilience of the population against false 
information.310 

Finally, there are a number of other objectives which go hand in hand with the fight against 
disinformation, including the fight against crime, as well as protection of the environment, the national 
economy and health.311  

The measures against disinformation which have been discussed at international level can be divided 
into three categories and are directed towards various addressees: the intermediaries, state agencies 
in relation to security policy, and at the media and states in relation to media quality and media literacy.  

11.1.2.1 Claims and obligations in relation to the intermediaries 

Cooperation with fact checkers and the research community 

One measure frequently found in the decrees and recommendations examined is the obligation of 
intermediaries to cooperate with trustworthy external fact-checking organisations and to support an 
independent network of fact-checkers.312 The goal of such collaborations is to improve understanding 
of digital misinformation and disinformation, as well as its societal political consequences. With the 
European Digital Media Observatory (EDMO), there is now an organisation which brings together fact-
checkers, experts in media literacy and researchers.  

It is also demanded or required that the intermediaries cooperate more with the research community. 
Demands are being made for intermediaries to support the exchange of protected private datasets, as 
well as to conduct joint research or create partnerships with the research community and civil society. 
Other demands include that intermediaries should neither hinder nor prevent serious research, but 
instead promote research in relation to disinformation and political advertising.313 

Economic measures 

The EU Code of Practice on Disinformation obliges signatory intermediaries to improve control of their 
advertising placements in order to reduce them as a source of revenue for purveyors of 
disinformation.314 It stipulates that intermediaries should “use commercially reasonable efforts” not to 
accept remuneration from accounts and websites which systematically disseminate disinformation. 
It also stipulates that intermediaries should neither promote nor advertise these accounts and 
                                                      
310 Ibid. No. 7.25 
311 See, for example, in the context of the Covid 19 pandemic European Commission, Joint Communication to the European Parliament, the 

European Council, the European Economic and Social Committee and the Committee of the Regions. Combating disinformation in the 
context of COVID-19 - facts not fiction, No. 1 

312 See, for example: European Commission, EU Code of Practice on Disinformation, No. II.E ), France (Art. 15 of the Loi contre la 
manipulation de l'information), United Kingdom (Section 7.26 of the Online Harms White Paper), Italy (para. 4 of the Impegni assunti), for 
Germany the expert opinion of J. Möller/Hameleers/Ferreau, Typen von Desinformation und Misinformation, Section 2.4.4. 
313  European Commission, EU Code of Practice on Disinformation, No. II.E. 
314  European Commission, EU Code of Practice on Disinformation, No. II.A. 
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websites. Finally, it stipulates that the corresponding guidelines and procedures for this should be 
drawn up by the intermediaries with the involvement of fact-checking organisations. 

Reporting systems and removal of content or restriction of visibility 

In various cases, it is envisaged that intermediaries must or should set up reporting systems for users 
with which users can report disinformation (see also the corresponding measure in relation to hate 
speech, Section 10). A corresponding obligation has been introduced or is under discussion in France 
(loi infox), the United Kingdom (white paper) and Germany. France (loi infox) has also introduced an 
obligation to delete content during electoral periods upon judicial order, and such obligations are being 
discussed in Germany.315 Although the UK does not stipulate any obligation to delete content, it does 
stipulate that intermediaries should make disinformation content less visible if fact-checking 
organisations dispute its truthfulness. 

11.1.2.2 Demands on government agencies in relation to security policy 

Monitoring measures 

The systematic disinformation which various states disseminate as part of political influence campaigns 
is usually significantly more professionally designed than the dissemination of disinformation by private 
actors. It is more extensive and is disseminated through multiple channels. It is fast, continuous and 
repetitive. It also adapts to changing technologies and circumstances.316  

The EU action plan calls for StratCom, which is responsible for combating disinformation campaigns, to 
be provided with more specialised staff, including data mining and data analysis experts. It also calls 
for StratCom to enter into contracts with media monitoring services in order to cover a wider range of 
sources and languages as well as to conduct additional research and studies on the reach and impact 
of disinformation. The action plan also calls for investments to made in analytical tools such as special 
software for the analysis, organisation and bundling of large amounts of digital data.317 In the UK, the 
Rapid Response Unit, which consists of a central team of analysts, data scientists, media and digital 
experts, monitors breaking news and social media discussions online 24 hours a day. The team 
produces up-to-date email briefings, background reports and live dashboards for the government.318 

Communicating values and counter-narratives 

Common defence measures against disinformation campaigns often include the development and 
promotion of official counter-narratives and the communication of European values e.g. democracy, the 
rule of law, fundamental rights, equality) as well as the strengthening of the population's resilience as a 
somewhat long-term effective measure. Maximum speed of clarification and reaction is considered 
decisive for success in the case of a concrete disinformation campaign.  

The EU action plan explains that achieving this requires the establishment of an early warning system 
which warns of disinformation campaigns in real time via a dedicated technological infrastructure. To 
achieve this, each EU member state should designate a contact point. The action plan also states that 
in the run-up to the last European elections, the EU and its member states should step up their 
communication efforts to communicate their values and policies.319 The British government has 

                                                      
315 See J. Möller/Hameleers/Ferreau, Typen von Desinformation und Misinformation, p. 72. 
316  See Wardle/Derakhshan, Information Disorder, 29ff. and the statement of 28 June 2017 by Dr. Constanze Stelzenmüller before the U.S. 

Senate Select Committee on Intelligence . 
317 European Commission, Joint Communication to the European Parliament, the European Council, the European Economic and Social 

Committee and the Committee of the Regions. Action Plan Against Disinformation, p. 6. 
318 See Bartosch, PR Week 17/10/2018. 
319 European Commission, Joint Communication to the European Parliament, the European Council, the European Economic and Social 

Committee and the Committee of the Regions. Action Plan Against Disinformation, 7 ff. 
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initiated several packages of measures through the Rapid Response Unit and the National Security 
Communications Team. These measures include:  

• The SHARE checklist, which is designed to raise public awareness of the trustworthiness and 
reliability of information on the internet.320 

• The FACT project, which is designed to identify disinformation and allow authorities to respond 
quickly using technology. The aim is to increase the visibility of corrections and counter-
narratives in order to facilitate a fact-based debate.321 

• The RESIST toolkit, which is designed to allow ministries to respond to disinformation with 
long-term strategic responses.322 

 

11.1.2.3 Demands and measures concerning media quality and media literacy 

Many basic principles for combating disinformation contain recommendations and measures for 
supporting the quality of journalistic information content, the media industry, public service media, 
diversity of information and the quality of information in general. 

Recommendations are made to strengthen state support for public service media, while other 
recommendations are made for the media industry to establish and enforce high ethical standards, 
report disinformation more often and to refrain from disseminating disinformation itself.323 
Intermediaries are required to develop effective indicators for assessing the trustworthiness of online 
news, to use technical means to prioritise “relevant, authentic, and accurate and authoritative 
information" in search terms and feeds, and to make it easier for users to search for different points of 
view.324  

One frequently recommended media policy measure concerns the education sector. Competent 
citizens, the idea goes, are better able to distinguish quality information from disinformation. The 
assumption is that this will result in greater resilience to disinformation while providing an incentive for 
media companies to produce quality journalism.325 

The EU Action Plan to Combat Disinformation accordingly stipulates targeted campaigns for the public, 
as well as training for the media and opinion leaders in order to raise awareness of the negative effects 
of disinformation.326 The French 'Loi contre la manipulation des informations' [Law against the 
manipulation of information] (Art. 16ff.) provides for various amendments to the French Education Act 
in order to complement existing media literacy tools in relation to the trustworthiness of information on 
intermediaries’ offerings. The Norwegian authority Medietylsinet cooperated with the fact-checking 
organisation Faktisks.no and Facebook to publish a guide to improving recognition of disinformation in 
the run-up to the 2017 elections.327 

11.2 Measures against disinformation in Switzerland  

In its 2016 and 2021 reports on Switzerland’s security policy, the Federal Council identified the effect of 
disinformation (understood as state activity to influence opinion, motivated by power politics) on 
security policy.328 In its current (draft) security policy report, the Federal Council explicitly 

                                                      
320 https://sharechecklist.gov.uk/  
321 https://gcs.civilservice.gov.uk/podcasts/fact-countering-misinformation-in-the-media/  
322 https://gcs.civilservice.gov.uk/publications/resist-counter-disinformation-toolkit/  
323 Wardle/Derakhshan, Information Disorder, p. 82f. 
324  European Commission, EU Code of Practice on Disinformation, No. II.D; see also Online Harms White Paper, No. 7.28. 
325 Mariya/Cock Buning, A multi-dimensional approach to disinformation, p. 25. 
326 European Commission, Joint Communication to the European Parliament, the European Council, the European Economic and Social 

Committee and the Committee of the Regions. Action Plan Against Disinformation, 11ff. 
327 Available online at: https://www.faktisk.no 
328 Swiss Federal Council, Die Sicherheitspolitik der Schweiz. 
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emphasises under Goal 4 of Switzerland’s security policy: “Information and opinion-making must be 
free and transparent, based on facts, without disinformation, attempts at influencing and propaganda 
by government agencies or agencies acting on behalf of states. Given the increasing activities aimed at 
influencing and disinforming societies and states, more attention must be paid to this aspect. 
Switzerland must therefore also employ its assets for early detection and situation tracking to identify 
influence activities and, if necessary, take protective measures, including active communication. This 
requires closer cooperation among the relevant federal agencies, as well as 
with the cantons. This is intended to strengthen the resilience of Switzerland and its population against 
influence activities.”329 

However, there are no legal regulations in Switzerland which specifically apply to intermediaries in 
relation to disinformation. Protection against false information is in principle provided by freedom of 
expression under Art. 16 of the Federal Constitution and Art. 10 of the ECHR. The truth and 
correctness of statements are therefore not the basis but the result of a free public discourse. Socially 
accepted truths must be kept open to constant questioning.330 In its jurisprudence, the Federal 
Supreme Court also upholds the basic assumption that individuals should hear every opinion and piece 
of information, and as such be able to form their own opinion in the free exchange of all expression.331 
However, they may be restricted in accordance with the general rules of Art. 36 of the Federal 
Constitution and Art. 10 No. 2 of the ECHR (sufficiently precise legal basis, public interest or protection 
of fundamental rights of third parties and proportionality), for example where personality rights are 
violated in the form of defamation or slander. Legally supported restrictions on false information are 
also conceivable where the protection of public safety and order is affected.332 It is also easier to 
restrict false information, as such statements enjoy less protection under fundamental rights in relation 
to commercial statements. Bans on misleading advertising as a form of unfair competition are 
consequently less problematic, as the focus is not on guaranteeing free discourse, but on ensuring 
functioning competition.333 Special rules also apply to particularly sensitive areas of the formation of 
opinion such as information broadcasts on radio and television (cf. the accuracy requirement Art. 93 
para. 2 of the Federal Constitution and Art. 4 para. 2 RTVA) as well as to the formation of political 
opinion (see Sections 2.1 and 3.3).334  

In 2017, the Federal Council decided that no new regulations were necessary to combat 
disinformation. At the same time, it stressed that developments in Switzerland and abroad should be 
closely monitored.335 Since then, however, it has become clear that research on this is (almost) only 
possible on Twitter, because the other intermediaries largely deny the research community access to 
the necessary data. The knowledge gap in the case of disinformation therefore remains large. 

11.3 Self-regulatory measures by intermediaries against false information 

Intermediaries are first confronted with the problem of defining false information or the various forms of 
false information in their internal rules, and then identifying specific content as false information. In 
general, and in the case of false information, intermediaries react to violations of their internal rules by 
unauthorised and undesired content by removing the corresponding content and, in the event of 
repetition, by blocking user accounts. However, they also use less drastic measures, such as 
restricting the visibility of content, or warnings about potentially disturbing or inappropriate content.  

                                                      
329  Swiss Federal Council, Die Sicherheitspolitik der Schweiz, p. 25. 
330  See Schefer/Cueni, Öffentlichkeit im Wandel: Überlegungen aus grundrechtlicher Sicht, p. 15f; Cueni, Zeitschrift der juristischen 

Nachwuchsforscher 2019, 3, p. 4f; Schefer, Kommunikationsgrundrechte, 1413-1452, margin number 88f. 
331 See, for example, Decision of the Swiss Federal Supreme Court 135 I 292 E. 4.1 p. 296. In its adjudication on Art. 261bis SCC, the 

Federal Supreme Court also stated: “In public debates it is often not possible to distinguish clearly between untrue, half-true and justified 
criticism from the outset” Decision of the Swiss Federal Supreme Court 131 IV 23, E. 3.1, p. 28) ; Schefer, Kommunikationsgrundrechte, 
1413-1452, Margin number 89; Cueni, Zeitschrift der juristischen Nachwuchsforscher 2019, 3, p. 12. 

332 See Federal Supreme Court 1P.336/2005 (20 September 2005), E. 5.3; ECtHR, Mouvement raëlien suisse v. Switzerland (13 July 2012), 
16354/06. 

333 See for the whole topic, Cueni, Zeitschrift der juristischen Nachwuchsforscher 2019, 3, p. 8ff. 
334 See Cueni, Zeitschrift der juristischen Nachwuchsforscher 2019, 3, p. 11ff. 
335  Swiss Federal Council, Rechtliche Basis für Social Media: Erneute Standortbestimmung, p. 52. 
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Platforms, especially Twitter and Instagram, are increasingly using labels to denote potentially harmful 
content with a warning. These warnings must be clicked away before the content becomes visible. 
While Instagram (a video and photo-based platform) uses this tool primarily to hide sexualised and 
shocking content, message-based services such as Twitter are increasingly using such labels in 
relation to political content - especially in the aftermath of the US elections in relation to Donald 
Trump’s false statements about the election outcome. 

Intermediaries do not publish any, or hardly any, data on the number of such content deletions or 
account blockings, the number of warnings or the number of persons, organisations or networks 
spreading disinformation in Switzerland. 

In many countries, including Switzerland, platforms work together with fact-checkers. Facebook, for 
example, cooperates with the Agence France Presse for French-language content and the Deutsche 
Presse-Agentur for German-language content in Switzerland. There is currently no cooperation for 
content in Italian.336 As a rule, statements by politicians are excluded from the fact-checking process, 
since in this case the population should make up its own mind about what seems credible and what 
does not. Facebook counters disinformation in different ways depending on the risk involved. Different 
forms of hate speech are considered risky, as are conspiracy networks if they are related to acts of 
violence, and digital strategies if used to suppress electoral participation. 'Coordinated inauthentic 
behaviour' is also classified as risky. This refers to networks of fake accounts on Facebook which 
spread disinformation in order to achieve an often political goal (“coordinated efforts to manipulate 
public debate for a strategic goal where fake accounts are central to the operation”).337 Such content is 
removed. Most other forms of disinformation, often reported by fact-checkers, but also 'spammers' (i.e. 
accounts which show significantly above-average activity) are considered less risky.338 This content is 
not removed, but its range or frequency is reduced or it is labelled accordingly (see above). Although 
this content is problematic, it does not violate community standards. On YouTube, this includes 
'borderline content'. For example, content such as videos which promote a miracle cure for serious 
illnesses, which claim the earth is flat or which make false claims about historical events.339 Twitter has 
similar guidelines.340 The final pillar of Facebook’s strategy focuses on information and aims to promote 
digital media literacy among users.  

Against the background of the COVID-19 pandemic and other sensitive topic areas such as elections 
or debates concerning the introduction of 5G technology, Twitter, YouTube and Facebook have 
provided various content with a link which leads to trusted sources. They have also set up special 
pages which relay information from these trusted sources. One trusted source in Switzerland in relation 
to COVID-19 is the Federal Office of Public Health (FOPH). 

Notwithstanding these activities, two problem areas remain. First, it is still largely unclear how effective 
the measures taken actually are. Although Facebook removed over 30,000 posts on Facebook and 
Instagram which were spreading false information about COVID-19 vaccinations in February 2021 
alone,341 this does not reveal anything about the overall proportion of existing false information in 
relation to COVID-19 vaccinations; nor does it provide clarity on the sustainability of the approach. 
Regulatory authorities in countries such as Lithuania or Slovakia have made complaints including that 
problematic accounts are either not removed at all or reappear after a short time under a similar name 
without the platforms taking any further action against them.342 The problem is exacerbated by the fact 
that many European countries, such as Switzerland, are multilingual. It is to be expected that there 
                                                      
336 Facebook, Remove, reduce, inform: New steps to manage problematic content, https://about.fb.com/news/2019/04/remove-reduce-inform-

new-steps/. 
337 Facebook, April 2021 coordinated inauthentic behavior report, https://about.fb.com/news/2021/05/april-2021-coordinated-inauthentic-

behavior-report/. 
338 Ben-David/Fernández, International Journal of Communication 10 (2016), 27. 
339 YouTube Official Blog, "Continuing our work to improve recommendations on YouTube", https://blog.youtube/news-and-events/continuing-

our-work-to-improve. 
340 Twitter, "About specific instances when a Tweet’s reach may be limited", https://help.twitter.com/en/rules-and-policies/twitter-reach-limited. 
341 ERGA SG3, ERGA Interim Report on Monitoring of the COVID19 Disinformation, p. 9. 
342 ERGA SG3, ERGA Interim Report on Monitoring of the COVID19 Disinformation, p. 10. 
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are differences in the effectiveness of the platforms’ approaches to disinformation in various languages 
and countries, as the performance of the systems used is sometimes determined by the size of the 
underlying data sets.  

12. Governance concerning the transparency and strengthening of user rights 

The measures taken by various European countries and the European Union in relation to democratic 
control and transparency range from recommendations to legally binding provisions. All measures 
ultimately aim to strengthen the position of users in relation to the platforms. Several countries also 
impose special obligations on intermediaries during election periods.  

12.1 Measures concerning communication regulations and procedural guarantees in Europe  

12.1.1 Prohibition of discrimination in relation to certain content and stakeholders 

The German Interstate Media Treaty (MStV) prohibits intermediaries from systematically or unjustifiably 
obstructing journalistic and editorial content. This prohibition is intended to prevent intermediaries from 
abusing their influence on the perception of information, from displaying journalistic content less 
prominently and thereby impairing diversity of opinion.  

Italy established a similar provision in the 2019 European elections. In the self-regulatory initiative 
initiated by the Italian regulator Autorità per le Garanzie nelle Comunicazioni (AGCOM), the signatory 
intermediaries undertake to guarantee all political stakeholders access to information and 
communication tools in a transparent and non-discriminatory manner, impartially and fairly, and under 
equal conditions.  

12.1.2 Opting out and risk assessment 

The draft Digital Services Act (DSA, see Section 9.1.1, 9.1.1.2) requires large intermediaries to be 
transparent about the main parameters of their recommendation systems (see Section 12.2.1). It also 
requires that they present all options for changing or influencing these parameters and offer at least 
one option which is not based on profiling.343 
The act also stipulates that major intermediaries must consider the systemic risks of their 
recommendation systems in an annual assessment and have this reviewed by an independent audit.344  
The DSA understands systemic risks of the platforms to include any potential negative consequences 
for freedom of expression or the prohibition of discrimination, the dissemination of illegal content, the 
deliberate manipulation of platforms and any potential effects on the protection of public health. 

12.1.3 Options to appeal and procedural guarantees 

Various recommendations and regulatory instruments (e.g. Council of Europe, EU, FR, BE) stipulate 
that intermediaries must provide their users with options to appeal if their content has been removed. 
Users must also be informed of the decision and the reasons for it, and they must be given the 
opportunity to challenge it (electronically). The same applies to users who have reported content which 
has not been removed. 

12.2 Measures concerning transparency in Europe 

12.2.1 Transparency regarding communication rules and selection criteria 

The Draft Digital Services Act (DSA, see Section 9.1.1) stipulates that major intermediaries must 
describe the main parameters of their recommendation systems in a clear, accessible and easily 
understandable manner in their terms and conditions. The German Interstate Media Treaty (MStV) 
requires something similar. Intermediaries must provide the central criteria according to which 

                                                      
343 Profiling describes the collection of information about the online behaviour of users in order to create a profile of their interests, preferences 

and buying habits. Users are then shown targeted advertisements according to their profiles. Profiling is a development of the classic 
demographic segmentation studies carried out by advertising marketers. Profiling, by comparison, is cheaper, captures more data and 
promises greater impact (Steindel, Mich. Telecomm. & Tech. L. Rev. 17 (2010), 459). 

344 Digital Services Act (draft) Arts 26–29. 
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content is compiled, selected, presented and weighted in an easily noticeable manner and in 
understandable language. In particular, it stipulates that those communication rules in the community 
guidelines should be made more transparent according to which content is considered inadmissible 
and can therefore be deleted.345 This includes information on the functioning of the algorithms used. 
The aim of these provisions is to inform users about what content is permitted and what is not 
permitted and how it is prioritised in order to create legal certainty, as well as to provide users and 
regulators with an opportunity to identify any overblocking.  

12.2.2 Transparency regarding political advertising 

The DSA, the AVMSD (for video sharing platforms) and various European countries stipulate 
disclosure obligations in relation to political advertising on social networks. One justification for this is 
the fact that it is a duty of the legislator, especially in the case of political advertising, to prevent 
misleading and distorting political competition and the opinion-forming process. The EU,346 Great 
Britain,347 France (in the run-up to the elections)348 and Italy, for example, know or are proposing 
corresponding rules.349 In Germany, there is a corresponding expert report commissioned by the state 
media authorities.350 

12.2.3 Labelling or banning of bots and closure of fake accounts 

The EU code of practice calls on intermediaries to step up their efforts to close fake accounts. It 
recommends the establishment of clear labelling rules and systems in relation to the identity and 
misuse of automated bots. It recommends that intermediaries publish these guidelines.351 

Various countries stipulate similar measures. In the UK, intermediaries are to be obliged to label bots 
and intermediaries are also required to take protective measures against the misuse of automated 
content distribution.352 In Italy, intermediaries are obliged to take measures against bots and inform the 
competent media regulator (AGCOM).353 The German Interstate Media Treaty (MStV) stipulates an 
obligation to label bots (§18 (3) MStV), while an expert opinion commissioned by the German State 
Media Authorities recommends a ban on the use of certain bots to prevent propaganda.354 

12.3 Measures in relation to democratic control and non-transparency in Switzerland  

Switzerland does not have any measures in relation to communication regulations and procedural 
guarantees on platforms or transparency in relation to bots. In relation to commercial advertising, 
however, there are regulations which also apply to intermediaries.  

The Federal Act on Unfair Competition (UCA) fundamentally obliges intermediaries to label advertising. 
355 In the event of an infringement, legal action can be taken against the provider as a party under civil 
law (e.g. for removal, see Art. 9 UCA et seq.), whereas an infringement of the general clause of Art. 2 
UCA is not punishable. Since the action for removal under the UCA, as in the personality rights under 

                                                      
345 See §93 MStV. 
346  European Commission, EU Code of Practice on Disinformation, No. II.B. 
347 Department for Digital, Culture, Media & Sport, Online Harms White Paper, No. 7.26. 
348 Art. 1 para. 1 and 2 of the Loi contre la manipulation de l'information [Law against the manipulation of information]. 
349 No. 2 Impegni assunti, No. 2. 
350 J. Möller/Hameleers/Ferreau, Typen von Desinformation und Misinformation, p. 70. 
351  European Commission, EU Code of Practice on Disinformation, No. II.C. 
352 Department for Digital, Culture, Media & Sport, Online Harms White Paper, No. 7.28. 
353 See Impegni assunti. 
354 J. Möller/Hameleers/Ferreau, Typen von Desinformation und Misinformation, 71 and 74-75. 
355 The requirement of advertising transparency has its basis in the general clause of Art. 2 UCA; see also Principle No. B.15 of the 

Lauterkeitskommision [Swiss Commission on Fair Trading]. 



 

 

Intermediaries and communication platforms 

68/109 

BAKOM-D-23643401/234 

Art. 28 et seq. CC (see Section 9.2.2), intermediaries can be ordered to delete content even without 
prior concrete knowledge of the content in question.356  

There are no legal requirements regarding the labelling or transparency of political advertising on the 
internet. Accordingly, intermediaries do not apply any transparency or labelling standards to political 
advertising in Switzerland. Some intermediaries (e.g. Facebook) at least offer the option for 
stakeholders who place political advertisements with them to report them voluntarily. 

In recent years, various intermediaries have also started to provide information on advertisers, 
advertised content, advertising duration and amount in relation to the European Code of Practice on 
Disinformation357 (see also Section 11.1.1.1). In the case of Facebook’s Advertising Library,358 it is 
possible to search for individual political advertisements from Switzerland. YouTube for example does 
not show any advertisements from Switzerland. Generally speaking, and in contrast to European 
countries, no advertising reports are published with aggregated data on commercial and/or political 
advertising for Switzerland. 

12.4 Self-regulatory measures of the intermediaries in relation to democratic control and lack 
of transparency 

One of the ways in which unauthorised and undesirable content is identified on the various platforms is 
on the basis of third-party reports. The main way, however, is proactive scanning of user content by 
intermediaries in order to identify any violations of their internal rules. Some intermediaries now publish 
transparency reports on a regular basis. This is not least due to pressure from the European 
Commission (Section 12.4.2.2). In most cases, commercial and political advertising remains unaffected 
by this procedure, which is sometimes not marked as such by the platforms (Section 12.4.2.1). Some 
intermediaries have also introduced objection and review procedures, which users can use for 
purposes such as defending themselves against what they see as unjustified deletion of content or 
blocking of accounts (Section 12.4.1.1). Some platforms also support measures in relation to digital 
media literacy (Section 12.4.3). 

12.4.1 Measures concerning procedural guarantees 

12.4.1.1 Appeal and review procedures 

The more intermediaries rely on automated processes to identify unauthorised and harmful content, 
and the more often automated deletion processes take place at the same time as identification, the 
more essential it becomes to introduce processes which allow users against whom sanctions have 
been imposed to request reviews. This is particularly the case as the potential amount of incorrectly 
removed content (false positives) is greater with automated procedures than with human review. Such 
procedures have only been introduced by a few intermediaries (at least Facebook and 
Google/YouTube). Although appeals can be made to platforms including Google (YouTube) and 
Facebook, Twitter and TikTok do not offer any option to appeal.  

Communication with users is sometimes even more problematic. For example, intermediaries 
sometimes provide no reason for their decisions to delete content or block user accounts, or only do so 
in very general terms. It is sufficient to state that the user has violated the community guidelines, even 
if it remains unclear as to which provision was violated. The reasons for rejecting appeals against 
deletion of content are just as summary in some cases, if any option to appeal exists at all. Not all 
intermediaries provide for complaints procedures. 

                                                      
356 See Swiss Federal Council, Die zivilrechtliche Verantwortlichkeit von Providern, p. 37ff. 
357  European Commission, EU Code of Practice on Disinformation. 
358 Advertising Library (facebook.com) 

https://www.facebook.com/ads/library/?active_status=all&ad_type=political_and_issue_ads&country=CH&sort_data%255bdirection%255d=desc&sort_data%255bmode%255d=relevancy_monthly_grouped
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12.4.2 Measures regarding transparency 

12.4.2.1 Political advertising  

Labelling and transparency standards vary from platform to platform and are often country-specific. 
Platforms define political content and advertisements differently. For example, certain platforms (e.g. 
Facebook) qualify social issues (such as racism) as political in various countries, even if these issues 
have nothing to do with any political campaign per se. At the same time, there is a lack of more far-
reaching transparency and labelling standards (e.g. information on advertisers, criteria for presenting 
an advertisement, the amount of money spent and storage of advertisements in transparency 
databases beyond the advertising period). In the case of the Advertising Library launched by 
Facebook, which is designed to catalogue political advertising for specific countries, the initial positive 
response from research institutions, the media and governmental agencies soon gave way to 
fundamental criticism. The main complaints of these interested parties are that the database is 
incomplete, the handling is non-transparent and access is poor; that thousands and thousands of data 
records have been deleted several times due to incorrect archiving on the part of Facebook; and that 
the project operates with a one-sided definition of political advertising.359  

12.4.2.2 Measures in relation to reporting 

Since 2018, many intermediaries have started to implement transparency measures in relation to 
content moderation and commercial and/or political advertising, particularly following pressure from the 
European Commission under the Recommendation on measures to effectively tackle illegal content 
online.360  

Meanwhile, major intermediaries such as Facebook, Instagram, Twitter, YouTube and TikTok regularly 
publish transparency reports on how they deal with unauthorised and unwanted content. Although 
these reports specifically reveal the number and type of content removed as well as the number of 
complaints; they do so to very different extents in quantitative terms and with very different focuses and 
definitions of the content problem areas. A report by the Institute for Future Media and Journalism, 
commissioned by the Irish regulator, concludes that platform engagement varies and is inherently 
heterogeneous.361 The report identifies the greatest deficit in the labelling of trustworthy content. 
Moreover, the platforms do not process this data adequately: There is no country-specific data 
available on the enforcement of community standards, for example. Data on political advertising is also 
only reported for certain countries. Switzerland is not one of them.362 While this provides some 
countries with specific data on political advertising, this option is not available to Switzerland.363 The 
country-specific reports from Google and Facebook on Switzerland are generally superficial and only 
include reports relevant to criminal law, but not deletion of content and blocking of accounts based on 
violation of community standards.364 Other intermediaries do not publish any data at all. This makes it 
more difficult, perhaps even impossible, to conduct an assessment of the problem or a political 
discussion of phenomena such as hate speech or disinformation, particularly since the intermediaries 
have largely restricted access to the corresponding data for the research community. However, after 
pressure from the European Union, they have made certain data available to selected research teams, 
though this does not promote research into issues specific to Switzerland. 

                                                      
359 Sosnovik/Goga 2021, Silva et al., Facebook Ads Monitor: an Independent Auditing System for Political Ads on Facebook, 224, R. Smith, 

"The UK election showed just how unreliable Facebook’s security system for elections really is", 
https://www.buzzfeednews.com/article/rorysmith/the-uk-election-showed-just-how-unreliable-facebooks. 

360  European Commission, Commission Recommendation of 01/03/2018 on Measures to Effectively Tackle Illegal Content Online. 
361 Teeling/Niahm, Codecheck: a Review of Platform Compliance with the EC Code of Practice on Disinformation. 
362 Neither YouTube (https://transparencyreport.google.com/political-ads/home?hl=en) nor Facebook 

(https://www.facebook.com/ads/library/report) produce transparency reports on political advertising in Switzerland.  
363 YouTube provides country-specific data for the following 29 countries: Argentina, Bangladesh, Brazil, Canada, Colombia, Egypt, France, 

Germany, India, Indonesia, Iraq, Italy, Japan, Malaysia, Mexico, Morocco, Pakistan, Peru, Philippines, Russia, Saudi Arabia, South Korea, 
Spain, Thailand, Turkey, Ukraine, United Arab, Emirates, United Kingdom, United States, Vietnam. 

364 Content Restrictions - CH (facebook.com); Government Removals – Google Transparency Report 

file:///D:%5CDocuments%5CJames%5C________work%25202021%2520and%2520archive%5Cout%5C09%5C(https:%5Ctransparencyreport.google.com%5Cpolitical-ads%5Chome%253fhl=en
file:///D:%5CDocuments%5CJames%5C________work%25202021%2520and%2520archive%5Cout%5C09%5C(https:%5Cwww.facebook.com%5Cads%5Clibrary%5Creport
https://transparency.facebook.com/content-restrictions/country/CH
https://transparencyreport.google.com/government-removals/overview?authority_search=country:Schweiz&lu=authority_search
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The transparency reports by YouTube and Facebook suggest that the increased use of automated 
technology is also leading to a marked increase in incorrectly deleted content. Although the per 
centage of complaints regarding sanctions remains relatively stable in the case of YouTube (only two 
to three per cent of users against whom YouTube has taken measures complain), the proportion of 
videos which have been reactivated after a complaint has doubled from 20 per cent to 40 per cent in 
less than a year. In this case, too, there are no figures available for Switzerland. 

In recent years, the major platforms have also made additional efforts in relation to advertising 
transparency in the context of the European Code of Practice on Disinformation. Twitter, Facebook and 
YouTube have taken specific measures in relation to commercial advertising and political advertising, 
as stipulated in the code of practice. Facebook and YouTube, in particular, have created ad libraries. 
These lists contain the names of the advertisers, including the advertised content, the duration of the 
advertising and the amount spent. In the case of YouTube, the data is limited to political advertising365, 
while Facebook also reveals commercial advertising.366 YouTube does not reveal any advertising data 
for Switzerland, whereas Facebook at least allows individual searches for political advertisements 
placed from Switzerland. 

12.4.2.3 Measures in relation to data access for academic purposes 

For the research community, access to the data of the platforms is essential in order to be able to 
record, investigate and classify phenomena such as false information or hate speech. Such studies 
also provide the basis for policy decisions in the governance of digital platforms. These requirements 
are contrasted by the attitude of the platform operators, who in recent years have severely restricted, 
completely prevented or rearranged access to their services, not least in response to the Cambridge 
Analytica scandal.367 As a result, more research is being conducted on platforms which are accessible 
to the research community without major inconvenience, while for others the yield is disproportionately 
low. For governmental institutions and policymakers, this results in an inconsistent and unbalanced 
picture in relation to phenomena such as the spread of false information and hate speech through the 
new intermediaries. 

A report published in 2020 describes the highly divergent approaches and addresses the heart of the 
problem for the research community and policymakers.368 To date, Facebook has been most 
responsive to the concerns of the research community with its Social Science One initiative. This 
umbrella organisation, which is independent of Facebook, is based at Harvard University and acts as a 
link between the digital service and researchers with an interest in the field. Although it is a model 
initiative, there are still many hurdles in accessing the data, the quality of which is also in doubt. In 
contrast, accessing Twitter data via the programming interface provided by the platform is much easier, 
but Twitter has substantially reduced the volume of data available since 2018.369 Google, on the other 
hand, offers neither processed data nor tools developed for access in the way that Facebook and 
Social Science One do. Nor does it offer an interface like Twitter. Shortcomings in access, scope and 
quality of data have so far prevented systematic research into both the positive and negative potential 
of the new intermediaries.370 The report by the Institute for Future Media and Journalism for the 
Broadcasting Authority of Ireland concludes that overall platform access support for research 

                                                      
365 Political advertising on Google - Google Transparency Report 
366 Advertising Library (facebook.com) 
367 The data analysis company Cambridge Analytica used questionable methods to gain access to the profiles of more than 50 million 

Facebook users. These profiles were analysed according to psychographic characteristics in order to send them targeted messages 
during such events as Donald Trump’s US presidential election campaign in 2016 (Süddeutsche Zeitung, 20/03/2018). 

368  The Media Authority for North Rhine Westphalia, Desinformation, Fake-Accounts und politische Werbung: Die Grenzen der 
Selbstverpflichtungen von Facebook, Google und Twitter. 

369 Perriam/Birkbak/Freeman, International Journal of Social Research Methodology 23 (2020), 277. 
370 The Media Authority for North Rhine Westphalia, Desinformation, Fake-Accounts und politische Werbung: Die Grenzen der 

Selbstverpflichtungen von Facebook, Google und Twitter. 

https://transparencyreport.google.com/political-ads/region/US
https://www.facebook.com/ads/library/?active_status=all&ad_type=political_and_issue_ads&country=CH&sort_data%255bdirection%255d=desc&sort_data%255bmode%255d=relevancy_monthly_grouped
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institutions and universities must be described as episodic and largely inadequate for the conducting of 
systematic research into areas such as disinformation.371 

There are similar shortcomings in the platforms’ advertising libraries. Limitations in access and 
deficiencies in data quality mean that it is not possible for the research community to paint a more 
accurate picture of advertising activities and disinformation campaigns.372 

12.4.3 Measures in relation to education 

Some intermediaries have invested in various digital media literacy programmes. Google, Facebook 
and TikTok are promoting the Poynter Institute’s MediaWise initiative in the US373. This initiative targets 
different age groups with specific content. Facebook also maintains its own Digital Literacy Library374 
as a platform with teaching units for teachers. YouTube repeatedly uses its platform to test reaction to 
new features and controls by conducting experiments with specific users. An experiment in April 2021 
was used to promote digital media literacy through tips in a promotional clip which preceded the actual 
video.375 

13. Possible measures by Switzerland in relation to legislation and enforcement vis-à-vis 
foreign intermediaries 

13.1 Legislation vis-à-vis foreign intermediaries 

According to the principle of territoriality, the Swiss legislature can fundamentally only legislate for its 
own territory.376 However, it cannot be ruled out that the law of Switzerland as the receiving state or as 
the place where the effects of the action are felt will apply (impact or market place principle), 
particularly in the case of criminal law and in relation to the protection of personality rights.377 The EU 
General Data Protection Regulation (GDPR) and the new Swiss Data Protection Act (FADP) also apply 
to foreign companies according to the impact principle if their data processing has an effect on the EU 
or in Switzerland.378 The same applies to the EU’s planned Digital Services Act, which is aimed at all 
providers who direct their services towards EU citizens, regardless of the country in which they are 
based (see Section 9.1.1). The Swiss Data Protection Act, which has been completely revised, now 
stipulates an obligation for private data processors domiciled abroad to appoint a representative in 
Switzerland if their data processing activities are connected to the offer of goods and services or the 
observation of the behaviour of persons in Switzerland and constitute a high risk to the personality 
rights of the persons concerned, etc. (Art. 14 para. 1 nFADP). Specifically, the act envisages this 
representative as serving as a point of contact for the data subjects and the FDPIC (Art. 14 para. 2 
nFADP). Since 2016, the Swiss Film Act (FiA) has also stipulated a reporting requirement for paid 
downloads of films. Companies based abroad are subject to this obligation if they target the Swiss 
public.379 Recent Swiss legislative proposals also provide for extraterritorial application of the law.380 In 
relation to the draft for a new Gesetz über den Jugendschutz in den Bereichen Film und 
                                                      
371 Teeling/Niahm, Codecheck: a Review of Platform Compliance with the EC Code of Practice on Disinformation. 
372  The Media Authority for North Rhine Westphalia, Desinformation, Fake-Accounts und politische Werbung: Die Grenzen der 

Selbstverpflichtungen von Facebook, Google und Twitter. 
373 Poynter, MediaWise, https://www.poynter.org/mediawise/. 
374 Facebook, Digital literacy library, https://www.facebook.com/safety/educators. 
375 YouTube, "YouTube test features and experiments", https://support.google.com/youtube/thread/18138167/youtube-test-features-and-

experiments?hl=en. 
376 Federal Council statements on the Interpellation by Grüter 17.3751 of 22/11/2017; Federal Council statements on Motion by Levrat 

16.4082 of 15/02/2017.  
377 Métille, Evaluation de la régulation existante des options de la régulation concernant les intermédiaires d'information en Suisse, Margin 

number 224.  Swiss Federal Council, Die zivilrechtliche Verantwortlichkeit von Providern, p. 93ff. 
378  Métille, Evaluation de la régulation existante des options de la régulation concernant les intermédiaires d'information en Suisse, Margin 

number. 225. The impact principle under Art. 3 para. 1 nDSA applies to the public service provisions of the nDSA (such as the supervision 
of the FDPIC). The territorial scope of application of the private law and criminal law provisions of the Data Protection Act is governed by 
the Federal Act on Private International Law and the Swiss Criminal Code respectively (Art. 3 para. 2 nDSA). 

379 See Swiss Federal Council, Botschaft zur Förderung der Kultur in den Jahren 2021–2024, p. 3248. 
380 See regarding the draft for a new Act on the Protection of Minors in the Areas of Film and Video Games [JSFVG]) Federal Council, 

Dispatch JSFVG, p. 8232 f.; see also regarding the quota and investment obligation to be newly introduced in the Film Act,  Swiss Federal 
Council, Botschaft zur Förderung der Kultur in den Jahren 2021–2024, p. 3248. 



 

 

Intermediaries and communication platforms 

72/109 

BAKOM-D-23643401/234 

Videospiele (JSFVG) [Act on the Protection of Minors in the Areas of Film and Video Games], the 
Federal Council notes that a norm can have a foreign reference in cross-border situations, e.g. if the 
audience targeted is Swiss, thereby having an extraterritorial normative effect.381  

13.2 Enforcement vis-à-vis foreign intermediaries 

The territoriality or country-of-origin principle also stipulates that Swiss authorities can fundamentally 
only act within their own sovereign territory. This means that the legal obligations of foreign 
stakeholders cannot be directly enforced, even with a corresponding legal basis. Instead, the mutual 
legal assistance route must be taken (see Section 10.2.3 5).382 At the same time, civil lawsuits are 
possible in Switzerland.383 However, in the context of both civil and criminal liability, it can in practice 
prove difficult to effectively serve intermediaries domiciled abroad for legal process in Switzerland (see 
Section 10.2.3).384 

Legally, however, the same prohibitions apply to the online sphere as apply in the “analogue” public 
sphere: insults or racial discrimination are no more allowed online than they are “offline” in the physical 
domain. Switzerland does not have any special restrictions for the digital public. However, since the 
enforcement of the existing legal provisions is not successful in many cases (see Section 10.2), the 
primarily foreign communication platforms currently remain a de facto space in which the law is not 
enforced, where unlawful things can be said and disseminated without any sanctions being applied. If 
there are EU rules equivalent to Swiss law for European and non-European stakeholders (see, for 
example, the Digital Services Act 9.1.1), Switzerland could potentially benefit from enforcement by the 
EU and EU member states. In order to improve legal enforcement against non-European companies, 
the planned EU Digital Services Act, for example, contains the obligation to appoint a legal 
representative in an EU member state who can be served with legal process for misconduct on the part 
of the service provider. Moreover, certain intermediaries are already based in Europe (e.g. YouTube in 
Ireland), which simplifies enforcement by the EU or the relevant EU member state. Switzerland could 
make particular benefit of the enforcement of EU rules concerning certain adjustments to its own 
service, provided that these adjustments are also made for the Swiss market for the sake of simplicity. 
However, this principle does not necessarily apply to more far-reaching obligations, including those 
which must be carried out separately for each individual target country and involve a great deal of work 
for intermediaries. These include reporting obligations which are specific to Switzerland. The same 
applies, of course, to elements of Swiss legislation which are not stipulated by EU law. 

The issue of compulsory enforcement of Swiss law against foreign intermediaries does not arise if the 
intermediaries implement the legal requirements voluntarily. In the case of Anglo-American companies 
in particular, experience with the reporting requirement for paid downloads in the Film Act (FiA), which 
was introduced in 2016, shows that such companies are definitely interested in complying with the 
legislation of their target countries, probably for reasons of preserving their reputation.385 For such 
stakeholders, proactive, transparent information on the legal situation in Switzerland may be sufficient, 
thereby rendering compulsory law enforcement unnecessary.386 This is of particular importance in the 
context of the regulation of intermediaries, as these stakeholders are often Anglo-American providers. 
Experience with the VAT reporting obligation for foreign mail order companies, which has been in force 
since 2019, also shows that more than 200 new foreign mail order companies subject to VAT have 

                                                      
381 See  Swiss Federal Council, Botschaft zum Bundesgesetz über den Jugendschutz in den Bereichen Film und Videospiele, p. 8232f. 
382 Federal Council statements on Interpellation by Grüter 17.3751 of 22/11/2017(https://www.parlament.ch/de/ratsbetrieb/suche-curia-

vista/geschaeft?AffairId=20173751 [only available in French, German and Italian]); Federal Council statements on motion Levrat 16.4082 
of 15/02/2017(https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20164082 [only available in French, German 
and Italian]).  

383 See Swiss Federal Council, “Die zivilrechtliche Verantwortlichkeit von Providern” (The Civil Liability of Providers), p. 89 ff. 
384 Métille, Evaluation de la régulation existante des options de la régulation concernant les intermédiaires d'information en Suisse, Margin 

number 224. 
385 See Swiss Federal Council, Botschaft zur Förderung der Kultur in den Jahren 2021–2024, p. 3248. 
386 See Swiss Federal Council, Botschaft zum Bundesgesetz über den Jugendschutz in den Bereichen Film und Videospiele (Dispatch on the 

Federal Act on the Protection of Minors in the Areas of Film and Video Games), p. 8233f. 

https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20173751
https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20173751
https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20164082
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registered with the FTA since 2019. However, this includes almost no Asian stakeholders.387 It will be 
interesting to see what experiences will be gained with the planned investment obligation for online film 
providers, which now includes foreign companies (e.g. Netflix), in the new Film Act (FiA).388 If foreign 
stakeholders, such as Chinese or Russian providers, are uncooperative, enforcement is more difficult 
and the mutual legal assistance route must be used. However, as such services are unlikely to target 
the Swiss population in terms of target audience and language, enforcement against such stakeholders 
is currently of relatively low priority.  

The obligation to designate a domestic legal representative, as provided for in the Digital Services Act 
and already implemented in the German Network Enforcement Act (NetzDG), could, in the view of the 
Federal Council, help public authorities and private individuals to contact foreign stakeholders more 
efficiently. This could simplify the handling of proceedings in which legal consequences are ordered. In 
relation to data protection, the Data Protection Act, which has been entirely revised, now provides for 
an obligation for certain private data processors which are based abroad to appoint a representative in 
Switzerland. The main role of this representative is to serve as a contact point for the affected persons 
and the FDPIC (see Section 13.1). However, due to the principle of territoriality, it is not possible to 
enforce the law in this way either. In this case, the mutual legal assistance route must always be 
followed (see Section 10.2.3).389 The Digital Services Act plans to make it possible for the appointed 
legal representative to be held liable for any misconduct on the part of the intermediary (see Section 
9.1.1).  

It envisages that law enforcement be secured with effective sanctions in general, and especially vis-à-
vis intermediaries with market power. It also envisages that the type and extent of the sanction should 
be chosen in such a way that the intermediaries change their behaviour accordingly and act lawfully.390 

  

                                                      
387  Swiss Federal Audit Office, Prüfung der Erhebung der Mehrwertsteuer beim Versandhandel, p. 16 (Review of the levying of value-added 

tax on mail-order sales (admin.ch) (only available in German)). 
388 See on the planned investment obligation in the new Film Act  Swiss Federal Council, Botschaft zur Förderung der Kultur in den Jahren 

2021–2024, p. 3249. It can be assumed that willingness to comply with the investment obligation has increased, especially since certain 
EU member states are also aware of such obligations, some of which are higher than in Switzerland. 

389 Statements of the Federal Council on the Motions by Levrat 16.4082 and Schwaab, 16.4080 of 15/12/2016 Swiss Federal Council, 
Rechtliche Basis für Social Media: Erneute Standortbestimmung, p. 48.  Swiss Federal Council, Rechtliche Basis für Social Media: 
Erneute Standortbestimmung, p. 48. For the EU, see the EU’s planned Digital Services Act, under which the designated legal 
representative can be served with legal process for any misconduct on the part of the intermediary (see Section 9.1.1) 

390 See Métille, Evaluation de la régulation existante des options de la régulation concernant les intermédiaires d'information en Suisse, 
Margin number. 226. For the EU, see the EU's planned Digital Services Act, which stipulates fines of up to six per cent of annual turnover 
(see Section 9.1.1). 

https://www.efk.admin.ch/images/stories/efk_dokumente/publikationen/_wirtschaft_und_verwaltung/oeffentliche_finanzen_und_steuern/20452/20452BE-Endgueltige-Fassung-V04.pdf
https://www.efk.admin.ch/images/stories/efk_dokumente/publikationen/_wirtschaft_und_verwaltung/oeffentliche_finanzen_und_steuern/20452/20452BE-Endgueltige-Fassung-V04.pdf
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14. Conclusion 

Public communication is a core component of democracies. It contributes to the formation of opinion, 
the social treatment of political issues and the legitimisation of political decisions. For a long time, 
public communication was largely shaped by the mass journalistic media. Journalism’s unique position 
entails special rights and obligations. 

⮚ New stakeholders from the digital sector (intermediaries) have fundamentally 
changed public communication  

Today, public communication is also increasingly taking place on the platforms of less internationally 
active intermediaries. They perform some similar functions to the mass journalistic media: both select, 
prioritise, filter, aggregate and disseminate information. Like traditional mass media, intermediaries 
influence the perception of the world, the formation of opinion and human behaviour. Furthermore, the 
selection and dissemination of information in both mass media and intermediaries is not random; 
instead it follows a certain logic.  

The selection and dissemination logic of the mass journalistic media is based on such things as news 
factors, i.e. relevance criteria such as the geographical proximity of an event, the intensity of a conflict 
or the prominence of those involved. Furthermore, the mass journalistic media is committed to the 
truth. Media production is also subject to internal quality controls such as source checks. Furthermore, 
there are industry-specific control institutions such as the Swiss Press Council for newspapers and 
magazines, and the Independent Complaints Authority for Radio and Television (ICA) for complaints 
concerning radio and television broadcasts. In instances where content violates the applicable law, 
legal action can be taken against the publishers/broadcasters (see for example on the subsidiary 
criminal liability of the media Section 9.2.1). 

The situation is different with intermediaries. Their selection logic is largely non-transparent, is 
frequently changed and is predominantly one-sided, i.e. it is oriented towards achieving the greatest 
possible attention for the shared content. Intermediaries do not operate any editorial control of the 
content disseminated on their platforms, and there are great challenges involved in the imposition of 
sanctions for any illegal and harmful content published on the platforms. At the same time, unlike the 
media (see, for example the Swiss Press Council Code of Conduct, the RTVA, subsidiary criminal 
liability of the media), they are not subject to any special duties of care. 

 Involvement of users Content:  
Production 

Content:  
Selection 

Duties of care 

Media 
Options for complaints 
(Press Council, ICA); duties 
partly regulated by law 

Own 
contributions 
according to 
professional 
standards 

News values and 
standards (e.g. 
truthfulness) 

Switzerland: 
Special duties of 
care given (e.g. 
the Swiss Press 
Council Code of 
Conduct, the 
RTVA, subsidiary 
criminal liability for 
dissemination of 
criminal content) 

Intermediaries No say; lack of rights and 
procedural guarantees 

By users 
(individuals and 
organisations) 

Sometimes non-
transparent and 
arbitrarily applied 
rules 

Switzerland:  
no special 
regulation  

Table 1: Media and intermediaries: Differences 

The platforms form a new communication infrastructure belonging to a few globally active private 
companies and based on software that is constantly being changed. The operators set their own rules 
for communication and information searches on their platforms. The enforcement of these rules is 
largely automated. To achieve this, they rely on algorithms and artificial intelligence. Ultimately, a large 
extent of the decisions as to what can or cannot be said publicly in the digital space in Switzerland 
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are decided upon by a few non-Swiss organisations according to privately established and enforced 
rules outside the rule of law. These decisions include who may see or not see what content and who is 
excluded from public communication.  

The services of intermediaries are now used by large parts of the population in Switzerland and have 
become increasingly important for the formation of opinion, especially among young persons. The 
platforms now have a significant impact on the forms, processes and quality of social information and 
communication. 

⮚ Positives: Intermediaries open up more space for freedom, equality and diversity 

The platforms offer opportunities for the further democratisation of public communication. A 
smartphone with internet access is all that is needed to address a very large potential audience. This 
makes it easier for persons and groups who are marginalised in the journalistic media to participate 
directly in public discourse, to contribute their points of view and to express criticism publicly. At the 
same time, the diversity of publicly available information and opinions is increasing. And search 
engines, like intermediaries in general, make it easier to find information according to personal 
preferences via search functions. 

 

Figure 5: Positive potential for public communication 

Intermediaries thus potentially contribute to the realisation of freedom of expression and information for 
all people and increase the diversity of publicly visible information. 

  

Positive potential 

Freedom 
 
Increased freedom of 
expression 
 
Increased ease of 
access to information 
(freedom of information) 

Equality 
 
Easier participation in 
public communication 
 
Improved chance of 
public visibility for all 
opinions 

Diversity 
 
Increased diversity of 
publicly visible 
information and 
opinions 
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⮚ Negative: Intermediaries enable the spread of hate speech and false information, act 
with a lack of transparency and exercise quasi-censorship  

However, the combination of the openness of the platforms, the low technical access barriers, the 
absence of editorial selection criteria and control of information also has several negative effects. 

 

Figure 6: Negative potential for public communication 

Platforms offer individuals and organisations the opportunity to disseminate possibly dangerous legal 
and illegal content such as hate speech and false information.  

Hate speech includes racist or sexist remarks, insults, slander, defamation and calls for or incitement 
to acts of violence. Publicly expressed hate speech can lead to the radicalisation of individuals and 
physical violence against persons. Moreover, vilified individuals and social groups often withdraw from 
public discourse, which excludes them of their positions in the public sphere. Indeed, public hate 
speech undermines the public's right to a safe digital space. 

The spread of hate speech has also increased in Switzerland in recent years. It is not only directed 
against vulnerable people and groups of people. One of the things fedpol noted was an increase in 
hate speech against senior members of government and the judiciary and against parliamentarians in 
relation to the measures adopted to combat COVID-19. Some hate speech is already illegal under 
current legislation. Pursuing it through the courts using traditional instruments is often difficult and 
cumbersome or virtually impossible due to the frequent anonymity of the perpetrators and the 
transnational nature of the internet. 

False information is also spread on intermediaries’ platforms. A distinction is often made between 
disinformation (intentionally, manipulatively or deliberately spread false information) and misinformation 
(unintentionally spread false information).  

Mass disinformation campaigns are sometimes politically motivated and are used by various 
stakeholders around the world, for example with the aim of sowing mistrust in political or other 
institutions and creating or deepening social tensions. This can have serious consequences for 
democracies. False information can also endanger public goods, such as public health (e.g. the claim 
that drinking bleach helps fight the coronavirus) and safety. False information can also affect the 
formation of political opinion in the run-up to elections and referendum. 

Negative potential 

Hate speech 
 
Radicalisation of 
individuals 
 
May lead to physical 
violence 
 
Withdrawal of victims 
of attack from public 
communication 

False information 
 
Impairment of the 
formation of (political) 
opinion 
 
Hazard to health and 
safety 
 
Social polarisation 

Quasi-censorship 
and lack of 
transparency 
 
Deletion of content 
and blocking of user 
accounts according 
to unclear rules 
 
Insufficient user 
rights 
 
Insufficient labelling 
of advertising  
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Another problematic issue in addition to the distribution of illegal and dangerous content on platforms is 
their automonous, private regulation by the intermediaries with no social inclusion: 

Intermediaries delete content according to their own rules. This may in many cases not pose any 
problem and may even be socially desirable, e.g. if intermediaries remove false reports which are 
harmful to health or content which is harmful to minors, and especially if this content is deleted in 
accordance with Swiss law. On the one hand, it is problematic if intermediaries systematically delete 
too much content and block too many user accounts (e.g. as a result of automated filters or inadequate 
communication guidelines). This overblocking constitutes a limitation of freedom of communication and 
information. Moreover, if intermediaries delete content according to unobjective or discriminatory 
criteria, they violate the principle of equal treatment. On the other hand, it is also problematic if 
intermediaries do not delete enough content. Consider in particular, content which is illegal under 
Swiss law, but which is permissible according to the intermediaries’ internal rules and the deletion of 
content which is difficult to enforce against the will of the intermediaries due to the problems of 
international law enforcement. 

Lack of transparency. Intermediaries do not publish any reports on the extent of the deletion of 
content and blocking of accounts in Switzerland, so there is no basis for discussion concerning the 
extent of the spread of hate speech and false information. Most severely restrict data access for the 
scientific community. The lack of transparency of the selection criteria391 also jeopardises equality of 
opportunity for users and, together with a lack of access to data, prevents an assessment of whether 
content is deleted on a systematic and discriminatory basis. A lack of labelling of paid content and bots 
has been identified in several cases.392 This makes it difficult to classify content, thereby hindering the 
free formation of opinion. 

Lack of user rights. Users often have no established procedures and procedural guarantees against 
decisions to delete content. The platforms’ terms of use are also often formulated imprecisely and are 
subject to rapid change. This poses a threat to legal security and can lead to them refraining from 
disseminating critical comments for fear of sanctions, even though such comments would be 
permissible. 

⮚ Negative: The decline in the use of journalistic media threatens media quality and 
the loss of advertising revenues 

The negative effects of the platforms directly affect their users and public communication. But they also 
have profound effects on mass journalistic media as well as an indirect effect on the public sphere and 
society. This is because the new communication platforms are not merely another communication 
channel alongside print, radio and television; instead they expand on and change previous forms of 
communication. The intermediaries can also distribute traditional media content via their platforms, 
creating a new, hybrid media system which integrates old and new media.  

The consequences of this new competition are declining media use and falling advertising revenues, 
especially in print. The proportion of people who said they had read a newspaper at least once in the 
previous week decreased from 63 per cent to 37 per cent between 2016 and 2021. Conversely, the 
proportion of those who rarely consume news journalism rose from 21 per cent to 36 per cent in the 
period from 2009 to 2019. Between 2007 and 2020, the advertising revenue of Swiss newspapers 
plummeted by around 75 per cent (from CHF 1.76  billion to CHF 432 million). 

The continuous decline in media usage and advertising revenues will sooner or later threaten the 
quality of journalism. Intensified competition for attention also tends to lead to the creation of 
provocative and sensational media content, because consumption of such content is greater. There are 
no clear findings that this logic, which is linked to the reaction of the users, has so far led to a reduction 
in the quality of political information. For Switzerland, however, individual findings show that at least 

                                                      
391 Criteria which decide which content is displayed to whom as well as which content is displayed to many users and which to only a few.  
392 Bots are computer programs which perform largely automated repetitive tasks. In the field of communication, for example, they are 

programmed to participate in discussions and automatically react to certain input. 
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some media companies are increasingly disseminating soft news and emotionally charged content on 
platforms such as Facebook. 

⮚ Addressing the challenges in Europe and Switzerland 

The social importance of communication platforms and their great potential for damage has led to a 
growing conviction in other European countries that various duties of care must be imposed on 
intermediaries. In the USA, too, politicians are concerned about the negative consequences of the 
hitherto liberal legal practice. In 2018, the US Congress decided that platform operators can now be 
served with legal process for certain content. There is also an ongoing political and legal debate on 
further possible reforms to the current legislation, the aim being to combat hate speech and false 
information, as well as quasi-censorship and lack of transparency. 

In Europe, intermediaries are increasingly being required to take measures against the spread of hate 
speech and false information as well as to provide transparency. Furthermore, user rights vis-à-vis 
intermediaries are also being strengthened.  

The table below compares a selection of the measures with which the European Union and various 
European countries, on the one hand, and Switzerland, on the other, are reacting to problematic 
aspects associated with communication platforms.  

Hate speech 

Problematic aspects Measures (implemented in 
Europe or under discussion) 

EU/country 
examples 

CH (specific to 
intermediaries) 

Widespread and rapid 
distribution of illegal 
online content: 
- Intermediaries have no 

knowledge of illegal 
content on their 
platforms. 

- Inadequate screening 
and removal of illegal 
online content by 
intermediaries. 

Intermediaries must implement a 
reporting system for users 

EU (DSA, 
AVMSD) 
DE (NetzDG) 
UK (O-Harms 
WP) 
AT (KoPl-G) 
BE (Note Lcdh) 
IE: (O-Smrb) 

 

Rapid examination and, if 
necessary, removal of the reported 
content by the intermediaries 

EU (DSA, 
AVMSD, 
TERREG) 
DE (NetzDG) 
UK (O-Harms 
WP) 
AT (KoPl-G) 
BE (Note Lcdh) 
IE (O-Smrb) 

Problems of 
international law 
enforcement, partly 
voluntary through 
intermediaries  

Cooperation with national 
authorities on orders to take 
action against specific illegal 
content 

EU (DSA) 

Problems of 
international law 
enforcement, partly 
voluntary through 
intermediaries 

More difficult (criminal) 
law enforcement online 
- Illegal content is hardly 

ever reported. 
- More difficult cross-

border prosecution on 
the internet due to 
issues such as unequal 
legal classification 

Reporting obligation for 
intermediaries in relation to 
authorities, especially for serious 
crimes (in some cases also duty to 
secure evidence) or the right to 
information against intermediaries. 

EU (DSA) 
DE (NetzDG) 
AT (KoPl-G) 
IE (O-Smrb) 

 

Harmonisation of criminal law 1. ZP Cybercrime 
Convention Not ratified 

Widespread and rapid 
distribution of harmful 
(not necessarily illegal) 
online content 
 

Reporting system for users 
Inspection and removal if 
necessary 

EU (AVMSD) 

For content harmful to 
minors on film or video 
platform services: The 
Consultation Procedure 
on the Bundesgesetz 
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Age control system for content 
harmful to minors 

über den Jugendschutz 
in den Bereichen Film 
und Videospiele 
(Federal Act on the 
Protection of Young 
Persons in the Areas of 
Film and Video Games 
[E-JSFVG]) stipulates a 
reporting system for 
users. 
 

Lack of democratic control and lack of transparency 

Problematic aspects Measures (implemented in 
Europe or under discussion) 

EU/country 
examples 

CH (specific for 
intermediaries) 

Position of power for 
intermediaries over users Strengthening users' rights  

Risk of unequal 
treatment/discrimination 
of certain content or users 

Prohibitions of discrimination, 
e.g. prohibition of systematic or 
unjustified obstruction of journalistic 
content 

DE (MStV) 
IT (Impegni 
assunti) 

 

Overblocking and lack of 
procedural safeguards: 
Danger of arbitrary / 
incorrect deletion of 
content or blocking of 
accounts 

Justification for deleting content 
and blocking accounts by 
intermediaries 

EU (DSA) 
FR (Loi infox) 
BE (Note Lcdh) 

 

Internal complaints system for 
users against deletion of content 
and blocking of accounts 

EU (DSA) 
FR (Loi infox) 
BE (Note Lcdh) 

 

Out-of-court conciliation 
procedures EU (DSA)  

Reporting on content moderation: 
e.g. scope of deletions by reason for 
deletion 

EU (DSA)  

Lack of transparency Transparency  

Non-transparent 
selection criteria (criteria 
for the selection of content 
and recommendation 
systems) 

Transparency regarding 
admissibility criteria and 
recommendation systems (main 
parameters) 

EU (DSA) 
DE (MStV)  

Lack of (comprehensive) 
labelling of advertising 🡪 
impedes the free formation 
of opinion. 

Labelling of (political and/or 
commercial) advertising 

EU (DSA, 
AVMSD, CPD, 
EAD) 
FR (Loi infox) 
UK (O-Harms 
WP) 
IT (Impegni 
assunti) 

 

Inadequate information 
on advertising (in 
particular the advertiser, 
essential advertising 
parameters)🡪 makes it 
difficult to form a free 
opinion. 

Indication of the advertising 
client and the essential advertising 
parameters 

EU (DSA)  

Lack of data for 
supervision and on 
systemic risks 

Data access for research EU (DSA, CPD) 
DE (NetzDG) 
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False information 

Problematic aspects Measure (implemented in 
Europe or under discussion) 

EU/country 
examples 

CH (specific to 
intermediaries) 

Widespread and rapid 
dissemination of online 
false information  

Minimising financial incentives 
for dissemination  

EU (CPD, EEAS) 
FR (Loi infox)   

Reporting system for users 
FR (Loi infox) 
UK (O-Harms 
WP) 

 

Weakening of the media 
systems 

Strengthening media freedom 
and media pluralism EU (EEAS)  

Table 2: Hate speech, false information, lack of democratic control and lack of transparency: Addressing 
problematic aspects in Europe and Switzerland. 

Selection. For further measures and legend see appendix. 

The European Union and various European countries are addressing the problematic aspects using 
different measures. Two approaches can be distinguished. 

In relation to measures against the dissemination of illegal content, regulations for greater 
transparency and the strengthening of user rights, this duty of cooperation of intermediaries is to be 
defined in specific laws (e.g. in the Digital Services Act at EU level, as well as in national laws in 
Germany, Austria, France, the United Kingdom, Ireland and Belgium).  

In the case of measures against the spread of false information, attempts at control tend to be made 
via recommendations without legally binding effect. However, reports intended as an impetus for 
future legislation are currently being written in various countries on behalf of ministerial and regulatory 
authorities (e.g. UK and Germany). Measures are also being taken to allow the population to cope 
better with problematic developments (resilience), e.g. by improving media literacy. 

Generally speaking, the regulator usually prescribes to the intermediaries the objectives to be 
achieved. The (technical) measures taken to achieve the goals and how they implement them is left to 
the discretion of the platform operators. The regulator then checks whether the desired results have 
been achieved.  

⮚ A broad discussion on the governance of intermediaries is necessary in Switzerland 

The internet is not a space in which the law is not enforced; it is subject to the same legal regulations 
as the analogue world. Calls to violence, infringements of personality rights and racial discrimination on 
the platforms of intermediaries are also prohibited by law in Switzerland. However, even beyond legal 
provisions, the platforms are not free of regulation; they are regulated by the private community 
guidelines of the intermediaries. The decisive question is thus not whether the platforms should 
function according to rules, but rather who should set which rules, who should be taken into account in 
the formulation of such rules, which requirements should be placed on these rules, who is responsible 
for enforcing the rules and which requirements should be attached to this enforcement power.  

In Switzerland, there are currently neither specific legal regulations nor a meaningful legal practice in 
relation to the responsibility of intermediaries for any unlawful third-party content found on their 
platforms in relation to hate speech and false information. Nor are there any regulations which 
strengthen user rights vis-à-vis intermediaries or oblige intermediaries to be more transparent. Instead, 
the activities of intermediaries are covered by general legislation such as protection of personality 
rights, competition and unfair competition law, data protection law, criminal law, etc..No specific legal 
regulations have as yet been enacted. The specific measures in Switzerland concentrate on 
strengthening the resilience of the population and traditional law enforcement. However, traditional law 
enforcement is often difficult and cumbersome or virtually impossible due to the frequent anonymity of 
the perpetrators and the transnational nature of the internet.  
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It is widely recognised that it will be problematic for democracies if the new communication 
infrastructure, which is dominated by just a few intermediaries, remains beyond societal control. 
Various studies commissioned by OFCOM also conclude that the population is entitled to effective 
protection against illegal hate speech and disinformation, and that user rights should be better 
protected in relation to intermediaries.393 Various efforts are also being made in this direction in other 
countries. In this context, a broad discussion on the question of the social integration and governance 
of intermediaries in Switzerland is necessary. This discussion must take into account the international 
context.  

  

                                                      
393 Cf. for the corresponding studies: https://www.bakom.admin.ch/bakom/en/homepage/electronic-media/studies/individual-studies.html 
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Decision of the Swiss Federal Supreme Court (BGE) of 20 September 2005, 1P.336/2005 /svc. 
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Federal Administrative Court Decision of 19 May 2020. Classification as a provider of 
telecommunications services. A-550/2019. Available online at: 
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16.1.3 Political initiatives 

Interpellation Grüter 17.3751 of 27 September 2017: Löschung dschihadistischer Videos (Deletion of 
Jihadist Videos). Available online at:  
https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20173751 (only 
available in French, German and Italian) 

Interpellation Wermuth 20.3686 of 17 June 2020: Antisemitismusbericht 2019 und Corona. 
Möglichkeiten zur Bekämpfung von rechtsextremen Verschwörungstheorien im Internet (Anti-
Semitism Report 2019 and Corona. Ways to Combat Far-Right Conspiracy Theories on the 
Internet). Available online at: 
https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20203686 (only 
available in French, German and Italian) 

Interpellation Bäumle 20.4715 of 18 December 2020: Digitale Desinformation. Eine unterschätzte 
Gefahr? (Digital Disinformation: An Underestimated Danger?). Available online at: 
https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20204715 (only 
available in French, German and Italian) 

Interpellation 18.3348 Marchand-Balet of 4 June 2018: Fake News und die Schweizer Demokratie 
(Fake News and Swiss Democracy). Available online at: 

https://www.bger.ch/ext/eurospider/live/de/php/clir/http/index.php?highlight_docid=atf://128-IV-53:de&lang=de&zoom=&type=show_document
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https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20173751
https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20203686
https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20204715
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https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20183448 (only 
available in French, German and Italian) 

Motion Levrat 16.4082 of 15 December 2016: Den Strafverfolgungsbehörden den Zugang zu Daten 
von sozialen Netzwerken erleichtern (Simplifying law enforcement via access to social network 
data). Available online at: 
https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20164082 (only 
available in French, German and Italian) 

Motion Schwaab 16.4080 of 15 December 2016: Den Strafverfolgungsbehörden den Zugang zu Daten 
von sozialen Netzwerken erleichtern (Simplifying law enforcement via access to social network 
data). Available online at: 
https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20164080 (only 
available in French, German and Italian) 

Motion Marchand-Balet 18.3249 of 15 March 2018: Zentrale Stelle für den Kampf gegen Cyberstalking 
(A central unit to combat cyberstalking). Available online at: 
https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20183249 (only 
available in French, German and Italian) 

Motion Glättli 18.3306 of 15 March 2018: Rechtsdurchsetzung im Internet stärken durch ein 
obligatorisches Zustellungsdomizil für grosse kommerzielle Internetplattformen (Improving law 
enforcement on the internet through a mandatory address for service for large commercial internet 
platforms). Available online at: 
https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20183306 (only 
available in French, German and Italian) 

Postulate 19.3421, Committee for Science, Education and Culture of the Council of States of 29 April 
2019: Revision des Urheberrechtsgesetzes. Überprüfung der Wirksamkeit. (Revision of the 
Copyright Act: A Feasibility Study). Available online at: 
https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20193421 (only 
available in French, German and Italian) 

Postulat Pult 20.4431 of 9 December 2020: Politische Werbung im Internet und Schutz der Demokratie 
(Political advertising on the internet and the protection of democracy). Available online at: 
https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20204431 (only 
available in French, German and Italian) 

16.1.4 Other documents 

Botschaft zur Totalrevision des Bundesgesetzes über Radio und Fernsehen (RTVG) [Dispatch on the 
complete revision of the Federal Act on Radio and Television (RTVA)]. BBI 2003 1569. Available 
online at: https://www.fedlex.admin.ch/eli/fga/2003/223/de (only available in French, German and 
Italian) 

Botschaft zur Förderung der Kultur in den Jahren 2021–2024 (Dispatch on the Promotion of Culture for 
2021-2024). Available online at: 
https://fedlex.data.admin.ch/filestore/fedlex.data.admin.ch/eli/fga/2020/725/de/pdf-x/fedlex-data-
admin-ch-eli-fga-2020-725-de-pdf-x.pdf (only available in French, German and Italian)  

Botschaft zum Bundesgesetz über den Jugendschutz in den Bereichen Film und Videospiele (Dispatch 
on the Federal Act on the Protection of Minors in the Areas of Film and Video Games). Available 
online at: https://www.newsd.admin.ch/newsd/message/attachments/62823.pdf (only available in 
German) 

https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20183448
https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20164082
https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20164080
https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20183249
https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20183306
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https://www.newsd.admin.ch/newsd/message/attachments/62823.pdf
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Federal Council Decree of 13 December 2019: Challenges of artificial intelligence: Report by the 
interdepartmental working group on artificial intelligence to the Federal Council (EXE no. 
2019.2560). 

16.2 Germany 

Gesetz zum Staatsvertrag zur Modernisierung der Medienordnung in Deutschland 
(Medienstaatsvertrag) [Act concerning the State Treaty on the Modernisation of Media Legislation in 
Germany (Interstate Media Treaty) of 8 September 2020. Available online at: 
http://www.luewu.de/docs/gvbl/docs/2377.pdf (only available in German)  

Gesetz zur Verbesserung der Rechtsdurchsetzung in sozialen Netzwerken 
(Netzwerkdurchsetzungsgesetz – NetzDG) [Act on the Improvement of Legal Enforcement in Social 
Networks (Network Enforcement Act)] of 1 September 2017. Available online at: 
https://www.bmjv.de/SharedDocs/Gesetzgebungsverfahren/Dokumente/BGBl_NetzDG.pdf;jsessioni
d=00EC746AF5A02464D6786D7BFA6E33F5.1_cid297?__blob=publicationFile&v=2 (only available 
in German) 

16.3 EU 

16.3.1 European Union 

Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal 
aspects of information society services, in particular electronic commerce, in the Internal Market 
(Directive on Electronic Commerce, e-Commerce Directive). Official Journal of the European 
Communities L 178/1. Available online at: https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:32000L0031&from=EN  

Directive 2010/13/EU of the European Parliament and of the Council of 10 March 2010 on the 
coordination of certain provisions laid down by law, regulation or administrative action in Member 
States concerning the provision of audiovisual media services (Audiovisual Media Services 
Directive). Official Journal of the European Union L 95/1. Available online at:https://eur-
lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32010L0013&from=EN 

Directive (EU) 2018/1808 of the European Parliament and of the Council of 14 November 2018, 
amending Directive 2010/13/EU on the coordination of certain provisions laid down by law, 
regulation or administrative action in Member States concerning the provision of audiovisual media 
services (Audiovisual Media Services Directive). Official Journal of the European Union L 303/69. 
Available online at: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32018L1808   

Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 September 2015 laying 
down a procedure for the provision of information in the field of technical regulations and of rules on 
Information Society services (Text with EEA relevance). Official Journal of the European Union L 
241/1. Available online at:https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32015L1535 

Regulation (EU) 2021/784 of the European Parliament and of the Council of 29 April 2021 on 
addressing the dissemination of terrorist content online (TERREG). Official Journal of the European 
Union L 172/79 Available online at:https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32021R0784&from=EN 

16.3.1.1 Council of the European Union 

Conclusions of the Council of the European Union of 19/20 March 2015. EUCO 11/15. Available online 
at: https://www.consilium.europa.eu/media/21888/european-council-conclusions-19-20-march-
2015-en.pdf 

http://www.luewu.de/docs/gvbl/docs/2377.pdf
https://www.bmjv.de/SharedDocs/Gesetzgebungsverfahren/Dokumente/BGBl_NetzDG.pdf;jsessionid=00EC746AF5A02464D6786D7BFA6E33F5.1_cid297?__blob=publicationFile&v=2
https://www.bmjv.de/SharedDocs/Gesetzgebungsverfahren/Dokumente/BGBl_NetzDG.pdf;jsessionid=00EC746AF5A02464D6786D7BFA6E33F5.1_cid297?__blob=publicationFile&v=2
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32000L0031&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32000L0031&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32010L0013&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32010L0013&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32018L1808
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32015L1535
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32021R0784&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32021R0784&from=EN
https://www.consilium.europa.eu/media/21888/european-council-conclusions-19-20-march-2015-en.pdf
https://www.consilium.europa.eu/media/21888/european-council-conclusions-19-20-march-2015-en.pdf
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16.3.2 European Commission 

Commission recommendation of 6 May 2003 concerning the definition of micro, small and medium-
sized enterprises, 2003/361/EC. Available online at: https://eur-lex.europa.eu/legal-
content/en/TXT/PDF/?uri=CELEX:32003H0361&from=en  

European Democracy Action Plan: making EU democracies stronger. Available online at: 
https://ec.europa.eu/commission/presscorner/detail/en/IP_20_2250 

European Commission on 15 Decision 2020 (COM(2020) 825 final). Proposal for a Regulation of the 
European Parliament and of the Council on a Single Market for Digital Services (Digital Services 
Act) and amending Directive 2000/31/EC. Available online at: https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX:52020PC0825 

European Commission on 15 Decision 2020 (COM(2020) 842 final). Proposal for a Regulation of the 
European Parliament and of the Council on contestable and fair markets in the digital sector (Digital 
Markets Act). Available online at: https://eur-lex.europa.eu/legal-
content/en/TXT/?qid=1608116887159&uri=COM%3A2020%3A842%3AFIN 

Code of Practice on Disinformation. Available online at: 
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=54454  

Communication from the Commission: Guidelines on the practical application of the essential 
functionality criterion of the definition of a “video-sharing platform service” under the Audiovisual 
Media Services Directive (2020/C 223/02). Available online at: https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:52020XC0707(02)&from=EN  

Proposal for a Regulation of the European Parliament and of the Council on a single market for digital 
services (Digital Services Act) and amending Directive 2000/31/EC. COM(2020) 825 final. Available 
online at: https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020PC0825&from=en  

Proposal for a Regulation of the European Parliament and of the Council laying down harmonised rules 
on Artificial Intelligence (Artificial Intelligence Act), COM (2021) 216 final. Available online at: 
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52021PC0206&from=en   

16.3.3 Council of Europe 

Convention for the Protection of Human Rights and Fundamental Freedoms of 4 November 1950 
(ECHR, SR 0.101). Available online at: https://www.echr.coe.int/documents/convention_eng.pdf  

Recommendation CM/Rec(2018)1 of the Committee of Ministers to member states on media pluralism 
and transparency of media ownership of 7 March 2018. Available online at: 
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=0900001680790e13 

Recommendation CM/Rec(2018)2 of the Committee of Ministers to member states on the roles and 
responsibilities of internet intermediaries of 7 March 2018. Available online at: 
https://rm.coe.int/1680790e14 

Additional Protocol to the Convention on Cybercrime, concerning the criminalisation of acts of a racist 
and xenophobic nature committed through computer systems of 28 January 2003. Available online 
at: https://rm.coe.int/168008160f 

16.4 European Court of Human Rights (ECtHR) 

Decision of the European Court of Human Rights of 20 October 2015. Available online at: 
https://hudoc.echr.coe.int/fre#{%22itemid%22:[%22001-158752%22]} (only available in French) 

https://eur-lex.europa.eu/legal-content/en/TXT/PDF/?uri=CELEX:32003H0361&from=en
https://eur-lex.europa.eu/legal-content/en/TXT/PDF/?uri=CELEX:32003H0361&from=en
https://ec.europa.eu/commission/presscorner/detail/en/IP_20_2250
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020PC0825
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020PC0825
https://eur-lex.europa.eu/legal-content/en/TXT/?qid=1608116887159&uri=COM%253A2020%253A842%253AFIN
https://eur-lex.europa.eu/legal-content/en/TXT/?qid=1608116887159&uri=COM%253A2020%253A842%253AFIN
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=54454
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020XC0707(02)&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020XC0707(02)&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020PC0825&from=en
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52021PC0206&from=en
https://www.echr.coe.int/documents/convention_eng.pdf
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=0900001680790e13
https://rm.coe.int/1680790e14
https://rm.coe.int/168008160f
https://hudoc.echr.coe.int/fre#%7B%2522itemid%2522:%5B%2522001-158752%2522%5D%7D
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Decision of the European Court of Human Rights of 13 July 2021, 16354/06. Available online at: 
https://hudoc.echr.coe.int/fre#{%22itemid%22:[%22001-112165%22]} 

16.5 France 

LOI n° 2018-1202 du 22 décembre 2018 relative à la lutte contre la manipulation de l'information ([Law 
No. 2018-1202 of 22 December 2018 on combatting the manipulation of information)] cited as: «Loi 
contre la manipulation de l’information», «loi infox»). Available online at: 
https://www.legifrance.gouv.fr/loda/id/JORFTEXT000037847559/ (only available in French) 

16.6 United Kingdom 

Online Harms White Paper (as of 12 February 2020). Available online at: 
https://www.gov.uk/government/consultations/online-harms-white-paper/online-harms-white-paper  

16.7 Italy 

Impegni assunti dalle società esercenti le piattaforme on line per garantire la parità di accesso dei 
soggetti politici alle piattaforme digitali durante la campagna elettorale per le elezioni dei membri del 
Parlamento europeo spettanti all'Italia - 2019 ([Commitments made by companies operating online 
platforms to ensure equal access of political actors to digital platforms during the electoral campaign 
for the elections of Members of the European Parliament from Italy - 2019] AGCOM self-regulatory 
initiative of 15 May 2019, cited as Impegni assunti). Available online at: 
https://www.agcom.it/documents/10179/13511391/Documento+generico+15-05-2019/8a187ec9-
5a3b-467c-be5e-13791de74bb6?version=1.0 

16.8 Austria 

Bundesgesetz über Massnahmen zum Schutz der Nutzer auf Kommunikationsplattformen 
(Kommunikationsplattformen-Gesetz – KoPl-G) [Federal Act on Measures to Protect Users on 
Communications Platforms (Communications Platform Act [KoPl-G]). Available online at: 
https://www.parlament.gv.at/PAKT/VHG/XXVII/ME/ME_00049/fname_819533.pdf (only available in 
German) 

16.9 United Nations 

United Nations. United Nations Human Rights Committee. International Covenant on Civil and Political 
Rights. General Comment No. 34 (CCPR/C/GC/34, 12/09/2011). Available online at: 
https://www2.ohchr.org/english/bodies/hrc/docs/gc34.pdf  

16.10 USA 

Communications Decency Act of 1995, (p. 314, 104th Congress, 1995-1996). Available online at: 
https://www.congress.gov/104/bills/s314/BILLS-104s314is.pdf 

SAFE SEX Workers Study Act (FOSTA-SESTA, S.3165, 116th Congress, 2019-2020). Available online 
at: https://www.congress.gov/116/bills/s3165/BILLS-116s3165is.pdf 

  

https://hudoc.echr.coe.int/fre#%7B%2522itemid%2522:%5B%2522001-112165%2522%5D%7D
https://www.legifrance.gouv.fr/loda/id/JORFTEXT000037847559/
https://www.gov.uk/government/consultations/online-harms-white-paper/online-harms-white-paper
https://www.agcom.it/documents/10179/13511391/Documento+generico+15-05-2019/8a187ec9-5a3b-467c-be5e-13791de74bb6?version=1.0
https://www.agcom.it/documents/10179/13511391/Documento+generico+15-05-2019/8a187ec9-5a3b-467c-be5e-13791de74bb6?version=1.0
https://www.parlament.gv.at/PAKT/VHG/XXVII/ME/ME_00049/fname_819533.pdf
https://www2.ohchr.org/english/bodies/hrc/docs/gc34.pdf
https://www.congress.gov/104/bills/s314/BILLS-104s314is.pdf
https://www.congress.gov/116/bills/s3165/BILLS-116s3165is.pdf


 

 

Intermediaries and communication platforms 

104/109 

BAKOM-D-23643401/234 

17. Annex: Comparison of measures to combat problematic aspects specific to 
intermediaries in Europe and Switzerland 

Hate speech:  
Problematic aspects 

Duty of care of 
intermediaries or measure 
(discussed or in force) 

EU/country 
examples 

CH (specific to 
intermediaries) 

Widespread and rapid 
distribution of illegal 
online content: 
 
- Intermediaries have no 

knowledge of illegal 
content on their 
platforms. 

- Inadequate screening 
and removal of illegal 
online content by 
intermediaries. 

Intermediaries must set up a 
reporting system for users. 

EU (DSA, AVMS 
Directive [also 
concerning harmful, but 
not necessarily illegal, 
content]) 
Germany (NetzDG) 
England (O-Harms WP) 
Austria (KoPl-G) 
Belgium (Note Lcdh) 
Ireland: (O-Smrb) 

 

“Good Samaritan Clause” (no 
loss of liability 
privilege/negative incentive for 
intermediaries in the event of 
voluntary measures to remove 
illegal content) 

EU (DSA)  

Review and, if necessary, 
removal of the reported 
content by the intermediaries, 
depending on the case (e.g. in 
the case of obvious illegality or 
terrorist propaganda) within a 
certain period of time. 

EU (DSA, AVMSD, 
TERREG) 
Germany (NetzDG) 
England (O-Harms WP) 
Austria (KoPl-G) 
Belgium (Note Lcdh) 
Ireland (O-Smrb) 

 
Problems of 
international law 
enforcement, 
In some cases on a 
voluntary basis by 
intermediaries 

Cooperation with national 
authorities on orders to take 
action against specific illegal 
content 

EU (DSA) 

Problems of 
international law 
enforcement, 
In some cases on a 
voluntary basis by 
intermediaries  
 

Prioritised review and, if 
necessary, removal of content 
reported by trusted flaggers. 

EU (DSA) 
Ireland (O-Smrb) 

In some cases on a 
voluntary basis by 
intermediaries (fedpol, 
SIG and ICRC on 
YouTube, GRA on 
Facebook) 

Measures against abusive 
users: Intermediaries must 
suspend their services to users 
who frequently and manifestly 
disseminate illegal content for a 
reasonable period of time after 
prior warning. Designed by 
intermediaries.  

EU (DSA)  

More difficult (criminal) 
law enforcement online: 
 
- Illegal content is hardly 

ever reported. 
- More difficult cross-

border prosecution on 
the internet due to 
issues such as unequal 
legal classification 
 

Obligation of intermediaries to 
report to (law enforcement) 
authorities, especially for 
serious crimes, or right to 
information against 
intermediaries. In some cases 
also: Obligations to secure 
evidence 

EU (DSA) 
Germany (NetzDG, 
GBRH) 
Austria (KoPl-G) 
Ireland (O-Smrb) 

 

Harmonisation of criminal law 1. ZP Cybercrime 
Convention Not ratified 

Widespread and rapid 
distribution of harmful 
(not necessarily illegal) 
online content 

Reporting system for users 
Inspection and removal if 
necessary 

EU (AVMSD) 

For [not necessarily 
illegal] content harmful 
to minors on film or 
video platform services: 
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 Age control system for 
content harmful to minors 

The E-JSFVG 
stipulates a reporting 
system and an age 
verification system for 
users. 

Overblocking: Danger of 
arbitrary / incorrect deletion 
of content 

Transparency / Justification 
for deleting content and 
blocking accounts by 
intermediaries 

- EU (DSA) 
- France (Loi infox) 
- Belgium (Note Lcdh) 
 

 

Internal complaints system 
for users against deletion of 
content and blocking of 
accounts 

EU (DSA, AVMSD) 
Germany (NetzDG)  

Out-of-court conciliation 
procedures 

EU (DSA, AVMSD) 
Germany (NetzDG, 
MStV) 

 

Measures against abusive 
users: Intermediaries must 
suspend their services to users 
who frequently file obviously 
unfounded reports or 
complaints for a reasonable 
period of time after prior 
warning. Designed by 
intermediaries.  

EU (DSA)  

Risk assessment and 
mitigation by intermediaries EU (DSA)  

Reporting on content 
moderation: e.g. scope of 
deletions by reason for deletion 

EU (DSA) 
Germany (NetzDG)  

Poor risk assessment 
and mitigation (with 
regard to illegal and 
harmful content) 

Obligation of intermediaries to 
assess and mitigate risks as 
well as to conduct 
independent reviews (audits) 
including compliance officers 
and reporting obligations 

EU (DSA: for very large 
online platforms)  

Lack of data for 
supervision and on 
systemic risks 

Data access for research 
EU (DSA: for very large 
online platforms) 
Germany (NetzDG) 

 

Lack of awareness of the 
problem among users 

Promotion of media literacy 
and prevention EU (AVMSD) 

In some cases existing 
and ongoing public and 
private programmes 
(SCRA, FSIO) 

Hate speech: Addressing problematic aspects in Europe and Switzerland. 
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False 
information:  
Problematic 
aspects 

Duty of care of intermediaries 
or measure (discussed or in 
force) 

EU/country examples CH (specific to 
intermediaries) 

Unclear definition 
of false 
information 

Cooperation of intermediaries with 
fact-checkers 

EU (CPD) 
France (Loi infox) 
England (O-Harms WP) 
Italy (Impegni assunti) 

In come cases on 
a voluntary basis 
by intermediaries 
(Agence France 
Presse, Deutsche 
Presse-Agentur) 

Widespread and 
rapid 
dissemination of 
online false 
information  

Minimising financial incentives 
for dissemination  

EU (CPD, EEAS) 
France (Loi infox) None  

Reporting system for users France (Loi infox) 
England (O-Harms WP) None 

Judicial order for deletion of 
disinformation before election 
periods 

France (Loi infox) None  

Reduction of the visibility of 
disinformation disputed by fact-
checkers 

England (O-Harms WP) None 

Labelling of (political and/or 
commercial) advertising 

EU (DSA, AVMSD, CPD, 
EAD) 
France (Loi infox) 
England (O-Harms WP) 
Italy (Impegni assunti) 

None 

Measures against misuse of 
automated bots and fake 
accounts 

EU (CPD) 
England (O-Harms WP) 
Italy (Impegni assunti) 
 

None 

Poor risk 
assessment and 
mitigation 

Obligation of intermediaries to 
assess and mitigate risks as well 
as to conduct independent reviews 
(audits) including compliance 
officers and reporting obligations 

EU (DSA: for very large 
online platforms) None 

Lack of data on 
systemic risks Data access for research EU (DSA: for very large 

online platforms, CPD) 
None 
 

Lack of 
awareness of the 
problem among 
users 

Promotion of media literacy and 
prevention 

- EU (CPD, EEAS) 
- Norway (guidebook by 

authorities in cooperation 
with fact-checkers) 

None  

“A weakened 
media system” 

Strengthening media freedom 
and media pluralism EU (EEAS)  

False information: Addressing problematic aspects in Europe and Switzerland. 
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Lack of democratic control 
and lack of transparency: 
problematic aspects 

Duty of care of 
intermediaries or 
measure (discussed 
or in force) 

EU/country 
examples 

CH (specific to 
intermediaries) 

Position of power for intermediaries 
over users 

Strengthening users' 
rights   

Risk of unequal 
treatment/discrimination of certain 
content or users 

Prohibitions of 
discrimination, e.g. 
prohibition of systematic 
or unjustified obstruction 
of journalistic content 

Germany (MStV) 
Italy (Impegni assunti) 
 

 

Personalised recommendation 
systems (profiling) 

Opt-out option for 
profiling 

EU (DSA: for very 
large online platforms)  

“Overblocking” and lack of 
procedural safeguards: Danger of 
arbitrary / incorrect deletion of 
content or blocking of accounts 

Transparency / 
justification for deleting 
content and blocking 
accounts by 
intermediaries 

EU (DSA) 
France (Loi infox) 
Belgium (Note Lcdh) 

 

Internal complaints 
system for users 
against deletion of 
content and blocking of 
accounts 

EU (DSA, AVMSD) 
DE (NetzDG, MStV)  

Out-of-court 
conciliation procedures 

EU (DSA, AVMSD) 
DE (NetzDG, MStV)  

Reporting on content 
moderation: e.g. scope of 
deletions by reason for 
deletion 

EU (DSA)  

Lack of transparency Transparency   

Non-transparent selection criteria 
(criteria for the selection of content 
and recommendation systems) 

Transparency 
regarding admissibility 
criteria and 
recommendation 
systems (main 
parameters) 

EU (DSA: regarding 
recommendation 
systems only for very 
large platforms) 
Germany (MStV) 

 

Lack of (comprehensive) labelling 
of advertising 🡪 impedes the free 
formation of opinion. 

Labelling of (political 
and/or commercial) 
advertising 

EU (DSA, AVMSD, 
CPD, EAD) 
France (Loi infox) 
England (O-Harms 
WP) 
Italy (Impegni assunti) 

 

Inadequate information on 
advertising (in particular the 
advertiser, essential advertising 
parameters)🡪 makes free formation 
of opinion difficult. 

Indication of the 
advertising client and 
the essential 
advertising parameters 
Additional information 
in an archive 

EU (DSA, in some 
cases only for very 
large platforms) 

 

Lack of labelling of bots 🡪 
impedes the free formation of 
opinion 

Bot labelling 

EU (CPD) 
England (O-Harms 
WP) 
Italy (Impegni assunti) 
Germany (MStV) 

 

Poor risk assessment and 
mitigation 

Obligation of 
intermediaries to assess 
and mitigate risks as 
well as to conduct 
independent reviews 
(audits) including 
compliance officers and 
reporting obligations 

EU (DSA: for very 
large online platforms)  
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Lack of data for supervision and 
on systemic risks 

Data access for 
research 

EU (DSA: for very 
large online platforms, 
CPD) 

 

Lack of democratic control and lack of transparency: Addressing problematic aspects in Europe and 
Switzerland 

Legal enforcement 
against foreign 
stakeholders: 
problematic aspects 

Duty of care of 
intermediaries or measure 
(discussed or in force) 

EU/country 
examples 

CH (specific to 
intermediaries) 

Territorial application of 
law 

Extraterritorial application of 
law: Impact or market place 
principle 

EU (DSA) 
Germany (NetzDG)  cf. Chapter 13 

Increased difficultly in 
enforcing the law: 
- Difficulty in contacting 

intermediaries 
- Almost no effective 

sanctions 

Designation of a domestic 
legal representative for 
service  

EU (DSA) 
Germany (NetzDG) 

FADP 
Motion 18.3306 
Glättli (adopted by 
Council of States 
and National 
Council) 

Legal representative for 
service of process EU (DSA)  

Effective sanctions EU (DSA) 
Germany (NetzDG) Almost none 

Enforcement vis-à-vis foreign intermediaries: Addressing problematic aspects in Europe and 
Switzerland 

 
Legend / Abbreviations: 
DSA: Digital Services Act (Commission’s draft EU regulation with duties and responsibilities of digital 

services), would be applicable in the EU 

AVMSD: EU Audiovisual Media Services Directive (in force), applicable in the EU 

TERREG: EU Regulation on combating the dissemination of terrorist content online (in force), 
applicable in the EU 

CPD: EU Code of Practice on Disinformation (voluntary EU code of practice to combat disinformation), 
applicable in the EU 

EDAP: EU Democracy Action Plan (Commission proposal for legislative measures and 
recommendations to strengthen democracies in the EU) 

E-JSFVG: Swiss draft for a new Act on the Protection of Minors in the Areas of Film and Video Games, 
would be applicable in Switzerland 

First Additional Protocol to the Cybercrime Convention: Additional Protocol of the Member States of the 
Council of Europe to the Convention on Cybercrime, concerning the criminalisation of acts of a racist 
and xenophobic nature committed through computer systems (in force), applicable to the member 
states of the protocol 

NetzDG (including NetzDGÄndG): Network Enforcement Act and Act to Improve Enforcement of the 
Law in Social Networks (Network Enforcement Act, NetzDG) (in force), applicable in Germany 

GBRH: Gesetz zur Bekämpfung des Rechtsextremismus und der Hasskriminalität (Act on Combating 
Right-Wing Extremism and Hate Crime), applicable in Germany 

MStV: Interstate Media Treaty (in force), applicable in Germany 

KoPl-G, Kommunikationsplattformen-Gesetz gegen Hass im Netz (Communication Platforms Act 
against Hate on the Net) (in force), applicable in Austria 

Note Lcdh: Note d’orientation sur la lutte contre certaines formes de contenus illicites sur Internet, en 
particulier le discours de haine ([Guidance note on combating certain forms of illegal content on the 
internet, in particular hate speech] first proposal by the regulatory authority for legislation on social 
networks), would be applicable in French-speaking Belgium. 

Loi infox: Loi contre la manipulation de l'information ([Law on combatting the manipulation of 
information] in force), applicable in France. 

https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/digital-services-act-ensuring-safe-and-accountable-online-environment_en
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:32010L0013
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32021R0784
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_2250
https://www.bsv.admin.ch/dam/bsv/de/dokumente/kinder/gesetze/gesetzjsfvg.pdf.download.pdf/JSFVG%2520draft-law.pdf%2520(only%2520available%2520in%2520German)
https://rm.coe.int/168008160f
https://www.bmjv.de/DE/Themen/FokusThemen/NetzDG/NetzDG_EN_node.html;jsessionid=DC59942024A733FCFC3B9160C12F9153.2_cid297
https://www.bmjv.de/SharedDocs/Gesetzgebungsverfahren/Dokumente/NetzDG_engl.pdf?__blob=publicationFile&v=2
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