O

Schweizerische Eidgenossenschaft Federal Department of the
Confédération suisse Environment, Transport, Energy and Communications DETEC

Confederazione Svizzera Federal Office of Communications OFCOM

Confederaziun svizra

Annex 5.4 to the Ordinance of 26 May 2016 of the Federal Office for Communications (OFCOM) on
Telecommunications Equipment (CC 784.101.21/5.4)

Technical and administrative regulations

regarding

radio equipment that is intended in order to safeguard public security
to be operated by the authorities: tracking and monitoring systems
and data and voice radio communications equipment

Edition 5: 12.11.2025
Entry into force: 01.01.2026

English is not an official language of the Swiss Confederation. This translation is provided for infor-
mation purposes only and has no legal force.

OFCOM
Zukunftstrasse 44
Postfach

CH-2501 Biel-Bienne
www.bakom.admin.ch



SR 784.101.21 /5.4

Table of contents

T GENETAl ... 3
PR S T o o T USSR 3
(I = =T =Y o= SRR UTRRR 3
1.3 Abbreviations and definitioNS ...........oooiiiii i 4

A € 1o Tt = T (=Y (U114 =T 41T o T PP PURPPR 4

G T 1Y/ 0T YR= o] o] (o 1Y T 4
R Tt N €1 o= | USSR 4
3.2 Type approval dOCUMENTS........uuuiiieiiiiiiiiiiiieeeeeeeeeeeeeeeeeeabateaneeaeaaaeeeeeeesssssesnsnsnsnsssnnnnnnnnneennnes 4
3.3 Granting Of type @pPrOVaAL...... ... it e e e e e e e nnnes 5
3.4 Type approval NUMDET ... ettt e e e e e e e e e e e e e e e e e e e e e annnaeeaeeeaannns 6
3.5 Modifications to approved eqUIPMENT ............ueiiiiiiie ettt eeeeeeererareraaa—— 6

N O o] 01 (=T 1 ao) i (=T Q=T 0o ) £ SRR 6
4.1 Identification of the eqQUIPMENT...... ... e 6
4.2 TeChniCal data.........coieiiiieiiiee e 6
4.3 Use of the frequency spectrum and EMC ............oooiiiiiiiiiiiic e 6

T T 1= =Y = | S RRPRPRR 6
4.3.2  IMSI CAICREIS ..ooiiiee ettt e e et e e en e ent e e e e e aaeeeeeane 7
5 Requirements for the test 1aboratory ...........oooouiiiiiiiii e 7

217



SR 784.101.21 /5.4

1 General

These technical and administrative regulations (TAV) constitute the contents of Annex 5.4 of the VFAV
[3] (cf. Art. 4 and 5 VFAV). They are based on Article 32a TCA [1] and Article 26 paragraph 5 and Arti-
cle 27 paragraph 1 FAV [2].

The purpose of these regulations is to define the type approval requirements for tracking and monitor-
ing systems and for data and voice radio communications systems that fall within the scope of Article
6, paragraph 2 FAV [2] in such a way so that telecommunications and broadcasting outside and within
the specified operating frequency bands are not unduly affected. The operating conditions, in particu-
lar the operating frequencies and transmitting powers are defined in the operating authorisation in ac-
cordance with Articles 53 to 56 VNF [4].

These regulations only apply if no CE compliant system with equivalent functionality and performance
is available on the market. (Art. 6 para. 2 FAV [2]). If this is the case, the type approval of tracking and
monitoring systems as well as data and voice radio communications equipment is one of the condi-
tions for the making available on the market (Art. 26 para. 1 FAV [2]).

1.1 Scope

These technical and administrative requirements apply to tracking and monitoring systems and to data
and voice radio communications equipment that fall within the scope of Article 6, paragraph 2 FAV [2].
They do not apply to jamming transmitters (see VFAV [3], Annex 5, TAV 5.2 and TAV 5.3).

1.2 References

[1] CC 784.10
Telecommunications Act of 30 April 1997 (TCA)

[2] CC 784.101.2
Ordinance of 25 November 2015 on Telecommunications Installations (FAV)

[3] CC 784.101.21
OFCOM Ordinance of 26 May 2016 on Telecommunications Installations (VFAV)

[4] CC 784.102.1
Ordinance of 18 November 2020 on Use of the Radio Frequency Spectrum (VNF)

All legislative texts with CC references are published in the systematic compilation of federal legisla-
tion and can be consulted on the https://www.fedlex.admin.ch/ website. They can also be obtained
from the Federal Office for Buildings and Logistics (FOBL), CH-3003 Bern.

The technical and administrative regulations can be obtained from the Federal Office of Communica-
tions, Zukunftstrasse 44, P.O. Box, 2501 Biel/Bienne, Switzerland, or from www.bakom.admin.ch >
OFCOM > Legal framework > Practical implementation > Appliances and installations > Other regula-
tions.
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1.3 Abbreviations and definitions

EIRP Effective isotropically radiated power
EMC Electromagnetic compatibility

ERP Effective radiated power

HF High frequency

IMSI Internationally Mobile Subscriber Identity
OFCOM Federal Office of Communications

RIR Technical Interface Regulations (RIR)
SDR Software Defined Radio

tracking and monitoring  Depending on the context, other words with the same meaning are used in
systems and data and this document: radio equipment or equipment

voice radio com-munica-

tions equipment

2 General requirements

The following requirements must be fulfilled for the type approval of tracking and monitoring systems
and data and voice radio communications equipment:

- Tracking and monitoring systems and data and voice radio communications equipment must
correspond to the current state of the art and ensure efficient use of the spectrum.

- A bit depth of at least 12 bits is required for SDR systems.

- The system must be measured in all operating modes. Alternatively, the operating mode (e.g.
a test mode) with the greatest unwanted impact on the frequency spectrum (‘worst case’) can
be selected; this must be clearly identified and justified in a technically comprehensible man-
ner.

3 Type approval

3.1 General

Anyone wishing to offer on the market tracking and monitoring systems or data and voice radio com-
munications equipment described under section 1.1 must initiate an approval process by submitting an
application to OFCOM. To do so, the relevant current form on the OFCOM website must be used and
completed in full. Once all the necessary documents have been submitted, OFCOM will examine
whether the conditions for approval have been met and, if so, grant approval for the equipment in
question.

3.2 Type approval documents
The following information and documents must be submitted:

- the intended use(s);
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a declaration by the manufacturer that the equipment has undergone a conformity assessment

procedure and meets the essential requirements for electrical safety and health (Art. 26 para.
2 FAV [2]).

the following parts of the technical documentation according to Article 14 FAV [2] concerning
EMC requirements and frequency spectrum use requirements (Art. 26, para. 3, FAV [2]):

1. A general description of the radio equipment comprising:
1.1. photographs or illustrations showing external features, markings and internal layout,

1.2. SW/FW/HW versions that affect compliance with EMC requirements and the use of
the frequency spectrum of this TAV;

1.3. user instructions referred to in Article 19, paragraph 1 FAV [2];
1.4. installation instructions.

2. Testreports on EMC requirements and frequency spectrum use.

OFCOM may request the following documents if they are necessary for the approval of the equipment:

3. Conceptual design and manufacturing drawings and schemes of components, sub-assem-
blies, circuits and other relevant similar elements;

4. Descriptions and explanations necessary for the understanding of those drawings and
schemes and the operation of the radio equipment.

The correspondence address is as follows:

Federal Office of Communications
Radio Monitoring und Equipment

RA/MC

Zukunftstrasse 44
CH-2501 Biel/Bienne
ra-mc@bakom.admin.ch

3.3 Granting of type approval

After an examination of the documents, OFCOM grants the applicant type approval if the following
conditions are met:

There are no CE-compliant systems on the market that are equivalent in terms of functionality
and performance.

All parameters to be measured which are defined in the applicable harmonised technical
standards have been measured in accordance with the measuring methods described therein
(section 4.3.1).

if the limit values of the applicable harmonised technical standards and/or interface require-
ments (RIR) are not complied with, this is to be justified in writing. This non-compliance must
be justified by the fulfilment of the purpose of the equipment (section 4.3.1).
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3.4 Type approval number

The type approval number is communicated to the applicant by OFCOM and must be attached to
every item of equipment which is identical in terms of hardware and software.

3.5 Modifications to approved equipment

Any modification of approved equipment that could change radio parameters must be announced in
advance and approved by OFCOM. If necessary, a new approval procedure must be carried out.

4 Content of test reports

4.1 Identification of the equipment

The test reports must precisely identify the measured equipment by means of the following infor-
mation:

- identification information referred to in Article 18, paragraph 4 FAV [2]: type, batch, serial num-
ber or any other element allowing its identification;

- make and type of all components involved in the system (RF cable, antennas, filters, amplifi-
ers, controllers, detectors, circulators, combiners, isolators, etc.);

- hardware version numbers/software version numbers;
- Bit depth in the case of an SDR system
- photos.

4.2 Technical data

The test reports must contain the following technical data of the equipment declared by the manufac-
turer:

- frequency ranges;
- radiated transmitting powers (ERP, EIRP);
- description of the function of the equipment:

- occupied bandwidth, duty cycle, channel spacing, beam angle, adjacent channel transmission,
modulation, undesirable spurious emissions, etc.

4.3 Use of the frequency spectrum and EMC

4.3.1 General

Use of the frequency spectrum (Radio) and EMC must be recorded in the form of a test report. The
parameters to be measured and the measurement methods to be applied are defined in those Euro-
pean harmonized technical standards whose scope most appropriately covers the equipment to be
measured. However, they are limited to the following parameters, insofar as these are required by the
respective standard.

- Radio: TX effective radiated power / spectral density

- Radio: TX Duty cycle
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- Radio: TX Occupied bandwidth

- Radio: TX Transient

- Radio: TX Permitted range of operating frequencies

- Radio: TX Unwanted emissions in the spurious domain

- EMC: all applicable parameters except radiated emissions

The test reports must contain a decision (PASS/FAIL) as to whether the measured values comply
(PASS) or do not comply (FAIL) with the respective applicable limits in the applicable harmonised
technical standards.

Each measurement must be documented in a comprehensible manner, in particular with details of the
modes of the test item, the chapters applied and the version of the standard used. In addition, the
measurement results must be stated in the unit specified by the standard as the limit value.

In the event of failure to comply with one or more limit values, the measurements must be accompa-
nied by an explanation which states the reasons for failure to comply (e.g. because the physical di-
mensions do not permit the incorporation of a frequency filter of sufficient quality).

If the manufacturer considers a measurement to be inapplicable, this must be justified in a compre-
hensible manner.

The measurements must also be accompanied by an explanation if the parameters of the technical
interface regulations (RIR) are not complied with.

4.3.2 IMSI catchers

The same technical standards and technical interface regulations (RIR) apply to IMSI catchers in the
sense of section 4.3.1 as to mobile radio base stations. These can be found at the following link:
www.bakom.admin.ch > OFCOM > Legal framework > Practical implementation > Appliances and
installations > Technical interface regulations (RIR) > RIR0501.

5 Requirements for the test laboratory

The measurements of efficient use of the spectrum and EMC must be carried out by a recognised test
laboratory in accordance with Article 17 FAV [2] (VFAV [3], Annex 4, section 1.2). The test laboratory
that carries out the type approval measurements must have the necessary qualifications and have
measuring capabilities in accordance with the harmonised European standards that apply to the radio
equipment requiring type approval.

The measurements may also be carried out by the manufacturer, provided that they have the neces-
sary expertise, the required measuring equipment and a suitable measuring environment.

Biel, 12 November 2025
Federal Office of Communications OFCOM
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