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Summary of key points 

The term “big data” refers to the development and use of technologies which allow provision of 

the right information (from databases which have experienced exponential growth for some time) 

to the right user at the right time. In addition to the challenge of processing increasing volumes 

of data in less time there is also the difficulty of solving the issues of increasing heterogeneity of 

formats, complexity and data linking. 

In view of the rapid spread of big data the Confederation is now addressing this issue. It is in this 

context that Bern University of Applied Sciences conducted this study on behalf of the Swiss 

Federal Office of Communications. It consists of a qualitative survey of 20 industry, government 

and civil society experts and a quantitative survey of over 800 people in Switzerland. The aim of 

the study is to identify the opportunities and risks of big data and to identify any need for action 

on the part of the Confederation.  

The phenomenon of big data is the result of a gradual development caused by greater analysis 

and storage capacity and which manifests itself in the fact that ever larger amounts of sometimes 

heterogeneous data are being processed and linked with each other. Big data is a development 

that is gradually reaching an increasing number of sectors of the economy and society. 

Big data brings with it significant opportunities and benefits, such as the acquisition of new 

knowledge and the discovery of new contexts, the personalisation of web content and 

information, improved forecasts in many different areas, increased agility for businesses and 

organisations, optimisation of processes and the opportunity to increasingly base decisions on 

facts. 

However, the successful use of big data in companies is dependent on organisational adjustments 

and cultural change. The expert interviews have shown that some companies and organisations 

have already adapted to the new circumstances, in that they have taken the necessary measures 

to perceive the opportunities of big data and manage the risks, while others are only just 

preparing to jump on the big data bandwagon. 

The study also highlights that the societal implications of big data should be the subject of more 

detailed attention and that the most urgent issues relate to the protection of personal data and 

the prevention of data misuse. Individual voices also warn of the uncontrolled momentum of 

systems where decisions are increasingly based on algorithms which people can no longer 

understand or master. Another issue (one that big data has not caused, but upon which it is likely 

to have an increasing effect) is the unequal distribution of resources and power, which carries the 

risk of social upheaval if timely countermeasures are not taken. 

In addition to preventing hazards, the encouragement of big data’s potential should not be 

neglected. Here there is a broad consensus that the social benefits of data increase when it is 

available as a free infrastructure resource and can be made use of by the stakeholders as simply 

as possible. This applies primarily to non-personally identifiable data. In the case of personally 

identifiable data the situation is more complicated because it initially requires new mechanisms 

which allow individuals to effectively exercise control over their personal data and make certain 

data available for specific purposes (rather than entirely without control, as is often the case 

today). 



It is apparent from the survey results that the fundamental challenge is to channel development 

in the field of big data so that it benefits the people. Today it is primarily larger companies which 

seem to benefit from big data; the respondents assessed the situation from their personal point 

of view somewhat critically and called for strong commitment from the Confederation to prevent 

the situation from getting out of hand. It is possible to talk of a three-point strategy in this 

context: 

Creation and maintenance of a national data infrastructure: The positive impact of big data 

can be increased by the provision of data as an infrastructure resource for free further use. It is 

therefore necessary to promote and consistently implement the open data principle, which was 

established as part of the Federal Council’s Open Government Data Strategy, across the entire 

government, research sector and to some extent the private sector. Furthermore, standardisation 

of technical interfaces should be promoted in close cooperation with the private sector and the 

training and professional development of data specialists (data scientists, data journalists, etc.) 

encouraged. The aim should be to create a nationally coordinated and internationally networked 

data infrastructure.  

Measures to protect against misuse: Stricter privacy rules for the private sector and stricter 

competition law against (quasi-) monopolists in the internet sector are required to prevent misuse 

and imbalances, as are information and awareness-raising campaigns. The legal framework for 

secure data centres must also be improved. More technical solutions should also be developed in 

close cooperation with the private sector to ensure data protection. However, the difficulty with 

many of these measures is that they must be coordinated internationally in order to be effective. 

Implementation of the principle of personal data sovereignty: As long-term solution, a 

paradigm shift is required in the field of data protection; this should empower people to exercise 

better control over their data. To implement the principle of personal data sovereignty, new 

proprietary rights and rights of use must be defined in the field of personal data. Furthermore, 

mechanisms should be established and services provided in close cooperation with the private 

sector; these should allow individuals to release their personal data - with the greatest possible 

control - for third-party use. Here too, efforts should be coordinated at the international level. 

While the realisation of this liberal approach for solving imbalances in the data market may still 

be in the distant future, it enjoys broad support as a goal for all stakeholders.  

Seven theses on good data governance have been formulated on the basis of the study results 

and offer guidance on the implementation of a big data strategy: 

1. Data protection requires a paradigm shift towards the empowerment of users and 

personal data sovereignty.  

2. The societal benefits of data increase when it is available as a free infrastructure resource. 

3. Big data increases a number of hazards that must be confronted; big data not only 

increases the likelihood of damage, but also its potential extent with regard to privacy 

infringements and misuse of data. 

4. Action must be taken against power imbalances which form as a result of unilateral data 

control; in particular, (quasi) monopolists in the internet sector must be restrained. 

5. A liberal approach should be pursued: The goal is a system in which the market works 

better than it does today as a result of empowerment of users and greater regulation, as 

well as state regulation of private-sector stakeholders. 

6. State intervention is necessary: Without strong state involvement, developments in the 

field of big data will get out of hand because the market today is undeniably failing in the 

data sector. 

7. Data governance must be addressed in an international context. It is therefore clear that 

when designing the measures to be taken, inspiration should be drawn from solution 

approaches which have already been tried and tested in other countries. 


